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TRAINING AND
 EDUCATIONAL INITIATIVES
 1
 Jorge Crichigno
 Department of Integrated Information Technology
 University of South Carolina
 2019 SC Cyber Security Conference
 Cooperative Conference Center
 Columbia, SC
 October 10, 2019
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Support – National Science Foundation
 2
 1. “Building a Cybersecurity Pipeline through Experiential
 Virtual Labs and Workforce Alliances”
 2. “Devising Data-driven Methodologies by Employing Large-
 scale Empirical Data to Fingerprint, Attribute, Remediate and
 Analyze Internet-scale IoT Maliciousness”
 3. “Cyberinfrastructure Expertise on High-throughput Networks
 for Big Science Data Transfers”
 4. “Building a Science DMZ for Data-intensive Research and
 Computation at the University of South Carolina”
 5. “Multi-state Community College, University and Industry
 Collaboration to Prepare Learners for 21st Century
 Information Technology Jobs”

Page 3
						

Virtual Laboratories
 3
 • Virtual platform based on virtual machines (VMs)
 • Pods launched on demand on an server hosted in IIT
 • Access to the virtual platform via web interface
 • Development of custom pods
 • Pod elements (computer, firewall, router, equipment)
 are VMs rather than physical devices
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 Servernet2
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 Internet
 Orchestration server
 Pod 1 Pod 2 Pod 50
 Virtual Platform
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Pod Examples – Introduction to Cryptography
 4
 • Symmetric-key encryption
 • Generation of public keys
 • Public-key encryption
 • Certificate authorities
 • Digital signatures
 • Digital envelopes
 • Web of trusts
 • Encryption protocols
 LAN environment

Page 5
						

Pod Examples – Next-generation Firewalls
 • Firewalls
 • Malware analysis
 • Application identification
 • User identification
 • URL filtering
 • Virtual Private Networks
 • Monitoring and reporting
 • Modern techniques for
 malware identification
 • Palo Alto Firewalls
 provided VMs at no costEnterprise network
 5
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Pod Examples – Bro Intrusion Detection
 • High-performance tools
 • Big data transfers
 • Access-control lists
 • Traffic routing for high speeds
 • Intrusion detection systems
 • Passive network monitoring
 Enterprise network
 6
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Workshops
 7
 • Professional development workshops are organized
 periodically
 • Activities include presentations and hands-on training
 • July 22 – 23 attendance was 70
 • National speakers, NSF, SRNL, Berkeley National Lab
 • Other states are now replicating these training
 opportunities

Page 8
						

Libraries
 8
 Network Tools and Protocols
 1 Introduction to Mininet
 2 Introduction to Iperf3
 3 Emulating WAN w/ NETEM I: Latency, Jitter
 4 Emulating WAN w/ NETEM II: Loss, Duplication, Reord.
 5 Setting WAN Bandwidth with Token Bucket Filter (TBF)
 6 Traditional TCP Congestion Control (HTCP, Cubic, Reno)
 7 Rate-based TCP Congestion Control (BBR)
 8 Bandwidth-delay Product and TCP Buffer Size
 9 Enhancing TCP Throughput with Parallel Streams
 10 Measuring TCP Fairness
 11 Router's Buffer Size
 12 TCP Rate Control with Pacing
 13 Impact of MSS on Throughput
 14 Router's Bufferbloat
 perfSONAR
 1 Configuring Admin Info Using perfSONAR Toolkit GUI
 2 PerfSONAR Metrics and Tools
 3 Configuring Regular Tests Using perfSONAR GUI
 4 Configuring Regular Tests Using pScheduler CLI Part I
 5 Configuring Regular Tests Using pScheduler CLI Part II
 6 Bandwidth-delay Product and TCP Buffer Size
 7 Configuring Regular Tests Using a pSConfig Template
 8 perfSONAR Monitoring and Debugging Dashboard
 9 pSConfig Web Administrator
 10 Configuring pScheduler Limits
 Zeek / Bro
 1 Introduction to the Capabilities of Zeek
 2 An Overview of Zeek Logs
 3 Parsing, Reading and Organizing Zeek Files
 4 Generating, Capturing and Analyzing Scanner Traffic
 5 Generation, Capturing and Analyzing DoS and DDoS
 6 Introduction to Zeek Scripting
 7 Advanced Zeek Scripting for Anomaly Event Detection
 8 Preprocessing of Zeek Output Logs for Machine Learning
 9 Machine Learning Classifiers for Anomaly Classification
 10 Profiling and Performance Metrics of Zeek
 http://ce.sc.edu/cyberinfra/cybertraining.html
 To access the platform and additional information:
 …
 More labs being developed
 http://ce.sc.edu/cyberinfra/cybertraining.html

Page 9
						

Alignment with Industry Certificates
 9
 • Professional development aligned with industry
 certificates
 ➢Cisco Cyberoperations (cyber-analyst)
 ➢Cisco CCNA Routing and Switching
 ➢Palo Alto Networks Next Generation Firewalls
 ➢VMware Datacenter Virtualization

Page 10
						

WAN...
 Pod 1 Pod 2 Pod n
 Training pods
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 Orchestrator (scheduler, user interface, etc.)
 Training platform
 Platform
 Pod example
 ~8-month usage
 10

Page 11
						

Workshops
 11
 • 200+ IT professionals from more than 30 states
 • 10,000+ hours of training
 • 30+ IT internship opportunities for students

Page 12
						

Internships / Workforce
 12
 • 50+ internship opportunities for students in IT /
 cybersecurity / networks (2018/2019)
 • Private and public sectors, national laboratories

Page 13
						

Industry-sponsored Projects
 13
 • ~70 students, 2018/2019
 • 20 industry-sponsored projects

Page 14
						

Access to Training ROTC
 14
 • Participation and dissemination at USC’s Reserve Officer
 Training Corps (ROTC)
 • Professional development aligned with industry
 certificates
 ➢Cisco Cyberoperations (cyber-analyst)
 ➢Cisco CCNA Routing and
 Switching
 ➢Palo Alto Networks Next
 Generation Firewalls
 ➢VMware Datacenter
 Virtualization

Page 15
						

Contact Information
 15
 Jorge Crichigno
 [email protected]
 803-576-6858
 Cyber-training Information
 http://ce.sc.edu/cyberinfra/cybertraining.html
 mailto:[email protected]
 http://ce.sc.edu/cyberinfra/cybertraining.html



					
LOAD MORE                                    

            


            
                
                

                

                
                
                                

                                    
                        
                            
                                                            
                                                        

                        
                        
                            Towards a Uniﬁed In-Network DDoS Detection and Mitigation ...ce.sc.edu/cyberinfra/docs/publications/1570621290.pdf · such ﬂooding DDoS varieties, to date we have identiﬁed

                            Documents
                        

                    

                                    
                        
                            
                                                            
                                                        

                        
                        
                            Taxonomy, classification, and specimens - UITSweb2.uconn.edu/cyberinfra/module4/Taxonomy.pdfTaxonomy, classification, and specimens 3/28/11. Taxonomy vs. classification Taxonomy is

                            Documents
                        

                    

                                    
                        
                            
                                                            
                                                        

                        
                        
                            CVN - Jorge Sainz Aviacomposicion.aq.upm.es/Personales/Jorge Sainz/CV UPM.pdf · 521be27c13fb37222b9d85d970f4bb1c 2 Jorge Sainz Avia Apellidos: Sainz Avia Nombre: Jorge DNI: 00276703J

                            Documents
                        

                    

                                    
                        
                            
                                                            
                                                        

                        
                        
                            Análisis matemático Jorge Lara, Jorge Arroba

                            Documents
                        

                    

                                    
                        
                            
                                                            
                                                        

                        
                        
                            Multimedia - Central Web Server 2web2.uconn.edu/cyberinfra/module4/day4/Multimedia/Multimedia.pdf · figures such as points, lines, curves, ... Adobe Bridge, ACDSee, Adobe Lightroom

                            Documents
                        

                    

                                    
                        
                            
                                                            
                                                        

                        
                        
                            Hierarchical Bayesian Models - Central Web Server 2 - UITS ...web2.uconn.edu/cyberinfra/module3/Downloads/Day 6 - Hierarchical... · What is a hierarchical model? Hierarchical models

                            Documents
                        

                    

                                    
                        
                            
                                                            
                                                        

                        
                        
                            Introductory Exercises for GIS Using ArcMap & ArcCatalogweb2.uconn.edu/cyberinfra/module1/assets/ArcMap GIS tutorial Arc10.… · 5 Using ArcCatalog ArcGIS shapefiles consist of a

                            Documents
                        

                    

                                    
                        
                            
                                                            
                                                        

                        
                        
                            PEMEX | Por el rescate de la soberanía · ing. jorge cruz mendez . ing. jorge cruz mÉndez . ing. jorge cruz mÉndez . ing. jorge cruz mÉndez . ing. jorge cruz mÉndez . ing. jorge

                            Documents
                        

                    

                                    
                        
                            
                                                            
                                                        

                        
                        
                            Salve jorge   homenagem a são jorge

                            Spiritual
                        

                    

                                    
                        
                            
                                                            
                                                        

                        
                        
                            The Internet and Its Usesce.sc.edu/cyberinfra/docs/workshop/workshop_2020... · Internet traffic •It occurs when an unauthorized network originates IP prefix owned by other networks

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            Data Assembly, Part II - University of Connecticutweb2.uconn.edu/cyberinfra/module1/assets/ExercisesDay 4.pdf · – ArcGIS often says “Not Responding” when it is busy ... Zonal

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            ATN · 2018-09-13 · Johanna Whittle y Enrique Núñez (editores) Enrique Aimone - Alejandro Caloguerea - Bianca Crichigno - Francisco Fernández - Valerio Fuenzalida - Rebeca Gutiérrez

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            Enrutamiento Multicast Utilizando Optimización Multiobjetivoce.sc.edu/cyberinfra/docs/publications/18_cacic1.pdfEl conjunto de restricciones e(x) ≥ 0 determina el conjunto de soluciones

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            Lab 4: Generating, Capturing and Analyzing Network Scanner ...ce.sc.edu/cyberinfra/workshops/workshop_2020/zeek_labs/Lab 4... · Lab 4: Generating, Capturing and Analyzing Network

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            Jorge y jorge

                            Education
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            WORKSHOP ON NETWORK TOOLS AND PLATFORMSce.sc.edu/cyberinfra/docs/workshop/workshop_2020_online/hands_o… · network security, Blockchain, Internet of Things (IoT), and Software Defined

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            Demystifying IoT Security: An Exhaustive Survey on IoT ...ce.sc.edu/cyberinfra/docs/publications/IoTSecuritySurvey_final.pdf · beneﬁts from using these IoT devices and corresponding

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            Georeferencing and Google Earthweb2.uconn.edu/cyberinfra/module4/day5final.pdf · Georeferencing standards Georeferencing of legacy data Georeferencing exercise Mapping data Using

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            CARLOS LEON VELARDE CARLOS LEON VELARDE JORGE GONZALES PHILIPPS JORGE GONZALES PHILIPPS JORGE GONZALES PHILIPPS JORGE GONZALES PHILIPPS JOSE CASTAÑEDA

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            High-speed Networks, Cybersecurity, and Software- defined ...ce.sc.edu/cyberinfra/workshops/workshop_2020/lab4_SDN.pdf · ASIC (very high-speed hardware, operating at terabits per

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            Higor Vinicius Nogueira Jorge - Higor Jorge

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            Jorge Carpizo , Jorge Madrazo CONSTITUCIONAL

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                             · Ing. Ing. Ing. Ing. Ing. Ing. Jorge Jorge Jorge Jorge Jorge Jorge Remitente Guerrero Guerrero Guerrero Guerrero Guerrero Guerrero Destinario José Cuauhtli A. Medina Romero Juan

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            Building a Cybersecurity Pipeline through Experiential Virtual ...ce.sc.edu/cyberinfra/docs/publications/ASEE_paper 2019.pdfinternship opportunities in cybersecurity, with the goal

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            2/16/09 Lab 3 Jorge Crichigno. 2/16/09 Half-adder

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            Carlos Enciso Jorge Crichigno - jeuazarru.comjeuazarru.com/wp-content/uploads/2014/10/Telefonia_Satelital.pdf · Actualmente existen tres tipos de ... La telefonía satelital fija

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            JORGE II Caracteres dos Jorge I

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            JORGE GARBAJOSA JORGE GARBAJOSA JORGE GARBAJOSA … · 2012-03-06 · 12. tiro adicional nº 19 junio 2011 JORGE GARBAJOSA JORGE GARBAJOSA JORGE GARBAJOSA JORGE GARBAJOSA JORGE GARBAJOSA

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            Introduction to Maxent - UITSweb2.uconn.edu/cyberinfra/module3/Downloads/Day 4 - Maxent.pdf · Introduction to Maxent Day 1 of 2 . Outline

                            Documents
                        

                    

                                    
                        
                            
                                                            

                                                        

                        
                        
                            REVISTA DE CIENCIAS AGRÍCOLAS - mag.go.cr · Jorge Celso Rodríguez Jorge Elizondo Jorge Herrera Jorge León Jorge Mora B. Jorge Morales Jorge Sandoval ... Roberto Villalobos Rodolfo

                            Documents
                        

                    

                                            

        

    


















    
        
            	About us
	Contact us
	Term
	DMCA
	Privacy Policy


            	English
	Français
	Español
	Deutsch



            
                

				STARTUP - SHARE TO SUCCESS

									
							


					

				            

        

    














	



