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            1 Demystifying IoT Security: An Exhaustive Survey on IoT Vulnerabilities and a First Empirical Look on Internet-scale IoT Exploitations Nataliia Neshenko, Elias Bou-Harb, Jorge Crichigno, Georges Kaddoum and Nasir Ghani Abstract—The security issue impacting the Internet-of-Things (IoT) paradigm has recently attracted signiﬁcant attention from the research community. To this end, several surveys were put forward addressing various IoT-centric topics including intrusion detection systems, threat modeling and emerging technologies. In contrast, in this work, we exclusively focus on the ever- evolving IoT vulnerabilities. In this context, we initially pro- vide a comprehensive classiﬁcation of state-of-the-art surveys, which address various dimensions of the IoT paradigm. This aims at facilitating IoT research endeavors by amalgamating, comparing and contrasting dispersed research contributions. Subsequently, we provide a unique taxonomy, which sheds the light on IoT vulnerabilities, their attack vectors, impacts on numerous security objectives, attacks which exploit such vulnerabilities, corresponding remediation methodologies and currently offered operational cyber security capabilities to infer and monitor such weaknesses. This aims at providing the reader with a multidimensional research perspective related to IoT vulnerabilities, including their technical details and consequences, which is postulated to be leveraged for remediation objectives. Additionally, motivated by the lack of empirical (and malicious) data related to the IoT paradigm, this work also presents a ﬁrst look on Internet-scale IoT exploitations by drawing upon more than 1.2 GB of macroscopic, passive measurements’ data. This aims at practically highlighting the severity of the IoT problem, while providing operational situational awareness capabilities, which undoubtedly would aid in the mitigation task, at large. Insightful ﬁndings, inferences and outcomes in addition to open challenges and research problems are also disclosed in this work, which we hope would pave the way for future research endeavors addressing theoretical and empirical aspects related to the imperative topic of IoT security. Index Terms—Internet of Things, IoT Vulnerabilities, IoT Data, IoT Security I. I NTRODUCTION T HE CONCEPTION of the prominent Internet-of-Things (IoT) notion is envisioned to improve the quality of mod- ern life. People-centric IoT solutions, for instance, signiﬁcantly enhance daily routines of elderly and disabled people, thus increasing their autonomy and self-conﬁdence [1]. Implantable and wearable IoT devices monitor and extract vital measure- ments to enable the real-time emergency alerting in order to increase patients’ chances of survival [2]. This emerging technology is also being leveraged to reduce response times in reacting to abrupt health incidents such as the sudden infant death syndrome during sleep [3]. Moreover, advanced solutions for in-home rehabilitation strive to revolutionize NN and EBH are with FAU, USA; NG is with USF, USA; JC is with USC, USA; GK is with ETS, Canada physical therapy [4], while the Autism Glass [5] aims at aiding autistic children to recognize emotions of other people in real- time [6]. Safety-centric IoT solutions endeavor to minimize haz- ardous scenarios and situations. For example, the concept of connected vehicles prevents the driver from deviating from proper trajectory paths or bumping into objects. Further, such concept enables the automatic emergency notiﬁcation of nearest road and medical assistance in case of accidents [7]. Additionally, autonomous, self-driving mining equipment keeps workers away from unsafe areas, while location and proximity IoT sensors allow miners to avoid dangerous situa- tions [8]. Moreover, deployed IoT sensors at factories monitor environmental pollution and chemical leaks in water supply, while smoke, toxic gases and temperature sensors coupled with warning systems prevent ecological disasters [9]. Indeed, a number of case-studies have reported on the signiﬁcant impact of IoT on natural resources’ integrity and consumption. For instance, water pressure sensors in pipelines monitor ﬂow activity and notify operators in case of a leak, while smart IoT devices and systems enable citizens to control water and energy consumption [9]. In fact, the IoT notion is introducing notable solutions for contemporary operations, well-being and safety. In this context, several ongoing IoT endeavors promise to transform modern life and business models, hence improv- ing efﬁciency, service level, and customer satisfaction. The undeniable beneﬁts proposed by the IoT paradigm, nev- ertheless, are coupled with serious security ﬂaws. Proﬁt-driven businesses and time-to-market along with the shortage of related legislation have stimulated manufacturers to overlook security considerations and to design potentially vulnerable IoT devices, opening the door for adversaries, which often exploit such devices with little or no effort. The negligence of a number of security considerations enables the exposure of sensitive information ranging from unprotected video stream- ing of baby monitors [10] to the uploading of unauthorized voice recordings, emails and passwords by Internet-connected IoT toys [11], [12]. Moreover, poorly designed devices allow the execution of arbitrary commands and re-programming of device ﬁrmware [13]. Indeed, given the Internet-wide deploy- ment of IoT devices, such malicious manipulations have a profound impact on the security and the resiliency of the entire Internet. Among the many cases that recently attracted the public attention, the cyber attack launched by the IoT-speciﬁc malware Mirai [14] provides a clear example of the severity of the threat caused by instrumenting exploited IoT devices. In 
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1
 Demystifying IoT Security: An Exhaustive Surveyon IoT Vulnerabilities and a First Empirical Look
 on Internet-scale IoT ExploitationsNataliia Neshenko, Elias Bou-Harb, Jorge Crichigno, Georges Kaddoum and Nasir Ghani
 Abstract—The security issue impacting the Internet-of-Things(IoT) paradigm has recently attracted significant attention fromthe research community. To this end, several surveys were putforward addressing various IoT-centric topics including intrusiondetection systems, threat modeling and emerging technologies.In contrast, in this work, we exclusively focus on the ever-evolving IoT vulnerabilities. In this context, we initially pro-vide a comprehensive classification of state-of-the-art surveys,which address various dimensions of the IoT paradigm. Thisaims at facilitating IoT research endeavors by amalgamating,comparing and contrasting dispersed research contributions.Subsequently, we provide a unique taxonomy, which shedsthe light on IoT vulnerabilities, their attack vectors, impactson numerous security objectives, attacks which exploit suchvulnerabilities, corresponding remediation methodologies andcurrently offered operational cyber security capabilities to inferand monitor such weaknesses. This aims at providing the readerwith a multidimensional research perspective related to IoTvulnerabilities, including their technical details and consequences,which is postulated to be leveraged for remediation objectives.Additionally, motivated by the lack of empirical (and malicious)data related to the IoT paradigm, this work also presents a firstlook on Internet-scale IoT exploitations by drawing upon morethan 1.2 GB of macroscopic, passive measurements’ data. Thisaims at practically highlighting the severity of the IoT problem,while providing operational situational awareness capabilities,which undoubtedly would aid in the mitigation task, at large.Insightful findings, inferences and outcomes in addition to openchallenges and research problems are also disclosed in thiswork, which we hope would pave the way for future researchendeavors addressing theoretical and empirical aspects related tothe imperative topic of IoT security.
 Index Terms—Internet of Things, IoT Vulnerabilities, IoTData, IoT Security
 I. INTRODUCTION
 THE CONCEPTION of the prominent Internet-of-Things(IoT) notion is envisioned to improve the quality of mod-
 ern life. People-centric IoT solutions, for instance, significantlyenhance daily routines of elderly and disabled people, thusincreasing their autonomy and self-confidence [1]. Implantableand wearable IoT devices monitor and extract vital measure-ments to enable the real-time emergency alerting in orderto increase patients’ chances of survival [2]. This emergingtechnology is also being leveraged to reduce response timesin reacting to abrupt health incidents such as the suddeninfant death syndrome during sleep [3]. Moreover, advancedsolutions for in-home rehabilitation strive to revolutionize
 NN and EBH are with FAU, USA; NG is with USF, USA; JC is with USC,USA; GK is with ETS, Canada
 physical therapy [4], while the Autism Glass [5] aims at aidingautistic children to recognize emotions of other people in real-time [6].
 Safety-centric IoT solutions endeavor to minimize haz-ardous scenarios and situations. For example, the concept ofconnected vehicles prevents the driver from deviating fromproper trajectory paths or bumping into objects. Further,such concept enables the automatic emergency notificationof nearest road and medical assistance in case of accidents[7]. Additionally, autonomous, self-driving mining equipmentkeeps workers away from unsafe areas, while location andproximity IoT sensors allow miners to avoid dangerous situa-tions [8]. Moreover, deployed IoT sensors at factories monitorenvironmental pollution and chemical leaks in water supply,while smoke, toxic gases and temperature sensors coupled withwarning systems prevent ecological disasters [9]. Indeed, anumber of case-studies have reported on the significant impactof IoT on natural resources’ integrity and consumption. Forinstance, water pressure sensors in pipelines monitor flowactivity and notify operators in case of a leak, while smartIoT devices and systems enable citizens to control water andenergy consumption [9]. In fact, the IoT notion is introducingnotable solutions for contemporary operations, well-being andsafety. In this context, several ongoing IoT endeavors promiseto transform modern life and business models, hence improv-ing efficiency, service level, and customer satisfaction.
 The undeniable benefits proposed by the IoT paradigm, nev-ertheless, are coupled with serious security flaws. Profit-drivenbusinesses and time-to-market along with the shortage ofrelated legislation have stimulated manufacturers to overlooksecurity considerations and to design potentially vulnerableIoT devices, opening the door for adversaries, which oftenexploit such devices with little or no effort. The negligence ofa number of security considerations enables the exposure ofsensitive information ranging from unprotected video stream-ing of baby monitors [10] to the uploading of unauthorizedvoice recordings, emails and passwords by Internet-connectedIoT toys [11], [12]. Moreover, poorly designed devices allowthe execution of arbitrary commands and re-programming ofdevice firmware [13]. Indeed, given the Internet-wide deploy-ment of IoT devices, such malicious manipulations have aprofound impact on the security and the resiliency of the entireInternet. Among the many cases that recently attracted thepublic attention, the cyber attack launched by the IoT-specificmalware Mirai [14] provides a clear example of the severity ofthe threat caused by instrumenting exploited IoT devices. In
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 this case, the primary DNS provider in the US, Dyn, becamethe target of an orchestrated Denial of Service (DoS) attack,jeopardizing the profit and reputation of its clients. In fact,Dyn lost nearly 8% of its customers right after the mentionedattack [15].
 Such and other security incidents impair the confidence inthe IoT paradigm, hindering its widespread implementationin consumer markets and critical infrastructure. While thedisclosure of private and confidential information coupled withthe launch of debilitating DoS attacks cause various privacyviolations and business disruptions, the most significantdanger from exposed IoT devices remains the threat topeople’s lives and well-being. Security risks rendered byunauthorized access and reconfiguration of IoT medicaldevices, including implantable cardiac devices, have beenalready confirmed by the US Food and Drug Administration(FDA) [16]. Moreover, the hacking of traffic lights [17]and connected vehicles [18], [19] not only causes havocand increases pollution, but also possesses the capability tocause injury and drastic accidents leading to fatalities. Whilebenefits from using these IoT devices and correspondingtechnologies possibly outweigh the risks, undoubtedly, IoTsecurity at large should be carefully and promptly addressed.
 Several technical difficulties, including limited storage,power, and computational capabilities, challenge addressingvarious IoT security requirements. For instance, the simpleissue of unauthorized access to IoT devices by applying defaultuser credentials remains largerly unsolved. IoT manufacturers,though aware of this flaw, do not mitigate this risk by design,making consumers take responsibility of this technical taskand to update their device firmware. Ironically, close to 48% ofconsumer individuals are unaware that their connected devicescould be used to conduct a cyber attack, and around 40% ofthem never perform firmware updates. Such individuals arguethat it is the responsibility of device manufacturers or softwaredevelopers to remediate this security risk [20].
 Although a plethora of security mechanisms currently existaiming at enhancing IoT security, many research and oper-ational problems remain unsolved, raising various concernsand thus undermining the confidence in the IoT paradigm.By thoroughly exploring the IoT security literature, one canidentify several addressed topics related to IoT security (aselaborated in Section II). These include IoT-specific securitymechanisms related to intrusion detection and threat modeling,as well as broader related topics in the context of emergingIoT protocols and technologies, to name a few.
 To this end, we perceive a lack of an exhaustive,multidimensional approach, which specifically addresses thetopic of IoT vulnerabilities. More imperatively, we pinpointthe scarcity of surveys, which attempt to (i) comprehendthe impact of such ever-evolving vulnerabilities on varioussecurity objectives, (ii) identify the vectors which permit therise of these vulnerabilities in the first place, (iii) characterizeand analyze methods, techniques and approaches, which canbe leveraged by an attacker to exploit such vulnerabilities,(iv) explore and assess possible remediation strategies, whichaim at mitigating the identified vulnerabilities, and (v) shed
 the light on currently offered IoT cyber security situationalawareness capabilities, which endeavor to identify, attribute,characterize and respond to such vulnerabilities or theirpossible exploitation attempts. Further, given that the problemof IoT security is still at its infancy due to the lack ofIoT-relevant empirical data and IoT-specific attack signatures[21], we note the shortage of literature approaches, which canpractically identify Internet-wide compromised IoT devices,in near real-time, and address this research development gapby exploring unique empirical data.
 Specifically, in this survey, we uniquely approach IoT secu-rity by analyzing the aforementioned dimensions as they inter-relay with certain identified IoT vulnerabilities. Specifically,we frame the contributions of this survey as follows:
 • Amalgamating and classifying currently available IoT-relevant literature surveys to highlight research trends inthis emerging field and to facilitate research initiation bynew researchers through eliminating repetitive researchefforts.
 • Introducing a unique taxonomy by emphasizing anddiscussing IoT vulnerabilities in the context of various,previously unanalyzed dimensions through comparing,contrasting and analyzing near 100 research contribu-tions. This aims at putting forward a new perspectiverelated to IoT security, which we hope could be leveragedby readers from various backgrounds to address the issueof IoT security from their respective aspects of interest.
 • Proposing a new, data-driven approach, which draws uponunique, previously untapped empirical data to generateInternet-scale notions of maliciousness related to theIoT paradigm. This aims at highlighting the severity ofthe IoT as deployed in consumer markets and criticalinfrastructure realms. The output of the approach interms of cyber threat intelligence (i.e., near real-timeinferred compromised IoT devices), malicious IoT dataand IoT-specific attack signatures are made available tothe research community at large (through an authenticatedweb service) to permit prompt IoT security remediationand to widely promote data-driven research by employingIoT-relevant empirical data.
 • Laying down a set of inferences, insights, challenges andopen issues in the context of the discussed taxonomyand findings. Such outcomes facilitate future researchendeavors in this imperative IoT security area.
 The road-map of this survey is as follows. In the nextsection, we review and classify related surveys on variousIoT-relevant topics and demonstrate the added value of theoffered work. In Section III, we describe the survey’s method-ology, leading to the proposed taxonomy. In Section IV-A,we first pinpoint the identified and extracted vulnerabilities,which form the basis of the taxonomy, then we presentthe proposed taxonomy, which emphasizes IoT vulnerabilitiesand elaborates on literature approaches, which address theirvarious dimensions. The proposed data-driven approach toinfer compromised IoT devices, and the threat and data sharing
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 capabilities are elaborated in Section V. In Section VI, wepinpoint several research challenges and topics that aim atpaving the way for future work in the area of IoT security.Finally, in Section VII, we discuss concluding remarks in thecontext of the presented taxonomy and empirical findings.
 II. RELATED SURVEYS
 The rapid growth and adoption of the IoT paradigm haveinduced enormous attention from the research community. Tohighlight the latest findings and research directions in suchan evolving field, a plethora of surveys were put forwardto shed the light on recent IoT trends and challenges suchas (i) protocols and enabling technologies, (ii) applicationdomains, (iii) context awareness, (iv) legal frameworks, (v)attacks against IoT, (vi) access models, (vii) security protocols,and (viii) intrusion detection techniques. Please note thatthe classification of the aforementioned topics was based oncommon related themes which have been extracted from thereviewed surveys. In this section, we scrutinize and classifya significantly representative number of such related surveysto outline their contributions in addition to clarifying how thepresented work advances the state-of-the-art. We group thesurveys into two themes. The first topic elaborates on relevantstudies in the area of IoT architectures and correspondingtechnologies, while the second focuses on IoT security.
 A. IoT Architectures and Corresponding Technologies
 Atzori et al. [22] discussed two different perspectives of IoTresearch, namely, Internet-oriented or Things-oriented. Theauthors reviewed application domains, research challenges,and the most relevant enabling technologies with a focus ontheir role rather than their technical details. The authors furtherdiscussed the importance of security and indicated that numer-ous constraints such as limited energy and computation powerof the IoT devices hinder the implementation of complex (andperhaps effective) security mechanisms.
 In an alternate work, Gubbi et al. [23] elaborated on IoT-centric application domains and their corresponding chal-lenges. The authors reviewed international activities in the fieldand presented a cloud-focused vision for the implementationof the IoT. The authors advocated that the application devel-opment platform dubbed as Aneka [40] allows the necessaryflexibility to address the needs of different IoT sensors. Theauthors also pinpointed the importance of security in the cloudto fully realize the contemporary vision of the IoT paradigm.
 Further, Xu et al. [25] presented an analysis of the coreIoT enabling technologies and multi-layer architectures, alongwith an overview of industrial applications in the IoT context.The authors indicated that due to specific characteristics of IoTsuch as deployment, mobility and complexity, such paradigmsuffers from severe security weaknesses, which cannot betolerated in the realm of an industrial IoT.
 Additionally, Al-Fuqaha et al. [27] reviewed IoT applicationdomains, enabling technologies, their roles and the function-ality of communication protocols adopted by the IoT. Theauthors distinguished between six core components that arecrucial to delivering IoT services. These include identification,
 sensing, communication, computation, services, and seman-tics. The latter dimensions are presented in conjunction withtheir related standards, technologies and implementations. Theauthors analyzed numerous challenges and issues, including,security, privacy, performance, reliability, and management.To this end, they argued that the lack of common standardsamong IoT architectures render a core challenge hindering theprotection of IoT from debilitating cyber threats.
 A more recent study in the context of IoT is presentedby Atzori et al. [30]. The authors synthesized the evolutionof IoT and distinguished its three generations. According tothe authors, these three epochs are respectively labeled as (i)tagged things, (ii) a web of things, and (iii) social IoT, cloudcomputing, and semantic data. The authors further debated thatcurrent technological advances on many aspects would indeedfacilitate the realization of the next generation of IoT. Byreviewing technologies attributed to each period, the authorspresented certain desired transformational characteristics andapplications.
 Alternatively, Perera et al. [26] approached the IoT froma context-aware perspective. Aiming to identify availablecontext-aware techniques and to analyze their applicability, theauthors surveyed 50 diverse projects in this field and proposeda taxonomy of future models, techniques, functionality, andstrategies. The authors noted that although security and privacyare addressed in the application layer, nevertheless, there stillexists a need to pay close attention to such requirement inthe middleware layer. The authors also shed the light on thesecurity and privacy functionalities related to the surveyedprojects.
 B. IoT Security
 While the aforementioned noteworthy research contributionsspecifically addressed the topics of IoT architectures andcorresponding technologies, a number of other studies delveddeep into its security aspects.
 For instance, Sicari et al. [28] centered their work on theanalysis of available solutions in the field of IoT security. SinceIoT communication protocols and technologies differ from tra-ditional IT realms, their security solutions ought to be differentas well. The survey of a broad number of academic worksled to the conclusion that despite numerous attempts in thisfield, many challenges and research questions remain open.In particular, the authors stressed the fact that a systematicand a unified vision to guarantee IoT security is still lacking.The authors then provided analysis of international projects inthe field and noted that such endeavors are typically aimed atdesigning and implementing IoT-specific applications.
 Further, Mosenia et al. [34] used the Cisco seven-levelreference model [41] to present various corresponding attackscenarios. The authors explored numerous IoT targeted at-tacks and pinpointed their possible mitigation approaches. Theauthors highlighted the importance of possessing a proactiveapproach for securing the IoT environment.
 In contrast, Granjal et al. [29] analyzed how existingsecurity mechanisms satisfy a number of IoT requirementsand objectives. The authors centered their discussion around
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 TABLE IA CLASSIFICATION OF REVIEWED SURVEYS ON IOT
 Year of publication 2010 2013 2014 2015 2016 2017 2018
 Research area [22] [23] [24] [25] [26] [27] [28] [29] [30] [31] [32] [33] [34] [35] [36] [37] [38] [39]Protocols and TechnologiesApplication domainsContext awarenessLegal frameworksAttacksAccess modelsSecurity protocolsIntrusion detection techniques
 Legend: area has been covered in the survey, area has not been covered
 the IPv6 over Low-Power Wireless Personal Area Networks(6LoWPAN) concept [42], transportation, routing, and appli-cation layers. Among other limitations, they identified severalconstraints of key management mechanisms.
 Very recently, Ouaddah et al. [35] presented a quantitativeand a qualitative evaluation of available access control so-lutions for IoT. The authors highlighted how each solutionachieved various security requirements, noting that the adop-tion of traditional approaches cannot be applied directly toIoT in many cases. The authors also declared that centralizedand distributed approaches could complement each other whendesigning IoT-tailored access control.
 Additionally, Roman et al. [24] centered their survey onnumerous security features in addition to elaborating on thechallenges of a distributed architecture to understand its via-bility for IoT. The authors concluded that while a distributedarchitecture might reduce the impact caused by a successfulattack, it might also augment the number of attack vectors.
 Alternatively, Weber and Studer in [31] discussed numerousIoT security threats and presented a review of available legalframeworks. The authors indicated that, based on availablestudies, the most significant progress in this area had beenmade within the European Union. Nevertheless, the authorsrevealed that IoT practical applications are still at their infancy.
 Moreover, Zhang et al. [36] approached IoT security byanalyzing reports related to IoT incidents. To this end, datamining techniques were leveraged to design a capability whichcrawled Internet publications, including academic research,news, blogs, and cyber reports. By correlating real IoT inci-dents with the available security solutions, the authors unveiledfive weak areas in the context of IoT security, which requireprompt attention. These areas include LAN and environmentalmistrust, over-privileged applications, insufficient authentica-tion and implementation flaws. The authors identified severaldomains that would require further exploration in order toadvance the area of IoT security. The entire collection of ac-cumulated and generated data and statistics are made availableonline by the authors.
 While a plethora of research works investigated botnetarchitectures and detection mechanisms in the context oftraditional computing [43]–[46], Anagnostopoulos at al. [33]centered their study on the mobile environment. Indeed, intrin-sic limitations, such as computational and energy inefficiency,
 affect both botnet propagation and detection. To this end,the authors studied available in the literature and proposetwo new commands and control (C&C) architectures whichcan be used by an attacker to conduct well-hidden botnetattacks with the minimal C&C cost. It is worthy to pinpointthat the amplification factor of simulated attacks was reportedbetween 32.7 and 34.1. In addition, the authors investigatedthe corresponding countermeasures.
 Burhan et al. [39] pinpointed that the researchers envision alayered IoT architecture differently. These architectures consistof a distinctive number of layers (e.g., three, four, five), anddifferent functionality. The authors compared diverse archi-tectures and demonstrated the potential attacks and securitymechanisms for each layer. Identified insecurities motivatedthe authors to propose a six-layer architecture to addresssecurity challenges and those that associated with the big dataanalysis.
 In an alternative work, Alaba et al. [37] analyzed IoTsecurity by reviewing existing security solutions and propos-ing a taxonomy of current threats and vulnerabilities in thecontext of various IoT deployment environments. Particularly,the taxonomy distinguished between four classes, including,application, architecture, communication, and data. The au-thors examined various threats and discussed them for eachdeployment domain. Moreover, a number of IoT challenges,which currently face the research community, were discussed.In this context, the authors argued that the heterogeneity ofIoT devices along with their resource limitations define aserious issue, which hinders the scalability of possible securitysolutions.
 In addition, Gendreau and Moorman [32] reviewed intrusiondetection techniques proposed for the IoT. The survey validatesthe assertion that the concept of intrusion detection in the con-text of IoT remains at its infancy, despite numerous attempts.The authors also indicated that prevention of unauthorizedaccess is a challenging goal due to the limited computationalpower of the IoT devices.
 Zarpelao et al. [38] reached the same conclusion. Theauthors surveyed intrusion detection research efforts for IoTand classified them based on detection method, placementstrategy, security threat, and validation strategy. The mainobservation of the authors is that intrusion detection schemesfor IoT are still emerging. In particular, they noted that the
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 proposed solutions do not cover a broad range of attacks andIoT technologies. Moreover, many of the currently offeredschemes have never been thoroughly evaluated and validated.
 To clarify the aforementioned works, we now present TableI, which summaries and classifies the contributions of thereviewed surveys. This aims at permitting readers from diversebackgrounds and new researchers in the IoT field to quicklyand easily pinpoint already available contributions dealingwith a common set of topics. It is evident that such effortsoffer detailed studies related to IoT architectures and proto-cols, enabling technologies, threat modeling and remediationmechanisms. From such works, we noticed the lack of surveys,which specifically focus on the notion of IoT vulnerabili-ties. Particularly, we identify the research gap rendered bythe nonexistence of a multidimensional perspective relatedto such vulnerabilities; dealing with the comprehension oftheir impact on different security objectives, identification ofways attackers can exploit them to threaten the IoT paradigmand the resiliency of the entire Internet, elaboration of theircorresponding remediation strategies and currently availablecyber security awareness capabilities to monitor and infer such“in the wild” exploitations. Motivated by this, we offer suchunique taxonomy in this work, which aims at shedding thelight on IoT vulnerabilities and literature approaches which ad-dress their impact, consequences and operational capabilities.Further, stimulated by the lack of IoT-relevant empirical dataand IoT-centric attack signatures [21], this work also alarmsabout the severity of the IoT paradigm by scrutinizing Internet-scale unsolicited data. To this end, the presented work offers afirst-of-a-kind cyber-infrastructure, which aims at sharing theextracted cyber threat information and IoT-tailored empiricaldata with the research community at large.
 III. METHODOLOGY
 In this section, we briefly describe the employed systematicmethodology, which was adopted to generate the offeredtaxonomy (of Section IV). The results of this literature surveyrepresent derived findings by thoroughly exploring more than100 IoT-specific research works extending from 2005 up to2018, inclusively; the distribution of which is summarized inFigure 1.
 Initially, we meticulously investigated research contribu-tions, which addressed various security aspects of the IoTparadigm. The aim was to extract relevant, common andimpactful IoT vulnerabilities. We further confirmed their con-sistency with several public listings such as [47] and [48].Subsequently, we attempted to categorize such vulnerabili-ties by the means they manifest; whether they are specifi-cally related to IoT devices, affected by weaknesses in thenetworking subsystem (i.e., technologies, protocols, etc.) orthey are caused by software/application issues. Moreover, weintended to establish a relationship between the inferred andextracted vulnerabilities and the core security objectives (i.e.,confidentiality, integrity, availability) that they affect.
 We were further interested to synthesis how maliciousactors would exploit such vulnerabilities. In this context, we
 15
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 2005
 Fig. 1. Distribution of analyzed IoT research works by year
 selected research contributions in which the authors defined,analyzed, emulated or simulated an attack on the IoT. Toidentify possible and corresponding remediation techniquesfor each vulnerability, we extracted specific research worksthat proposed tailored solutions to address various aspectsof IoT security. We categorized such approaches into severalcommon classes. Finally, we intended to shed the light onmethods, techniques and cyber security capabilities that wouldallow the proactive inference, characterization and attributionof malicious activities and emerging vulnerabilities, whichmight threaten the IoT paradigm. To this end, we exploredresearch works which offered various mechanisms to (1) assessIoT devices and realms in order to discover their inherit orcompound vulnerabilities, (2) monitor IoT-generated maliciousactivities, (3) infer Internet-scale IoT devices as deployed inconsumer and Cyber-Physical Systems (CPS) sectors, and (4)identify attacks against IoT environments.
 Typical search engines and databases such as Googlescholar, Scopus and Web of Science were employed to browseand identify relevant literature. IEEE Xplore and ACM digitallibraries were the most explored indexing services to accom-plish the literature search.
 IV. TAXONOMY OF IOT VULNERABILITIES: LAYERS,IMPACTS, ATTACKS, REMEDIATION AND SITUATIONAL
 AWARENESS CAPABILITIES
 In this section, we elaborate on the proposed taxonomy byfocusing on the IoT vulnerabilities as they inter-relay withseveral dimensions.
 A. IoT Vulnerabilities
 Based on the previously outlined methodology, anexhaustive analysis of the research works related to the fieldof IoT security yielded nine (9) classes of IoT vulnerabilities.Before we introduce the taxonomy, we describe suchvulnerabilities, which aim at paving the way the elaborationof their multidimensional taxonomy as thoroughly describedfurther in this section. For each class of vulnerabilities, wepinpoint a number of representative research works in theircorresponding contexts. Please note that these works havebeen selected based upon their recency and/or significant

Page 6
						

6
 number of citations. This aims at directing the reader, atan early stage of the paper, to relevant works related tothe extracted vulnerabilities, noting that we will provide anexhaustive review addressing such vulnerabilities and theirvarious dimensions further in this section.
 Deficient physical security. The majority of IoT devicesoperate autonomously in unattended environments [49]. Withlittle effort, an adversary might obtain unauthorized physicalaccess to such devices and thus take control over them.Consequently, an attacker would cause physical damage to thedevices, possibly unveiling employed cryptographic schemes,replicating their firmware using malicious node, or simplycorrupting their control or cyber data. Representative researchcontributions in this context include [50]–[55].
 Insufficient energy harvesting. IoT devices characteris-tically have limited energy and do not necessary possessthe technology or mechanisms to renew it automatically. Anattacker might drain the stored energy by generating floodof legitimate or corrupted messages, rendering the devicesunavailable for valid processes or users. A few research worksin this area include [56]–[59].
 Inadequate authentication. The unique constraints withinthe context of the IoT paradigm such as limited energy andcomputational power challenge the implementation of complexauthentication mechanisms. To this end, an attacker might ex-ploit ineffective authentication approaches to append spoofedmalicious nodes or violate data integrity, thus intruding onIoT devices and network communications. Under such circum-stances, the exchanged and employed authentication keys arealso always at risk of being lost, destroyed, or corrupted. Insuch cases, when the keys are not being stored or transmittedsecurely, sophisticated (or otherwise effective) authenticationalgorithms become insufficient. Research contributions dis-cussing such vulnerability include [60]–[65].
 Improper encryption. Data protection is of paramountimportance in IoT realms, especially those operating in crit-ical CPS (i.e., power utilities, manufacturing plants, buildingautomation, etc). It is known that encryption is an effectivemechanism to store and transmit data in a way that onlyauthorized users can utilize it. As the strength of cryptosystemsdepend on their designed algorithms, resource limitations ofthe IoT affects the robustness, efficiency and efficacy of suchalgorithms. To this end, an attacker might be able to circum-vent the deployed encryption techniques to reveal sensitiveinformation or control operations with limited, feasible effort.Representative research contributions in this context include[66]–[71].
 Unnecessary open ports. Various IoT devices have un-necessarily open ports while running vulnerable services,permitting an attacker to connect and exploit a plethora ofvulnerabilities. Research works detailing such weaknessesinclude [72] and [67].
 Insufficient access control. Strong credential managementought to protect IoT devices and data from unauthorizedaccess. It is known that the majority of IoT devices inconjunction with their cloud management solutions do notforce a password of sufficient complexity [73]. Moreover,
 after installation, numerous devices do not request to changethe default user credentials. Further, most of the users haveelevated permissions. Hence, an adversary could gain unautho-rized access to the device, threaten data and the entire Internet.A number of research works dealing with this vulnerabilityinclude [71], [72], and [74]–[78].
 Improper patch management capabilities. IoT operatingsystems and embedded firmware/software should be patchedappropriately to continuously minimize attack vectors andaugment their functional capabilities. Nevertheless, abundantcases report that many manufacturers either do not recurrentlymaintain security patches or do not have in place automatedpatch-update mechanisms. Moreover, even available updatemechanisms lack integrity guarantees, rendering them sus-ceptible to being maliciously modified and applied at large.Literature works such as [77], and [79]–[82] deal with thisidentified vulnerability.
 Weak programming practices. Although strong program-ming practices and injecting security components might in-crease the resiliency of the IoT, many researchers have re-ported that countless firmware are released with known vulner-abilities such as backdoors, root users as prime access points,and the lack of Secure Socket Layer (SSL) usage. Hence,an adversary might easily exploit known security weaknessesto cause buffer overflows, information modifications, or gainunauthorized access to the device. Related research contribu-tions include [65], [77], [80], and [83]–[85].
 Insufficient audit mechanisms. A plethora of IoT deviceslack thorough logging procedures, rendering it possible toconceal IoT-generated malicious activities. Research worksrelated to this area include [51], [86], and [87].
 B. Taxonomy Overview
 Figure 2 illustrates the structure of the proposed taxonomy.The taxonomy frames and perceives IoT vulnerabilities withinthe scope of (i) Layers, (ii) Security impact, (iii) Attacks, (iv)Remediation methods, and (v) Situation awareness capabilities.In the sequel, we elaborate on such classes and their rationale.
 Layers examines the influence of the components of the IoTrealm on IoT vulnerabilities. This class is intuitively dividedinto three subclasses, namely, Device-based, Network-Based,and Software-based. Device-based addresses those vulnerabil-ities associated with the hardware elements of the IoT. Incontrast, Network-based deals with IoT vulnerabilities causedby weaknesses originating from communication protocols,while Software-based consists of those vulnerabilities relatedto the firmware and/or the software of IoT devices.
 Security Impact evaluates the vulnerabilities based onthe threats they pose on core security objectives such asConfidentiality, Integrity, and Availability. IoT vulnerabilitieswhich enable unauthorized access to IoT resources and datawould be related to Confidentiality. Integrity issues consistof vulnerabilities which allow unauthorized modifications ofIoT data and settings to go undetected. Vulnerabilities whichhinder the continuous access to IoT would be related toAvailability. It is clear that, given the cross-dependencies
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 IoTVulnerabilities
 Layers
 Device-based[50], [56]
 Network-based[60], [61], [88]–[91]
 Software-based[72], [74], [83], [92]–[95]
 Security Impact
 Confidentiality[66], [67], [96]–[98]
 Integrity[86], [99], [100]
 Availability[52], [57], [101]
 Accountability[51]
 Attacks
 Attacks against Confidentialityand Authentication[70], [102]–[106]
 Attacks against Data Integrity[79]–[82], [107], [108]
 Attacks against Availability[54], [55], [59], [78], [109]–[111]
 Countermeasures
 Access and Authen-tication Controls
 Algorithms andAuthentication Schemes
 [53], [62]–[64], [87], [112]–[116]
 Biometric-based Models[75], [117]–[119]
 Context-aware Permission Models[76], [120]
 Software Assurance[84], [85], [121]–[123]
 Security Protocols[68], [69], [124]–[130]
 Situational Awareness Capabilities
 Vulnerability Assessment[65], [71], [77], [131]–[133]
 Honeypots[134]–[140]
 Network Discovery[141]–[151]
 Intrusion Detection
 Behavior-based[152]–[156]
 Knowledge-based[21], [58], [157], [158]
 Fig. 2. A categorization of IoT vulnerabilities
 among the various security requirements, each identified IoTvulnerability might affect more than one security objective.
 Attacks describe the security flaws categorized by theapproach in which the inferred IoT vulnerabilities could beexploited. This class is divided into three subclasses, whichelaborate on attacks against Confidentiality and Authentica-
 tion, Data Integrity, and Availability.
 Countermeasures is a classification of the available re-mediation techniques to mitigate the identified IoT vulnera-bilities. This class is divided into Access and AuthenticationControls, Software Assurance, and Security Protocols. Accessand Authentication Controls include firewalls, algorithms and
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 authentication schemes, biometric-based models, and context-aware permissions. Further, Software Assurance elaborates onthe available capabilities to assert integrity constraints, whileSecurity protocols deals with lightweight security schemes forproper remediation.
 Last but not least, Situation Awareness Capabilities cat-egorizes available techniques for capturing accurate and suf-ficient information regarding generated malicious activities inthe context of the IoT. This class elaborates on VulnerabilityAssessment, Honeypots, Network Discovery, and IntrusionDetection. Vulnerability assessment deals with methods andtechniques, which the research and cyber security opera-tion communities can employ to assess IoT devices andtheir vulnerabilities (including 0-day vulnerabilities). Suchapproaches might include testbeds, attack simulation meth-ods, and fuzzing techniques. Additionally, honeypots providecapabilities, which aim at capturing IoT-specific maliciousactivities for further investigation, while network discoveryaddresses methods for Internet-scale identification of vulnera-ble and compromised IoT devices. Finally, intrusion detectionwould detail detection methods applicable for inferring andcharacterizing IoT-centric malicious activities.We now elaborate on the details of the aforementioned dimen-sions.
 C. LayersBroadly, IoT architectures and paradigms consist of three
 layers, namely, devices, network subsystems, and applications.IoT devices are typically responsible for sensing their environ-ment by capturing cyber-physical data, while communicationprotocols handle two-way data transmission to the applicationlayer, which in turns generates analytics and instruments theuser interface. Indeed, security vulnerabilities exist at each tierof such an IoT architecture, threatening core security goals byenabling various targeted attacks. In the sequel, in accordancewith Figure 2, we examine the security of each layer andcategorize their corresponding vulnerabilities.
 1) Device-based Vulnerabilities: Since a large number ofIoT devices operate in an unattended fashion with no or limitedtamper resistance policies and methodologies, an attackercould take advantage of physical access to a device to causesignificant damage [159], alter its services or obtain unlimitedaccess to data stored on its memory. To this end, Wurmet al. [50] performed testing of consumer IoT devices anddemonstrated how physical access to the hardware enables anadversary to modify boot parameters, extract the root pass-word, and learn other sensitive/private information. Moreover,the authors executed a successful attempt to modify the ID of asmart meter, thus demonstrating the feasibility and practicalityof energy theft. Further, the researchers performed severalnetwork attacks to retrieve the update file, taking advantageof the lack of encryption at the device level. The authorspinpointed various security enhancements in an attempt tomitigate some of the demonstrated threats such as blockingaccess to the Universal Asynchronous Receiver-Transmitter(UART), strengthening password-hashing algorithms, and en-crypting the file system.
 In another work, Trappe et al. [56] highlighted the problemof IoT security in the context of the restricted power of thedevices. The authors suggested energy harvesting, from bothhuman-made and natural sources, as a suitable method toempower such devices to adopt complex security mechanisms.Nevertheless, it is known that the IoT paradigm faces variousobstacles to harvest energy such as strict safety regulationsand radio propagation limitations. The researchers suggestedthat utilizing the physical layer to support confidentiality couldpossibly be an opportunity for securing the IoT.
 2) Network-based Vulnerabilities: A number of research ef-forts addressed IoT-specific vulnerabilities caused by networkor protocol weaknesses. For instance, the ZigBee protocol[160], which is developed for low-rate/low-power wirelesssensor and control networks, is built on top of IEEE 802.15.4and offers a stack profile that defines the network, security,and application layers [161]. ZigBee devices establish securecommunications by using symmetric keys while the level ofsharing of such keys among nodes depends on the securitymode [162]. In this context, Vidgren et al. [60] illustrated howan adversary could compromise ZigBee-enabled IoT devices.Although pre-installation of the keys onto each device fora certain security mode is possible, in reality, the keys aretransmitted unencrypted, rendering it feasible to leak sensitiveinformation and to allow an adversary to obtain control overthe devices. The authors demonstrated several attacks whichaim at either gaining control or conducting denial of serviceon IoT. The researchers suggested that applying the “High-Security” level along with pre-installation of the keys wouldsupport the protection of sensitive information, which is es-sential especially for safety-critical devices.
 In alternative work, Morgner et al. [61] investigated thesecurity of ZigBee Light Link (ZLL)-based lighting systems.In particular, the authors examined a touchlink commissioningprocedure, which is precisely developed to meet requirementsof connected light systems. This procedure is responsible forinitial device setting within the network and managing networkfeatures such as communication between a bulb and a remotecontrol. The authors demonstrated several possible attacksand evaluated their impact by adopting a tailored testingframework. They further pinpointed numerous critical featureswhich affect the security state. In particular, insufficiency ofkey management and physical protection of the IoT devicewere elaborated; the former suffers from two significant draw-backs related to sharing pre-defined keys among manufacturersand carrying out the fallback mechanisms. Such observationstriggered the interest in the appropriateness of Key Manage-ment System (KMS) protocols in the context of the IoT.
 Accordingly, Roman et al. [88] distinguished four KMSclasses: a key pool framework, a mathematical framework,a negotiation framework (i.e., pre-shared key), and a publickey framework. By analyzing properties of classes above, theauthors concluded that a plethora of traditional protocols is notappropriate due to the unique characteristics demanded fromthe IoT. Table II provides a summary of KMS implementationbarriers in the context of the IoT. It is worthy to note that theauthors analyzed a limited number of scenarios. Thus, further
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 investigation in this area seems to be required.
 TABLE IISUMMARY OF KMS IMPLEMENTATION BARRIERS
 Protocol framework Implementation barriersKey pool framework Insufficient connectivityMathematical framework Physical distribution of client and server
 nodesNegotiation framework Restricted power of nodes
 Different network residence of client andserver nodes
 Public key framework Insufficient security for some cases
 Likewise, Petroulakis et al. [89] experimentally investigatedthe correlation between energy consumption and securitymechanisms such as encryption, channel assignment, andpower control. Table III presents the summary of their find-ings, illustrating that the combination of security mechanismssignificantly increases energy consumption. Given the energy
 TABLE IIIEFFECT OF VARIOUS SECURITY MECHANISMS ON ENERGY
 CONSUMPTION
 Security mechanism Effect on energy consumptionEncryption ⇑15− 30%Channel assignment ⇑10%Power control ⇑4%All three above ⇑230%
 limitations of IoT devices, applying such security methodscould lead to energy depletion and hence, affects the avail-ability of the device and its provided services. Although theexperiment was restricted to only one IoT device, the XBeePro, the authors highlighted that the approach could be genericenough to be used to test other devices as well.
 Auxiliary, Simplicio et al. [90] demonstrated that manyof the existing lightweight Authenticated Key Agreement(AKA) schemes suffer from key escrow, which is undesirablein large-scale environments. The authors evaluated escrow-free alternatives to estimate their suitability for IoT. Theresearchers implemented and benchmarked various schemesand concluded that the Strengthened MQV (SMQV) protocol[163] in combination with implicit certificates avoids transitioncosts of full-fledged PKI-based certificates, and is a moreefficient alternative for other lightweight solutions.
 Another matter to be considered in the context of network-based weaknesses is related to port blocking policies. Tothis end, Czyz et al. [91] explored IoT connectivity overIPv4 and IPv6 and indicated several insightful findings. Theauthors noted that a significant number of IoT hosts are onlyreachable over IPv6 and that various IoT protocols are moreaccessible on IPv6 than on IPv4. In particular, the researcherspinpointed that the exposure of the Telnet service in 46%of the cases was greater over IPv6 than over IPv4. Theauthors further contacted IoT network operators to confirmthe findings and unveiled that many default port openings areunintentional, which questions IoT security at large.
 3) Software-based Vulnerabilities: Attackers can also gainremote access to smart IoT nodes by exploiting softwarevulnerabilities. Such a possibility prompted the research com-munity to investigate this matter. For instance, Angrishi [72]explored IoT-centric malware, which recruited IoT devices intobotnets for conducting DDoS attacks. The researcher uncov-ered that 90% of investigated malware injected default or weakuser credentials, while only 10% exploited software-specificweaknesses. Indeed, over the years, the issue of insufficientauthentication remains unaddressed, rendering contemporaryIoT devices vulnerable to many attacks. We illustrate this issuethroughout the past 10 years in Figure 3.
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 Fig. 3. Malware which exploit (IoT) default user credentials
 A similar conclusion was reached by Markowsky et al.[74]. Referring to the Carna botnet [164], the author notedthat it unveiled more than 1.6 million devices throughout theworld that used default credentials. Auxiliary, Patton et al.[92] analyzed CPS. The authors employed the search engineShodan [144] to index IoT devices that have been deployed incritical infrastructure. The researchers subsequently executedqueries with default credentials to gain access to the devices.The authors’ experimentation revealed that for various typesof IoT, the magnitude of weak password protection variesfrom 0.44% (Niagara CPS Devices which are widely used inenergy management systems) to 40% (traffic control cameras)of investigated devices. Although the conducted experimentwas done on a small subset of CPS devices, the reportedresults, nevertheless, highlights the severity of the problem.
 Similarly, Cui and Stolfo [93] performed an Internet-scaleactive probing to uncover close to 540,000 embedded deviceswith default credentials in various realms such as enterprises,government organizations, Internet Service Providers (ISPs),educational institutions, and private networks. The authorsrevealed that during four months, nearly 97% of devicescontinued to provide access with default credentials. As a
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 strategy to mitigate unauthorized access, the researchers ar-gued that ISPs should be actively involved in the processof updating user credentials, since the majority of vulnerabledevices are under their administration. Moreover, the authorsnoted that efficient host-based protection mechanism shouldbe implemented.
 In addition, Georgiou et al. [95] pointed out the significantrole of IoT software in the optimization of energy consump-tion. They introduced the concept of energy transparencywhich makes the program’s energy consumption visible acrossthe hardware and software layers.
 In the context of firmware vulnerabilities, Costin et al.[83] performed a large-scale static analysis of embeddedfirmware. The authors were able to recover plaintext passwordsfrom almost 55% of retrieved password hashes. They alsoextracted 109 private RSA key from 428 firmware images and56 self-signed SSL certificates out of 344 firmware images.By searching for such certificates in public ZMap datasets[165], the authors located about 35,000 active devices. Further,the researchers identified recently released firmware whichcontained kernel versions that are more than ten years old.The authors also unveiled that in more than 81% of the cases,web servers were configured to run as privileged users. Theauthors noted, however, that although the existence of thesevulnerabilities seems to be tangible, nonetheless, without theproper hardware, it would be quite impossible to assess thefirmware and its susceptibility to exploitations.
 Additionally, Konstantinou et al. [94] demonstrated howmalicious firmware of power grids could corrupt controlsignals and cause a cascade of power outages. To simulatea firmware integrity attack and analyze its significance, theauthors set up a testbed and conducted reverse engineeringof the firmware. The researchers pinpointed that somevendors encode public firmware rendering it challengingto an adversary to reverse engineer it. Nevertheless, theauthors successfully repackaged the firmware update fileand simulated two types of attacks, unveiling that physicaldamage to the device and voltage instability are two possibledrastic consequences.
 To clarify our findings related to the aforementioneddiscussion, we present Table IV, which summarizes IoTvulnerabilities (of Section IV) based on their architecturallayers.
 TABLE IVIOT VULNERABILITIES AT DIFFERENT ARCHITECTURAL LAYERS
 Layers Vulnerabilities
 Device-based Deficient physical securityInsufficient energy harvesting
 Network-basedInadequate authenticationImproper encryptionUnnecessary open ports
 Software-based
 Insufficient access controlImproper patch management capabilitiesWeak programming practices (e.g. root user, lack of SSL,plain text password, backdoor, ect.)Insufficient audit mechanism
 Findings.Indeed, by contrasting IoT architectural layers withthe extracted vulnerabilities, we have identified severalresearch gaps. We notice, for instance, that only limitednumber of IoT devices, their communication protocols,and applications have been assessed from a securitypoint of view, while the research issue on how toextend this knowledge, taking into account IoT-specifictraits such as manufacturers, deployment contexts, andtypes, remains completely obscure. Further, havingmyriads of authentication protocols, there is a lackof a systematic approach evaluating such protocolsin various deployment scenarios. Moreover, while theissue of default credentials have received attention fromthe operational and research communities, the issue ofdealing with significant number of deployed legacy IoTdevices (containing hard-coded credentials) undoubt-edly still demands additional investigation. Further, inthe context of IoT vulnerable programming code, thefactors which lead to such insecurities do not seemto have been thoroughly analyzed yet, hindering therealization of proper remediation techniques.
 D. Security Impact
 Given the extracted IoT vulnerabilities, we now elaborateon their impact on core security objectives, namely,confidentiality, integrity, availability, and accountabilityconsistent with the taxonomy of Figure 2.
 1) Confidentiality: This security objective is designed toprotect assets from unauthorized access and is typically en-forced by strict access control, rigorous authentication proce-dures, and proper encryption. Nevertheless, the IoT paradigmdemonstrates weaknesses in these areas resulting in informa-tion leakage. In this context, Copos et al. [96] illustratedhow network traffic analysis of IoT thermostats and smokedetectors could be used to learn sensitive information. Theauthors demonstrated that this knowledge not only hinders theconfidentiality of the inhabitants but could also potentially beutilized for unauthorized access to the facilities/homes. Theauthors captured network traffic generated by the IoT NestThermostat and Nest Protect devices, decrypted WPA encryp-tion, and investigated connection logs. Further, they unveiledthat although the traffic is encrypted, the devices still revealdestination IP addresses and communication packet sizes thatcould be successfully used to fingerprint occurring activities.As a simplistic countermeasure, the authors suggested gener-ating same size and length packets and transmitting all thecommunications through a proxy server.
 Alternatively, Ronen and Shamir [66] analyzed the leak-age of sensitive information such as WiFi passwords andencryption primitives by simulating attacks on smart IoT lightbulbs. The researchers pinpointed that during the installationof the smart bulbs, WiFi passwords are transmitted unen-crypted, rendering it possible to infer them for maliciouspurposes. To reduce the risk of information leakage, the
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 authors recommended conducting penetration testing duringthe design phase, employing standardized and vetted protocols,and forcing authenticated API calls.
 Further, Wang et al. [97] demonstrated how the combinationof motion signals leaked from wearable IoT devices andpatterns in the English language allows an adversary to guess atyped text, including credentials. Similarly, the authors in [98]captured motion signals of wearable devices, extracted uniquemovement patterns, and estimated hand gestures during keyentry (input) activities. This work thus demonstrated that it isfeasible to reveal a secret PIN sequence of key-based securitysystems, which included ATM and electronic door entries. Theauthors also pinpointed that such type of analysis does notrequire any training or contextual information, making it quitesimple for a malicious actor to learn sensitive information. Theresearchers noted that increasing robustness of the encryptionscheme and injecting fabricated noise could possibly preventsuch misdemeanors.
 Additionally, Sachidananda et al. [67] conducted penetrationtesting, fingerprinting, process enumeration, and vulnerabilityscanning of numerous consumer IoT devices. The authors’investigation unveiled that a large number of devices haveunnecessary open ports/services (such as 23, 80, [166]), whichcould be easily leveraged to leak confidential informationrelated to operating systems, device types and transferred data.
 2) Integrity: The integrity objective typically guaranteesthe detection of any unauthorized modifications and is rou-tinely enforced by strict auditing of access control, rigoroushashing and encryption primitives, interface restrictions, inputvalidations, and intrusion detection methods. However, variousunique attributes of the IoT hinder the implementation ofsufficient security mechanisms, causing numerous integrityviolations against data and software. To this end, Ho etal. [86] investigated a number of integrity attacks such asstate consistency events by studying smart IoT lock systems.The authors demonstrated how network architectures, trustmodels, and reply activities could unlock the door, allowingunauthorized physical access. Moreover, the authors noted thatmost of the investigated devices do not provide access tointegrity logging procedures, rendering it possible for tailoredintegrity violations to be executed without being noticed.
 In contrast, Ghena et al. [99] performed security evalua-tion of wireless traffic signals. The assessment was executedthrough attack simulations, aiming to exploit a remote accessfunction of the controller. The authors noted that becauseof the lack of encryption along with the usage of defaultcredentials, an adversary could gain control over the trafficcyber-infrastructure. To this end, an attacker could be ableto change the timing of the traffic lights; altering minimumand maximum time for each state and switching or freezingthe state of a particular traffic light. These attacks undeniablycause disruptions and safety degradations. The researchers,nevertheless, pinpointed that the Malfunction ManagementUnit (MMU) typically maintains safety by switching thecontroller to a known-safe mode in case of a detected in-tegrity violation. The authors attested that, the employment ofencryption on the wireless network, regularly updating device
 firmware, blocking unnecessary network traffic, and changingthe default credentials on the operated devices would increasethe security of the transport infrastructure.
 In an alternative work, Takeoglu et al. [100] conductedan experimental investigation of the security and privacy ofa cloud-based wireless IP camera. The results demonstratedhow elevated permissions of a user permitted root accessto the file system, causing numerous integrity violationssuch as deleting or modifying files. The authors noted thatauditing mechanisms and restricting administrator accesswould contribute to better device security, thus reducingintegrity issues.
 3) Availability: This security objective is designed to guar-antee timely access to a plethora of resources (including data,applications and network infrastructure) and is often enforcedby monitoring and adapting the handling capabilities of suchassets, implementing redundancy mechanisms, maintainingbackup systems and applying effective security policies andsoftware (or firmware) update patches. Nevertheless, thesemechanisms are not always adopted by the IoT. In thiscontext, Costa et al. [57] discussed two groups of availabilityissues associated with wireless visual sensor networks. Theseconserns include hardware and coverage failures. While thefirst group deals with issues such as damage devices, energydepletion and nodes’ disconnection, the second group refersto the quality of the information transmitted by the device.
 Further, Schuett et al. [52] demonstrated how firmwaremodifications could hamper the availability of IoT devicesdeployed in critical infrastructure. The authors repackagedfirmware images, so they trigger a termination signal, ceasingthe operation of the device or restricting the owners’ accessto such devices. The researchers conducted hardware analysisto identify the employed instructions used in the firmwareimages. To this end, they enumerated their sub-functions toperform tailored modifications, aiming at designing a numberof attacks. The authors demonstrated the impact of remotetermination commands, which as noted by the authors, couldbe relatively easily mitigated by updating the firmware. Theauthors concluded by stating that mapping firmware imagesto protected memory and digitally signing firmware updatescould increase the efforts of an adversary, thus reducing therisk of such availability attacks.
 Moreover, recently, the U.S. Department of HomelandSecurity (DHS) had issued an alert [101] notifying IoToperators and users about the rise of permanent DoS attacks,which target devices with default credentials and open Telnetports. In this sense, an attacker could disrupt device functionsby corrupting its storage. DHS noted that mitigation strategiesinclude changing the default credentials, disabling Telnetaccess and employing server clusters which are able to handlelarge network traffic.
 4) Accountability: The accountability objective typicallyguarantees the feasibility of tracing actions and events to therespective user or systems aiming to establish responsibilityfor actions. However, IoT accountability aspects have notyet received proper considerations [167], neither from the
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 TABLE VSECURITY IMPACT OF IOT VULNERABILITIES
 Layers VulnerabilitiesSecurity Impact
 ReferencesConfidentiality Integrity Availability Accountability
 Device-based Deficient physical security [50]–[52], [57]Insufficient energy harvesting [56], [57], [95]
 Network-basedInadequate authentication [60], [61], [86],
 [88]–[90], [96]Improper encryption [66], [97]–[99]Unnecessary open ports [67], [91], [101]
 Software-based
 Insufficient access control [51], [72], [74], [83],[92], [93], [99]–[101]
 Improper patch management capabil-ities
 [52], [83], [94]
 Weak programming practices (e.g. rootuser, lack of SSL, plain text password,backdoor, ect.)
 [83]
 Insufficient audit mechanism [51], [86]
 Legend: vulnerability has significant impact on particular security concept,vulnerability does not have significant impact on a particular security concept
 technical nor from the legal perspective. In this context, Uret al. [51] investigated ownership rules, roles, and integritymonitoring capabilities of numerous types of home automationdevices. The authors pinpointed various access control issuessuch as insufficiency of audit mechanisms and ability toevade the applied integrity rules. In particular, the researchershighlighted the inability to trace conducted activities and theirsources. Moreover, the immaturity of storing metadata makesprovenance of evidences a challenge for an investigation.
 Given the aforementioned information, which interplay IoTvulnerabilities with their impacted security objectives, wepresent Table V which summarizes IoT vulnerabilities in thecontext of their attack vectors and security objectives. Suchsummary would be of interest to readers that are aiming tocomprehend what has been accomplished already to addresssuch IoT vulnerabilities and would facilitate IoT researchinitiation in the highlighted areas.
 Findings.We observe the absence of studies which measure theeffect of violations of various security objectives indifferent deployment domains. Indeed, a confidentialitybreach in the context of light bulbs is not as critical asin the context of medical devices. Such intelligencewould priotorize the remediation depending on thedeployment domain. Further, while weak programmingpractices have a significant security impact, we noticethe shortage of research work which systematicallyassess how such practices violate different securityobjectives in the context of IoT. Moreover, we inferthe lack of studies analyzing the efficiency of IoT auditmechanisms. Indeed, exploring existing audit mech-anisms along with assessing their robustness in thecontext of different IoT devices under various deploy-ment environments would provide valuable insights andwould enable the development of proper mitigationstrategies.
 E. AttacksAfter elaborating on the relationships between IoT
 vulnerabilities, their attack vectors from an architecturalperspective and their corresponding impacted securityobjectives, we now discuss literature-extracted IoT attacks,which tend to exploit such vulnerabilities, as illustrated in thetaxonomy of Figure 2.
 1) Attacks against Confidentiality and Authentication: Theprimary goal of this class of attack is to gain unauthorizedaccess to IoT resources and data to conduct further maliciousactions. This type of attack is often induced by executingbrute force events, evesdropping IoT physical measurements,or faking devices identities.
 Broadly, dictionary attacks aim at gaining access to IoT de-vices through executing variants of brute force events, leadingto illicit modifications of settings or even full control of devicefunctions. In this context, Kolias et al. [102] drew attention onthe risk imposed by IoT devices on the Internet, and pinpointedthat an immense number of available online 24/7 insecureIoT devices are attractive for attackers who are aiming toconduct highly distributed attacks. The authors illustrated howa dictionary attack could compromise millions of Internet-connected devices and turn them into a malicious army tolaunch orchestrated attacks against core Internet services.Figure 4 illustrates a summary of this attack. The infection
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 mechanism was executed in various phases, including rapid
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 scanning [168] for target identification, brute-force loginsfor learning the device operating settings, and downloadingarchitecture-specific malware for exploitation and usage.
 Antonakakis et al. [103] analyzed over 1,000 malwarevariants to document the evolution of the Mirai malware, learnits detection avoidance techniques and uncover its targets.By monitoring requests to a network telescope (i.e., a set ofroutable, allocated yet unused IP addresses) and employingfilters to distinguish Mirai traffic, the authors identified 1.2million Mirai infected IP addresses associated with variousdeployment environments and types of IoT devices. Moreover,by examining network traffic obtained from honeypots andnetwork telescopes, Metongnon and Sadre recently found thatMirai-like botnets are used for crypto-currency mining [104].
 Further, side-channel attacks (i.e., power analysis) endeavorto recover devices cryptographic keys by leveraging existingcorrelations between physical measurements and the internalstates of IoT devices [169]. This attack consists of two phases,namely, information acquisition and correlation analysis. In theformer step, an adversary observes the associations betweena number of physical attributes such as power consumptionand electromagnetic emission for different inputs parameters.Such correlations are typically referred to as side-channelinformation and could be exploited for malicious purposes.
 To evaluate the method of physically measuring power,O’Flynn and Chen [105] inserted a resistive shunt into thepower supply of the targeted IoT wireless node, which uses theIEEE802.15.4 protocol. The captured power traces were thenused for detecting the location of software encryption and forrecovering the respective encryption key. The authors notedthat this attack is quite hard to detect because the capturednode is absent in the network for only a short time.
 Similarly, Biryukov et al. [70] illustrated a vulnerabilityrelated to the Advanced Encryption Standard (AES), whichis widely used in the IEEE802.15.4 protocol as a buildingblock for encryption, and authentication messages in IoTcommunications. To assess the resiliency of AES, the authorsemployed an algorithm for symbolic processing of the cipherstate and described an optimal algorithm that recovers the mas-ter key. In particular, the researchers showed how a protectedimplementation of AES based on S-box and T-table strategiescould be broken even when an adversary controls a limitedamount of information.
 Additionally, an attacker can manipulate the identity of com-promised devices aiming to maliciously influence the network.To this end, Rajan et al. [106] modeled sybil attacks in IoTcontext and evaluated the impact on the network performance.The authors defined two types of sybil identities and labeledthem as stolen and fabricated identities. The researchers im-plemented the malicious behavior of nodes with such fakeidentities. In particular, they evaluated the performance of thenetwork when packets are dropped or selective forwarded.Based on behavioral profiling of IoT devices, the authorsproposed a detection technique rooted in trust relationshipbetween nodes.
 Examples of real attacks against confidentiality.2016: Mirai botnet [103]
 BrickerBot [78]IoT toys leaking millions of voice messages [12]
 2) Attacks against Data Integrity: The sabotage of IoTdata is also quite damaging to the IoT paradigm. Attacksagainst integrity are prompted by injection of false data ormodification of device firmware.
 False Data Injection (FDI) attacks fuse legitimate or cor-rupted input towards IoT sensors to cause various integrityviolations. For instance, lunching such attacks could misleadthe state estimation process of a IoT device, causing dramaticeconomic impact or even loss of human life [170]. In thiscontext, Liu et al. [107] simulated data injection attackson power utilities. The authors investigated the scenarios inwhich an attacker aims to inject random measurements to IoTsensors. In particular, this work pinpointed the severity of suchattack class by revealing that an attacker would only need tocompromise 1% of the IoT meters in the system to severelythreaten the resiliency of the entire power grid. The authorspinpointed several requirements for conducting such an attack,including, a thorough knowledge of the systems’ dynamics,and the ability to manipulate the measurements before they areused for state estimation. Although these requirements seemto be challenging to achieve, the authors report several caseswhich prove that that such requirements do not prevent theaccomplishment of the attack, leading to catastrophic negativeimpacts.
 In a closely related work, Liu et al. [108] proposed andvalidated numerous strategies which allows the proper execu-tion of FDI attacks, with limited network information whilemaintaining stealthiness. To this end, the authors examinednetwork characteristics of an IoT-empowered power grid andbuilt a linear programming model that minimized the numberof required measurements. The researchers conducted variousexperiments rooted in emulation studies to validate theirmodel.
 Another category of attacks, namely, firmware modification,is rendered by malicious alteration of the firmware, whichinduces a functional disruption of the targeted device. Figure5 depicts the attacks’ three-step procedure; reconnaissance,reverse engineering, and repackaging and uploading.
 firmwaremodificationattack
 1
 2
 3
 Detectvulnerabledevice
 Reverseengineering
 Repackaginganduploading
 Fig. 5. Stages of firmware modification attack
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 Given the significant negative impact of such attacks on theIoT paradigm, the research community has been quite active inexploring related issues and solutions. For instance, Basnightet al. [79] illustrated how firmware could be maliciouslymodified and uploaded to an Allen-Bradley ControlLogixwhich is Programmable Logic Controller (PLC). By conduct-ing reverse engineering, the authors were able to initiallylearn the functionality of the firmware update mechanismto subsequently modify the configuration file, rendering itpossible to inject malicious code into a firmware update. Theauthors pinpointed that the resource limitation of PLC deviceshinders the implementation of a robust algorithm that wouldattempt to verify data integrity.
 In alternative work, Cui et al. [80] analyzed a large numberof LaserJet printer firmware and executed firmware modifica-tion attacks by reverse engineering a number of hardware com-ponents. The authors identified over 90,000 unique, vulnerableprinters that are publicly accessible over the Internet. Theauthors alarmed that such devices were located in governmen-tal and military organizations, educational institutions, ISPs,and private corporations. The researchers unveiled that manyfirmware are released with known vulnerabilities and about80% of firmware images rely on third-party libraries that con-tain known vulnerabilities. Moreover, the authors noted thatupdate mechanisms typically do not require authentication,facilitating a firmware modification attack. In addition, theresearchers stated that the rate of current IoT firmware patchesis significantly low, noting that 25% of the patched printersdo not address the default user credentials’ issue. The authorsalso pinpointed the lack of IoT host-based defense/integritymechanisms, which can prevent firmware modification attacks.
 Meanwhile, Konstantinou and Maniatakos [81] definedfirmware modifications as a new class of cyber-physicalattacks against the IoT paradigm (within the context of asmart grid) and illustrated how an adversary could disrupt anoperation of circuit breakers by injecting malicious trippingcommands to the relay controllers. By conducting reverseengineering, the authors determined the details of the operatingsystem, extracted the functionality of various critical routines,and located key structures to be modified. The analysis ofthe obtained files exposed passwords of a large number ofdeployed IoT devices and disclosed the encryption key. Theauthors further uploaded a modified firmware to an embeddeddevice and revealed that the update validation employed asimplistic checksum which can be easily circumvented. Theresearchers analyzed different attack scenarios and concludedthat maliciously modified IoT firmware could indeed cause acascade of power outages within the context of the smart grid.
 Further, Bencsath et al. [82] introduced a general frameworkfor Cross-Channel Scripting (CCS) attacks targeting IoTembedded software, proved its feasibility by implementingit on Planex wireless routers, and demonstrated how thisvulnerability could create an entry point to install maliciouscode to turn the devices into bots in coordinated botnets. Theframework consisted of three stages, namely, vulnerabilityexploitation, platform identification, and malicious firmwareupdates. Through this, the authors highlighted the feasibilityof CCS attacks targeting the IoT paradigm.
 Example of real attack against integrity.2015: Baby monitor ”converses” to children [171]
 3) Attacks against Availability: The primary goal ofDenial of Service (DoS) attacks against IoT is to prevent thelegitimate users’ timely access to IoT resources (i.e., data andservices). This type of attack is often induced by revokingdevice from the network or draining IoT resources until theirfull exhaustion.
 As noted earlier, IoT devices typically reside in unattendedand physically unprotected realms. In this context, an adver-sary could capture, alter or destroy a device to retrieve storedsensitive information, including secret keys. We label thisgroup of attacks, following literature terminology, as devicecapture. In this context, Smache et al. [54] formalized a modelfor node capturing attacks, given a secure IoT WSN. Theauthors defined the attack as consisting of a combination ofpassive, active, and physical attack events that is executed byan intelligent adversary. Figure 6 illustrates such misdemeanorby highlighting its three phases.
 Fig. 6. Node capturing attack phases
 This attack includes (i) eavesdropping and selecting victimnodes, during which an attacker investigates the network toidentify a suitable target, (ii) extracting sensitive information,and (iii) cloning a node. The authors also assessed the ca-pability of an intrusion detection system in detecting suchmalicious behaviors by monitoring incoming network packetsas well as monitoring device memory. Further, Zhao [55]analyzed the resiliency to node-capture attacks of randomkey pre-distribution IoT schemes, namely, the q-compositeextension of the scheme proposed by Eschenauer and Gligorin [172], and provided several design guidelines for securesensor networks by employing such scheme.
 In auxiliary work, Bonaci et al. [109] proposed an adversarymodel of node capture attacks. The authors formulated thenetwork security issue into a control theoretic problem set.By applying this framework to an IoT network, the authorssimulated and analyzed the network performance and stabilityunder physical intervention. They also proposed (i) an algo-rithm for identifying corrupted nodes, (ii) node revocationmethods and (iii) key refreshment techniques for node vali-dation. Although this model does not protect IoT node from
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 TABLE VIATTACKS TARGETING IOT PARADIGM
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 ReferencesDeficient physical security [54], [55], [70], [79]–[82], [105], [109]Insufficient energy harvesting [59], [110], [111]Insufficient authentication [54], [55], [102]–[104], [106]–[110]Improper encryption [70], [105]Unnecessary open ports [78]Insufficient access control [78], [103]Improper software update capabilities [79]–[82]Weak programming practice (e.g. rootuser, lack of SSL, plain text password, back-door, ect.)
 [79]–[82], [103], [107], [108]
 Insufficient audit mechanism [54], [55], [79]–[82], [103], [107]–[109]
 Legend: an attack leverages particular vulnerability, an attack does not leverages particular vulnerability
 being captured by an adversary, it allows securing networkfrom the consequences of such an attack.
 Additionally, Radware [78] recently witnessed and alarmedabout nearly 2,000 attempts to compromise IoT honeypots.Further investigation of such attacks unveiled that it wasdesigned to damage the devices, so that the latter becomeinoperable. A study of this attack, which the authors labeledas Permanent Denial of Service (PDoS), revealed that anadversary exploited default credentials and performed severalLinux commands that led to storage corruptions, Internetconnectivity disruptions, and wiping of all files on thedevices. IoT devices with open Telnet ports were identifiedas the primary target of such the attack.
 Further, sinkhole attacks modify the network topology anddegrade IoT network performance. To this end, the attackerempowers the malicious nodes with the ability to advertiseartificial routing paths to incude as many nodes as possiblein order to obligee them to send packets thoughs such boguspaths. The malicious node than either drop or selectiveforwards the information. By simulating a sinkhole attack inan 6LoWPAN IoT network, Wallgren et al. [110] observedhuge traffic passing through the attacker nodes. It is worthyto pinpoint that coupled with other attacks, sinkhole attackswould cause more significant harm for routing protocols.
 Also known as vampire attacks, the battery drainingattacks are broadly defined by Vasserman and Hopper [59]as the transmission of a message (or a datagram) in a waywhich demands significantly more energy from the networkand its nodes to be employed and acted upon in contrast withtypical messages. The authors in [59] evaluated two subtypesof such attacks, namely, carousel and stretch attacks. On onehand, carousel attacks permit an adversary to send messagesas a series of loops such that the same node appears in the
 route several times. On the other hand, stretch attacks allowmalicious nodes to artificially construct long routes so that thepackets traverse through a larger, inversely optimal numberof IoT nodes. Conducted simulations illustrated that a givennetwork under such attacks increase its energy consumptionup to 1,000% depending on the location of the adversary. Theauthors pinpointed that the combination of these attacks couldtremendously increases the level of consumed power, andthus, drain energy quite promptly. The researchers attestedthat carousel attacks could be prevented by validating sourceroutes for loops and discarding nodes which have initiallysent such messages. In case of stateful protocols, which aretypically network topology-aware, the attacks mentioned herebecome relatively limited.
 Besides, Pielli et al. [111] investigated jamming attacks,which aim at disrupting IoT network communications andreducing the lifetime of energy-constrained nodes by creatinginterference and causing packet collisions. By leveraging agame theoretic approach, the authors studied jamming attackscenarios in the context of various strategies. The resultsdemonstrated a trade-off between communication reliabilityand device lifetime. Nevertheless, jamming is a severe problemin the IoT context, especially that legacy nodes are inherentlyvulnerable to such attacks.
 Example of real attack against availability.2016: Cold Finland [173]
 Given the aforementioned information, which elaborates onliterature-extracted attacks that could possibly exploit the IoTvulnerabilities as pinpointed in Section IV, we now presentTable VI which summarizes the relationship between thedetailed attacks and targeted vulnerabilities.
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 Findings.We note the shortage of research works devoted tostudying IoT-specific attacks, given that many contri-butions have been dedicated to addressing the issueof threat classifications in WSN. We also observe thatthe same attacks could exploit various vulnerabilities ofIoT paradigm, rather than targeting only one of them. Inthis context, dictionary, firmware modification, and de-vice capturing attacks render the most severe damage.Further, we notice the deficiency of endeavors that aimat generating tangible notions of IoT maliciousness,especially that intrusion detection techniques wouldhighly benefit from such knowledge.
 F. Countermeasures
 Coherent with the taxonomy of Figure 2, IoT vulnerabilitiescan further be classified by their corresponding remediationstrategies. We distinguish three classes of such strategies,namely, access and authentication controls, softwareassurance, and security protocols. We elaborate on theirdetails in the sequel.
 1) Access and Authentication Controls: To address a num-ber of IoT vulnerabilities, authentication and authorizationtechniques are typically adopted. Nevertheless, given thelow computational power of IoT devices, such mechanismscontinue to be challenged in such contexts. However, therehas been some recent attempts to address this. To this end,Hafeez et al. [63] proposed Securebox, a platform for securingIoT networks. The platform provides a number of featuresincluding device isolation in addition to vetting device to de-vice communications. The platform intercepts any connectionrequest from a connected IoT device to a remote destinationand subsequently verifies if various security policies match therequested connection. When a suspicious activity is detected,the platform quarantines such attempt and alarms the user inan attempt to provide cyber security awareness. Nonetheless,the proposed solution is still theoretical and indeed requiresthorough empirical experimentation.
 In contrast, Qabulio et al. [53] proposed a generic frame-work for securing mobile wireless IoT networks against phys-ical attacks. In particular, the authors leveraged messagesdirected towards the base station to infer spoofed/clonednodes. The authors proposed techniques by exploiting timedifferences in inter-arrival rate to detect spoofed packets. Theproposed framework was successfully tested by employingthe Contiki OS [174] and the COOJA simulator [175]. Inalternative work, Hei et al. [112] proposed a lightweightsecurity scheme to defend against resource depletion attacks.By employing Support Vector Machines (SVM) to explorepatterns generated by Implantable Medical Devices (IMD), theauthors throttled malicious authentications, thus saving a sig-nificant amount of energy related to the IMD. The researchersachieved a notable accuracy for detecting unauthorized accessattempts; 90% and 97% accuracy for linear and non-linearSVM classifiers, respectively. Given that the proposed scheme
 employs a smartphone as a mechanism to conduct classifica-tion, it might have some issues if the smartphone is stolen orforgotten by the patient. In this case, it is unclear how accesswill be granted. Further, the proposed scheme was designedand tested only on one type of IoT device and thus might notbe generic enough to be employed for various IoT types.
 Similarly, Yang et al. [87] proposed an RFID-based solutionaiming to address several IoT security challenges such asdevice authentication, confidentiality, and integrity of devicesthrough their supply chain. Indeed, on the way from themanufacturer to the end users, the devices or their componentscould be stolen, replaced by malicious ones or modified. Bybinding the RFID tags with the control chip of the IoT devices,the authors aimed to prevent these situations. To this end, thesolution indexes the following traces: (i) unique combinationof tag and device IDs, (ii) session keys, and (iii) the supplypath. The verification of these traces ensures that the IoTdevices were not replaced by fake ones. Although the proposedsolution holds promise to provide security through the supplychain, it is still in its design phase and ultimately requiresthorough evaluation.
 Further, by adopting the Constrained Application Protocol(CoAP), Jan et al. [113] proposed a lightweight authenticationalgorithm for verifying IoT devices’ identities before runningthem in an operational network. In particular, the authorsargued that using a single key for authentication purposesreduces connection overheads and computational load. Bylimiting the number of allowed connections for each ID to asingle one, the authors aimed to restrict multiple connectionsbetween malicious nodes and servers at a given time, hence,protecting the network against a plethora of attacks such aseavesdropping, key fabrication, resource exhaustion and denialof service. However, the proposed algorithm does not defendthe IoT network if the malicious node actively spoofs multipleidentities.
 In alternate work, Kothmayr et al. [62] introduced a two-way authentication scheme for the IoT paradigm based on theDatagram Transport Layer Security (DTLS) [176] protocol.The scheme is suggested to be deployed between the transportand application layers. The evaluation of the proposed mech-anism in a real IoT testbed demonstrated its feasibility andapplicability in various IoT settings. Further, Sciancalepore etal. [114] presented a Key Management Service (KMS) proto-col that employs certificates, by applying the Elliptic CurveQu-Vanstone (ECQV) [177] algorithm. The evaluation resultsdemonstrated that the approach demands low bandwidth andreasonable ROM footprint. Although the algorithm can beconsidered applicable to the IoT paradigm, the authors didnot assess its security under various IoT settings. Moreover,the employed certificates require secure management and theauthors did not clarify how to satisfy this requirement.
 Along the same line of thought, Porambage et al. [64]introduced a lightweight authentication mechanism, namelyPAuthKey, for WSNs in distributed IoT applications, whichaimed at ensuring end-to-end security and reliable data trans-mission. Besides this, Park et al. [115] proposed a more com-plex solution. The authors adopted ECQV [177] certificatesand employed the concept of Cryptographically Generated
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 Address (CGA) [178]. The integration of this combinationinto the existing IEEE 802.15.4 [179] protocol indeed yieldedpromising results. In particular, in contrast to PAuthKey [64],the proposed scheme required less energy and execution time.
 Likewise, Garcia-Morchon et al. [116] proposed two secu-rity architectures by adapting the DTLS [176] and the HIP[180] protocols for IoT devices with Pre-Shared Keys (PSK).The schemes’ evaluations demonstrated that authenticationbased on DTLS negatively affects network performance andthus performs much worse than HIP-based authentication. Inparticular, DTLS induces a larger memory footprint while HIPadded significant overhead in the context of key management.Both designs aimed to achieve several security features such asmutual authentication between the IoT device and the domainmanager, assurance of legitimate access to the network, andenforcement of standardized communication protocols.
 Alternatively, many researchers have concentrated onbiometric-based access control. Biometrics often refers tovarious characteristics such as fingerprints, iris, voice, andheartbeat. In this context, Rostami et al. [117] introduced anaccess-control policy, namely Heart-to-heart, for IMD. Thepolicy offers a compelling balance between resistance againsta number of attacks and level of accessibility/usability in anemergency situation. Specifically, the researchers proposed alightweight authentication protocol which exploits Electrocar-diography (ECG) randomness to defend against active attacks.
 Following an emerging trend rendered by the adoption ofbiometrics for authentication, Hossain et al. [118] presentedan infrastructure for an end-to-end secure solution based onbiometric characteristics. The proposed architecture consists offour layers. These include IoT devices, communication, cloud,and application. The sensors collect biometric features andtransmit them through encrypted communication channels toa cloud, where they are processed by the application layer. Theauthors illustrated prevention methods against numerous typesof attacks such as replication attacks, in which an attackercopies data from one session to be employed in a new session.
 Similarly, Guo et al. [119] noted that traditional accesscontrol such as a passwords is outdated. The authors proposedan access control approach which includes biometric-basedkey generation; a robust technique against reverse engineeringand unauthorized access. To protect biometric information, theauthors suggested to employ an additional chip that acts as apermutation block, in order to permit secure communicationsbetween programmable and non-programmable components.Executed simulation results exhibited reliability characteristicsand a relatively small amount of information leakage. Theauthors attested that such an approach for authentication couldalso enhance IoT applications by, for instance, extractinggender and age information from biometrics and generatingrelevant statistics, or maintaining public safety by promptlyidentifying illegitimate individuals.
 In the same way, Dhillon et al. [75] proposed a lightweightmulti-factor authentication protocol to elevate the securityof the IoT. The proposed scheme employs a gateway nodewhich requires the user to register prior to initiating anycommunication. To this end, a user generates their identity,credentials, personal biometric traits, and a random number.
 The combination of these features create a hash value, which isused for authentication. Once registered, the user can demandaccess through a smart device by logging in to the desiredIoT service/application using their biometrics and credentials.Security is enforced by utilizing one-way hash, perceptual hashfunctions, and XOR operations that are computationally lessexpensive and, thus, suitable in IoT environments. Evaluationof this approach demonstrated that the proposed access methodconsiderably limits information leakage in case of physical,denial-of-service and replay attacks. Nevertheless, complexityanalysis of the proposed scheme should be conducted tostrongly validate its applicability for resource-constrained IoTdevices.
 In addition, few research contributions have been dedicatedto context-aware permission models. For instance, Jia etal. [76] aimed to design a context-based permission systemthat captures environmental IoT contexts, analyze previoussecurity-relevant details, and take further mitigative action.To this end, the authors conducted an extensive analysis ofpossible intrusion scenarios and designed a method whichfingerprints attack contexts withing certain IoT applications.
 In a similar context, Fernandes et al. [120] introduceda method of restricting access to sensitive IoT data. Theauthors designed a system dubbed as FlowFence, which allowscontrolling the way data is used by the application. Theresearchers achieved this goal by granting access to sensitivedata only to user-defined data flow patterns while blocking allundefined flows. The proposed solution empowers developerswith the ability to split their application into two modules; thefirst module operates sensitive IoT information in a sandbox,while the second component coordinates the transmission ofsuch sensitive data by employing integrity constraints. The val-idation of FlowFence in a consumer IoT realm demonstratedthe preservation of confidential information, with limited in-crease in overhead.
 Besides academic research, security vendors are alsointroducing smart security solutions. Among those, Dojo[181], Cujo [182], Rattrap [183], and Luma [184] stand outand provide network security services for IoT devices inhome and critical CPS environments. Their features includefirewall capabilities, secure web proxy, and intrusion detectionand prevention systems. Although these products promise toprotect home networks with little effort from the user, theirconfiguration settings are not always straight forward, oftenresembling a black-box solution, while their evaluation inreal IoT realms has not been exhaustively reported.
 2) Software Assurance: Given the potential impact of ex-ploiting IoT software, the proper software assurance oughtto be an integral part of the development life-cycle. Thisaims at reducing the vulnerabilities of both source and binarycode to provide resiliency to the IoT paradigm. To this end,Costin el al. [121] proposed a scalable, automated frameworkfor dynamic analysis aiming to discover vulnerabilities withinembedded IoT firmware images. The authors performed theirinvestigation by emulating firmware and adapting availablefree penetration tools such as Arachni [185], Zed AttackProxy (ZAP) [186] and w3af [187]. By testing close to 2,000
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 TABLE VIISUMMARY OF REMEDIATION STRATEGIES
 VulnerabilityRemediation Strategy
 ReferencesAccess andAuthentication
 Controls
 Software Assurance Security Protocols
 Deficient physical security [53], [87], [124]Insufficient energy harvesting [112], [124]–[127]Inadequate authentication [62]–[64], [87],
 [113]–[116], [181]–[184]Improper encryption [68], [69], [129]Unnecessary open ports [-]Insufficient access control [75], [76], [117]–[120],
 [130]Improper patch management capabilities [-]Weak programming practices (e.g. root user,lack of SSL, plain text password, backdoor, ect.)
 [84], [85], [121]–[123]
 Insufficient audit mechanism [87]
 Legend: strategy covers particular vulnerability, strategy does not cover particular vulnerability
 firmware images, the authors discovered that nearly 10% ofthem contains vulnerabilities such as command injection andcross-channel scripting.
 Further, Li et al. [122] noted that traditional code veri-fication techniques lack domain-specificity, which is crucialin IoT contexts, notably for embedded medical devices. Inparticular, the authors pinpointed that delays in code executionpaths could even threaten the life of an individual. However,curently available techniques do not verify the delays. With theaim to improve the trustworthiness of the software embeddedin medical devices, the authors proposed to extend traditionalcode verification techniques by fusing safety-related propertiesof specific medical device to code model checker such asCBMC [188]. To this end, the researchers transformed safetyproperties to testable assertions against which the checkerverifies the programming code. The implementation of theproposed techniques for the software verification of pace-maker, which is implantable electronic device that regulatesheartbeats, unveiled that the software code failed various safetyproperties.
 Applying the aforementioned and similar techniques aims atfinding vulnerabilities without executing software code, thusrequiring access to source code. The assessment of binarycode, on the other hand, is more applicable when programmingcode is not available. Many traditional techniques could beadopted for the IoT paradigm. For instance, Zaddach et al.[123] presented a framework dubbed as Avatar for dynamicanalysis of embedded IoT systems by utilizing an emulator anda real IoT device. In particular, an emulator executes firmwarecode, where any Input/Output (IO) is forwarded to the physicaldevice. Consequently, signals and interrupts are collected onthe device and injected back into the emulator. An evaluationof the framework proved its capability to assist in IoT security-related firmware assessment; reverse engineering, vulnerabilitydiscovery and hard-coded backdoor detection.
 Alternatively, Feng at al. [84] demonstrated how learning ofhigh-level features of a control flow graph could improve theperformance of firmware vulnerability search methods. Theproposed approach employs unsupervised learning methods toidentify control flow graph features extracted from a binary
 function. Such features are then transformed into a numericvector for applying Locality Sensitive Hashing (LSH). Byleveraging a method rooted in visual information retrieval tooptimize the performance of the vulnerability search mech-anism, the authors demonstrated the efficiency and accuracyof the proposed scheme. Moreover, an analysis of more than8,000 IoT firmware unveiled that many of them are vulnerableto known OpenSSL vulnerabilities, opening the door for DoSattacks and leakage of sensitive information.
 Along the same line, Elmiligi et al. [85] introduced amultidimensional method to analyze embedded systemssecurity at different levels of abstraction. The foundation ofthe approach is mapping the attacks to three dimensions,namely, programming level, integration level, and a life cyclephase. This permitted the capability to analyze more than 25IoT-centric security scenarios. The authors illustrated howthe proposed evaluation methodology indeed improves thesecurity of IoT embedded systems during various productlife-cycles.
 3) Security Protocols: The limited power of IoT devicesrequires energy-aware IoT ecosystems. To this end, Balasub-ramanian at al. [126] designed an Energy-Aware-Edge-Aware(2EA) architecture in which an IoT sensor can rely on energyharvesting. The framework maintains the energy profile withpower metrics of each sensor in the network. When an IoTnode suffers from energy depletion, it queries the energyprofile to find the most capable node nearby. The schemeensures optimal resource utilization based on the task arrivalprocess. The empirical evaluation of edge resource utilizationrevealed that the system decreases packet dropout ratio.
 Several IoT-related energy harvesting methods are proposedin related literature. One of the most promising solutions isproved to be wireless energy harvesting (WEH). To this end,Kamalinejad et al. [127] examined enabling technologies forWEH in context of IoT-specificity. The authors pinpointedthat IoT self-sustainability is an open research question andrequires the design of improved techniques at both the circuitand system levels.
 Zhang et al. [124] argued that enclosing each node in
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 TABLE VIIISUMMARY OF REMEDIATION STRATEGIES FOR EACH ATTACK
 AttackRemediation Strategy
 ReferencesAccess andAuthentication
 Controls
 Software Assurance Security Protocols
 Dictionary attack [75], [76], [87],[117]–[120]
 Side-Channel attackSybil attack [62], [64], [116]False Data Injection [68], [69], [121], [129]Firmaware modification attack [84], [85], [123]Device capture [53], [63], [87], [124]Sinkhole AttackBattery draining attack [112], [113], [124], [125]Selective-forwarding
 Legend: strategy covers particular vulnerability, strategy does not cover particular vulnerability
 tamper-resistant hardware is unrealistic and cost inefficient.With the aim to design an energy efficient and compromise-tolerant scheme, Zhang et al. proposed the Coverage InterfaceProtocol (CIP). The authors advocated that the proposed pro-tocol can protect a device from both, external physical attacksand attacks originating from compromised nodes. The CIPconsists of two components, namely, a Boundary Node Detec-tion scheme (BOND) and a Location-Based Symmetric Keymanagement protocol (LBSK). BOND equips IoT nodes withthe ability to recognize their boundary nodes, while LBSKestablishes related keys to secure core network operations.While the proposed scheme seems to be efficient by savingenergy, its large-scale evaluation in a real IoT testbed woulddefinitely aid in realizing its advantages and disadvantages.
 Alternatively, Rao et al. [125] proposed the predictive nodeexpiration-based, energy-aware source routing protocol, whichattempts to optimize the overall energy efficiency of theIoT sensor network. This aims at ensuring that the sensedinformation effectively reaches the sink through a reliable path.Further, Glissa and Meddeb [128] considered various potentialattacks on 6LoWPAN and proposed a multi-layered securityprotocol, namely, the Combined 6LoWPSec. The proposedscheme aimed at limiting attacks on IPv6 IoT communications.By leveraging security features of IEEE 802.15.4, the authorsdesigned an algorithm which operates at the MAC layers.In contrast to gathering security-related information at eachnode hop, the authors proposed approach enables securityimplementation at the device level. Evaluation of 6LoWPSecdemonstrated power efficiency under a number of attackscenarios.
 Given that IoT applications often utilize the cloud to storeand share data, Shafagh et al. [68] approached IoT security bydesigning a data protection framework, dubbed as Talos, wherethe cloud curates encrypted data while permitting the executionof specific queries. The proposed solution relied on PartialHomomorphic Encryption (PHE). Through executing micro-benchmarking and system performance evaluation, the authorsexperimentally demonstrated that the proposed solution con-sumed modest energy level, while providing a measurableincrease in security level. The same researchers extended Talosin [129] and presented a next generation PHE solution for
 IoT; designed and implemented using additive homomorphicschemes. The proposed protocol is composed of three mainbuilding blocks. These include a client engine, a cloud engine,and an identity providers; only the client engine has access tothe keying material. This component is also responsible forencryption/decryption, triggering key revocations, and severalsharing-related activities. The cloud engine, on the other hand,provides the database interface and features, and only operateson encrypted data. The responsibility to verify user identityis given to the third party identity provider. In the contextof implementation, the researchers prototyped their solutionfor the mobile platform and thoroughly evaluated its innerworkings. The authors concluded that the proposed protocolpossesses reasonable overhead in processing time and end-to-end latency.
 Auxiliary, Wei et al. [69] recently offered a scalable, one-time file encryption protocol, which combined robust cryp-tographic techniques to protect files from arbitrary users. Byadopting techniques and technologies rooted in identity-basedencryption, the authors designed and implemented a capabilityto securely transmit key pairs via SSL/TLS channels. Further,Yang et al [130] proposed a lightweight access protocolfor IoT in healthcare. In this context, access to IoT datashould be granted in two different situations under usual andemergency modes/situations. In the first mode, the proposedscheme employs attribute-based access, thus family membersand health providers would have different privileges. In caseof emergency, on the other hand, an emergency contact personutilizes a password to extract a secret key to decrypt patient’smedical files. As reported by the authors, the scheme does notleak access-related information, and requires lower commu-nication and computation costs than other existing attribute-based access control schemes in the context of IoT.
 Having elaborated on the above, we now summarize the keyfindings in Table VII, which depict the relationship betweenthe extracted IoT vulnerabilities and their corresponding re-mediation approaches.
 Further, we present Table VIII which illustrates howvarious strategies remediate each attack against the IoT.Certainly, the proposed remediation methods seem to benot broad enough, considering the fact they cover limited
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 attacks. In light of the above discussion, the optimal selectionof appropriate remediation techniques based on robuststrategies, methodologies, and frameworks, known as reactionframeworks [189], seems to be necessary.
 Findings.Physical access to IoT devices could ultimately causetheir damage, unveiling their cryptographic schemes,replicating them by malicious ones, and corruptingtheir data. While all the aforementioned issues arequite severe, we notice the lack of their correspondingremediation strategies. Further, while several firewallsare already proposed in the context of the IoT, mostlythose that are designed by the industry, it remainsunclear whether their marketing hype matches theirsecurity expectations. Even though emerging solutionssuch as biometric and context-aware permission modelspromise to improve access controls in IoT realms,they undoubtedly raise a number of concerns andissues. Among them, how well the proposed biometric-based access control would maintain the security ofthe biometrics and to which extent would context-aware permission models be practically implemented.Moreover, both of their large-scale implementation,evaluation and validation in tangible IoT realms requirefurther investigation. Further, although there exists anumber of research efforts which propose IoT-tailoredencryption schemes, we notice the shortage of studieswhich exhaustively and thoroughly assess and analyzetheir advantages and disadvantages under different ma-licious and benign IoT scenarios. We also pinpointthe lack of approaches which aim at overcoming theinsufficiency of IoT audit mechanisms in reducing thepossibility to conceal the involvement of the IoT inmalicious activities. Finally, we note the deficiency ofremediation techniques concentrated on unnecessaryopen ports and improper patch management. Indeed,such methods would ensure meeting various securityobjectives, as pinpointed in Table V.
 G. Situational Awareness Capabilities
 Having a myriad of IoT devices with numerous unique traitssuch as type, manufacturer, firmware version, and contextin which they operate in, it is indeed quite challengingto continuously infer evolving IoT-specific vulnerabilities.Moreover, adversaries will continue to became more advancedand skilled, executing sophisticated, stealthy attacks, thusexploiting zero-day and other critical vulnerabilities. Toguarantee a certain level of IoT security and resiliency, theeffectiveness of any security mechanism would need to besubject to regular assessments and scrutiny. In this context,IoT vulnerabilities, in accordance with the taxonomy of Figure2, could be further classified by various (operational) securityassessments and monitoring strategies. We distinguish fourclasses of such categories, including, vulnerability assessmenttechniques, honeypots, network discovery methods, and
 intrusion detection mechanisms.
 1) Vulnerability Assessment: Executing security evalua-tions undoubtedly aids in discovering IoT vulnerabilitiesprior to them being exploited. Various methods ranging fromtestbeds to attack simulation, prediction [190], and fuzzingtechniques have been decisive in obtaining effective and ac-tionable information related to the cyber threat posture of theIoT paradigm.
 A research direction in this area focuses on designing newtestbeds or adopting existing methods to perform IoT vulnera-bility assessment. One of such testbeds, which utilize a numberof open source software such as Kali Linux, Open VAS,Nessus, Nexpose, and bindwalk, was proposed by Tekeogluet al. [77]. Such proposed approach enables the capturingof network traffic for analyzing its features to identify IoTsecurity vulnerabilities. In particular, the authors noted severalinsightful inferences; most of the investigated IoT devices donot lock-out users after failed login attempts; several unneces-sary open ports facilitate targeted attacks; and a large numberof devices are operated with outdated versions of their softwareand firmware. The authors advocated that the proposed testbedcould be leveraged to conduct various experiments. While thetestbed seems quite practical, its operating procedure is stillrather manual.
 Further, Siboni et al. [71] designed a unique testbed forwearable devices. The framework performs the traditionalvulnerability tests along with security assessments in differentcontexts, which is crucial and quite practical when dealingwith the IoT paradigm. The technical architecture of the pro-posed testbed consists of various modules; a functional modulewhich is responsible for test management, a module whichis tied to the execution of standard security tests, a unit forgenerating insights related to context-aware assessments, and amodule dedicated for the analysis and report generation. Sucha layered architecture allows deploying relevant simulatorsand measurements for a particular IoT device. As a proof-of-concept, the framework was used for different wearable IoTdevices such as Google Glass and smartwatch.
 In another work, Reaves and Morris [131] designed twotestbeds for IoT within Industrial Control Systems (ICS) tocompare different implementation types and to infer the mostefficient way to identify vulnerabilities. One of the testbedsconsists of physical devices in a laboratory environment, whilethe other emulates device behavior using Python scripts. Totest the response of the system in cases of adding devices tothe network or infiltration of the radio signals, the researcherssimulated three kinds of attacks. The authors reported theirresults by indicating that both implementations efficiently em-ulate real systems. However, some unique IoT traits, includingtheir manufacturing characteristics, should be tested separately.
 In an alternative work, Furfaroa et al. [65] offered a scalableplatform, known as SmallWorld, which enables security pro-fessionals to design various scenarios to assess vulnerabilitiesrelated to IoT devices. By uniquely reproducing the behaviorof human users and their corresponding events, the authorscreated a practical capability to achieve the intended objective.The architecture of their proposed platform is composed of five
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 layers; including physical, abstraction, core service, API, andmanagement layers. Such a composition offers data replicationmechanisms, provides a scalable platform, puts forward an APIfor deploying IoT-tailored simulation scenarios, and facilitatesthe gathering and analysis of related descriptive statistics.Through variously investigated case studies in the contextof home automation applications, the authors illustrated theeffectiveness of the platform by permitting formal evaluationof IoT security. The researchers stated that such an approachallows identifying IoT security issues prior to operating suchIoT devices in production contexts.
 Since fuzzy-based approaches similar to [191] are widelyapplied in traditional IT realms, Lahmadi et al. [132] designeda testing framework that enables developers to assess thesecurity of the 6LoWPAN [42] protocol. By employingmutation algorithms to messages at different network layers,the testing suite analyzes deviations from expected andactual responses of IoT devices. The authors focused on theContiki 6LoWPAN implementation, leaving other variants forfuture work. Along the same research direction, Cui et al.[133] applied a fuzzy technique [191] to ZigBee networksto locate and analyze vulnerabilities within IoT networks.The authors combined Finite State Machines (FSM) with astructure-based fuzzy algorithms suited for the MAC protocolof Zigbee. To verify the proposed technique, the researchersconducted a series of performance tests. The results unveiledthat compared to random-based algorithms, the proposedFSM-fuzzy framework is more cost-effective, while comparedto a structure-based algorithm, its results are more accurate.
 2) Honeypots: Behaving like real IoT assets while havingno value for an attacker, honeypots trap and analyze anadversary by intentionally creating security vulnerabilities.These devices (or their software counterparts) capture mali-cious activities for further investigation of attack vectors orto generate attack patters, which could be used for futuremitigation. Honeypots, however, mimic a very specific typeof devices in a particular environment, introducing majorscalability issue in the context of the IoT ecosystem.
 Pa Pa et al. [134] were among the first to pioneer IoT-specific honeypots. The researchers offered a trap-based mon-itoring system dubbed as IoTPOT, which emulates Telnetservices of various IoT devices to analyze ongoing attacksin depth. The authors observed a significant number of at-tempts to download external malware binary files. The authorsdistinguished three steps of Telnet-based attacks, namely,intrusion, infection and monetization. During the first phase,the researchers observed numerous login attempts with a fixedor a random order of credentials. The authors distinguished10 main patterns of command sequences which are used toprepare the environment for the next step. In the second stageof an attack, the device downloads the malware, while inthe last step, controlled by an attacker, the device conductsDDoS attacks, Telnet and TCP port scans, and spread malware.Moreover, the authors presented IoTBOX, a multi-architecturemalware sandbox, that is used for analysis of captured binaries.Consequently, five distinct malware families were discovered.The authors, however, did not provide geo-location informa-
 tion about the sources of the attacks.In alternative work, Guarnizo et al. [135] presented the
 Scalable high-Interaction Honeypot platform (SIPHON) forIoT devices. The authors demonstrated how by leveragingworldwide wormholes and few physical devices, it is possibleto mimic numerous IoT devices on the Internet and to attractmalicious traffic. The authors further provided insights regard-ing such traffic, including the popularity of target locations,scanned ports, and user agents. Similarly, Vasilomanolakis etal. [136] proposed HosTaGe, a honeypot that aims to detectmalicious activities targeting ICS networks. HosTaGe supportsthe identification of attacks in various protocols as HTTP,SMB, Telnet, FTP, MySQL, SIP, and SSH. Upon detection,the proposed honeypot generates effective attack signatures tobe employed in IDS for future detection and thus mitigation.
 In another work, to detect targeted attacks against ICSwhich rely on Programmable Logic Controllers (PLC), Buzaet al. [137] designed the Crysys honeypot. Such honeypot,which was evaluated in a lab environment, was capable todetect port scans and numerous brute-force attempts via SSH.Additionally, Litchfield et al. [138] proposed a CPS frameworksupporting a hybrid-interaction honeypot architecture. Theproposed honeypot known as HoneyPhy aims to provide theability to simulate the behavior of both CPS processes and IoTdevices. The framework consists of three modules; Internetinterfaces, process modules, and device models. The firstcomponent maintains connections, manages outgoing packets,and alters traffic packets if necessary. The second elementcorrectly emulates the systems’ dynamics related to the phys-ical process. Finally, the last component encompasses CPSdevices and mimics their logic. The proposed honeypot wasinstrumented in a lab environment where its capability tosimulate real systems was assessed and reported.
 In alternative work, Dowling et al. [139] designed a hon-eypot which simulates a ZigBee gateway to explore attacksagainst ZigBee-based IoT devices. By modifying an existingSSH honeypot, namely Kippo [192], using a set of Pythonscripts, the authors monitored three-month activities targetingthe Zigbee gateway. The researchers reported six types ofexecuted attacks. These include dictionary and bruteforceattacks, scans, botnets and a number of other independentevents. The authors reported that dictionary attacks representednearly 94% of all attacks.
 In a more recent work, Gandhi et al. [140] proposed anotherIoT honeypot, namely HIoTPOT, to analyze the threats againstthe IoT paradigm. The authors observed that 67% of one-dayconnections were unauthorized, which indicate that theattacker are highly interested to find vulnerable IoT devices.
 3) Network Discovery: Given the large-scale deploymentof vulnerable IoT devices, it is essential to have a scalablecapacity to identify (vulnerable or compromised) devices atlarge for prompt remediation. To this end, network discoverytechniques become an utmost priority.
 In this context, Bou-Harb et al. [141] proposed an approachfor resilient CPS. The combination of CPS attack modelsderived from empirical measurements and cyber-physical dataflow enabled the inference and scoring of real attack scenarios
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 against CPS. Further, Fachkha et al. [142] recently analyzedattackers’ intentions when targeting protocols of Internet-facing CPS. The authors leveraged passive measurements toreport on a large number of stealthy scanning activity targetingmore than 20 heavily employed CPS protocols. Alternatively,Galluscio el al. [143] illustrated the widespread insecurityof IoT devices by proposing a unique approach to identifyunsolicited IoT nodes. By leveraging large darknet (passive)data [193], inferring probing and DDoS activities [194]–[199],and applying a correlation algorithm, the authors determinednearly 12,000 attempts to exploit different Internet host gen-erated by compromised IoT devices. The approach supportsthe inference of such compromised devices in various IoTdeployment environments, rendering it possible to leverage theproposed approach for an Internet-scale application.
 Further, Nguyen et al. [149] proposed a system for thedetection of compromised IoT devices without labeling train-ing data. Moreover, the framework, namely DIoT, can detectanomalies for different types of IoT devices. The performanceof DIoT demonstrated its efficiency concerning required timeand accuracy (the detection rate was 94%).
 From an industrial perspective, the search engine forInternet-connected devices Shodan [144] crawles the Internet24/7 and updates its repository in real-time to provide an recentlist of IoT devices. By grabbing and analyzing banners anddevice meta-data, Shodan conducts testing for various vulner-abilities including Heartbleed, Logjam, and default passwords.In a similar manner, the search engine Censys [145] collectsdata (including IoT information) through executing horizontalscans of the public IPv4 address space and provides publicaccess to raw data through a web service.
 In contrast, Meidan et al. [146] leveraged network trafficanalysis to classify IoT devices connected to an organization’snetwork. By applying single-session classifiers, the authorswere able to distinguish IoT devices among other hosts with99% accuracy. The proposed method holds promise to enablereliable identification of IoT connections in an enterprise set-ting. Similarly, Formby et al. [150] designed two approachesfor device fingerprinting. The first method leverages the cross-layer response time while the second utilizes the uniquephysical properties of IoT devices. The accuracy of bothmethods is 99% and 92%, respectively.
 Further, Shahid et al. [147], aiming at predicting the IoTdevice type by observing network traffic, trained six differentmachine learning classifiers. For their experiment, the authorcreated a smart home network, and analyzed and pre-definednetwork behavior. A Random Forest classifier demonstrated99% accuracy of predicting the type of IoT devices generatingnetwork traffic. The authors leveraged the t-SNE technique tovisually differentiate the network traffic generated by variousIoT devices.
 Given that the identification of IoT devices in the networkenables several security benefits, Thangavelu et al. [148]presented a distributed fingerprinting mechanism whichexplores the presence of IoT devices with high accuracy andlow level of false positive misclassification rate.
 4) Intrusion Detection: An effective approach to infermalicious attempts generated from the IoT paradigm is toemploy Intrusion Detection Systems (IDS). Such mechanismssupport both detection and prompt response to maliciousactivities. Given the limited resources of IoT devices, mostdeployed intrusion detection techniques are network-basedwith an active response system, which operates by haltingcommunications of the compromised nodes. Moreover, thedynamic nature of IoT devices challenges the attempts toevaluate their trustworthiness. A case study by [200] reportedthat network traffic filtration and sampling improve the effec-tiveness of trust computation.
 Raza et al. [152] pioneered an IDS, known as SVELTE,for IoT contexts. The authors explained how monitoring ofinconsistencies in node communications by observing networktopology protects IoT devices against various known attacks.The system consists of three centralized modules that aredeployed in a 6LoWPAN Border Router. The first compo-nent, namely 6Mapper, gathers information about the network,reconstructs a Destination-Oriented Directed Acyclic Graph(DODAG), and infuses the node’s parent and neighbors infor-mation into DODAG. The second module is responsible foranalysis and intrusion detection, while the third module actsas a simplistic firewall which filters unwanted traffic beforeit reaches the resource-constrained network. The proposedapproach proved its ability in accurately detecting variousmalicious misdemeanors.
 More recently, to enhance the security within 6LoWPANnetworks, Shreenivas et al. [153] extended SVELTE with twoadditional modules. The first is an intrusion detection modulethat uses Expected Transmissions (ETX) metrics, monitoringof which can prevent an adversary from engaging 6LoWPANnodes in malicious activities. The second module consistsof a technique which attempts to locate malicious nodesinside the 6LoWPAN network. To make these extensionspossible, the authors complemented the 6Mapper with an ETXvalue, making it part of each received request. An intrusionis determined by comparing the parent and children’s ETXvalues; the parent’s ETX should be lower than that of itschildren. In cases where an attacker compromises the nodeand its neighbors, it is hard for 6Mapper to distinguish theinconsistencies using ETX values. To mitigate this limitation,the authors proposed to utilize the knowledge of node locationand cluster the nodes to identify their immediate neighbors.The technique allows the determination of IoT devices withfake identities, thus proactively preventing various attacks.
 Further, Yang et al. [154] proposed a scheme that en-ables the detection of FDI attacks in IoT-based environmentalsurveliance at an early stage. To this end, the authors leveragedstate estimation techniques based on Divided Difference Fil-tering (DDF) to detect false aggregated data and SequentialHypothesis Testing (SHT) to determine the nodes that aresuspected of injecting false data. The detection frameworkcomprises of two modules: (i) local false data detection and(ii) malicious aggregate identifier. The first module conductsthe threshold-based detection of the data falsification, whilethe second module utilizes the result of the first one to takefurther decision. An evaluation of the scheme demonstrated
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 TABLE IXIOT SECURITY SITUATIONAL AWARENESS CAPABILITIES
 VulnerabilitySituational Awareness Capabilities
 ReferencesVulnerabilityAssessment
 Honeypots NetworkDiscovery
 IntrusionDetection
 Deficient physical security [131], [156]Insufficient energy harvesting [58], [152], [153], [157]Inadequate authentication [65], [71], [146], [150], [152],
 [154], [156], [158]Improper encryption [71], [132], [133]Unnecessary open ports [71], [77], [134]–[138]Insufficient access control [71], [77], [134]–[145]Improper patch management capabilities [77]Weak programming practices (e.g. root user,lack of SSL, plain text password, backdoor, etc.)
 [65], [71], [77], [152], [154],[158]
 Insufficient audit mechanism [152], [154], [158]IoT device identification [21], [58], [143], [147]–[149],
 [152]–[158]
 Legend: capability covers particular vulnerability, capability does not cover particular vulnerability
 high detection rate with a low false positive rate.In alternative work, Thanigaivelan et al. [155] leveraged
 collaboration between 1-hop neighbor nodes to design adistributed anomaly detection system for the IoT paradigm.Each node is responsible for monitoring the behavior of itsneighbors. In particular, the approach monitors packet sizeand data rate. Once an anomaly is detected, the abnormally-behaving node is isolated from the network by discarding thepackets at the link layer, and the observed event is escalatedto a parent node.
 Further, Parno et al. [156] proposed two distributedschemes, namely, randomized and line-selected multicast, fordetecting nodes’ replications. The first proposed algorithm isbased upon a broadcast protocol in which each node floodsthe network with its identity and location information. Further,randomly selected nodes collect this data and check whetherlocations are the same for particular nodes. Two conflictingpoints would trigger the network to revoke a node. Thisalgorithm assumes that each node is aware of its position andnetwork by employing an identity-based public key system.The second proposed algorithm eliminates the step where eachnode broadcast its location within the network but insteadshares it with randomly selected nodes directly. If a node thatis responsible for detection receives two different locations forthe same identity, it triggers a network response to revoke thatnode. The authors evaluated both algorithms in a lab envi-ronment and confirmed that the second method requires fewercommunication packets, while the first method provides higherresiliency since it prevents an adversary from anticipating thenode which is responsible for detection.
 In another work, Bostani et al. [157] proposed a novel real-time intrusion detection framework for detecting maliciousbehaviors against routing protocols within an IoT network.In particular, the authors investigated sinkhole and selective-forwarding attacks. Both router and root nodes participate inthe detection decision making. Analysis begins with the routernode, which applies specification-based detection mechanismsto its host nodes and sends the results to the root node. In turns,a detection mechanism employed at the root node employsthe unsupervised optimum-path forest algorithm for projecting
 clustering models using the incoming data packets. The resultsof both analysis are leveraged as input to the voting mechanismfor intrusion detection.
 Alternatively, aiming to reduce energy depletion in a wire-less sensor network, Patel and Soni [58] proposed to keep theenergy level of a node in a routing table. Further, the com-munication protocol calculates the threshold energy (Th(E))and compare it with the energy level (ENi) of the nextnode. In case ENi > Th(E) a communication packet issent, otherwise, the protocol employs the procedure of routerepairment.
 In a different work, Midi et al. [158] proposed a self-adaptive knowledge-driven IDS, namely Kalis, that is capableof detecting attacks against IoT environments across a widerange of protocols. Kali could be implemented as a smartfirewall to filter suspicious incoming traffic from the Internet.By observing the available events and determining features ofentities and networks, the system determines which detectiontechnique to activate to infer a security incident. By keeping inmind the heterogeneous nature of IoT devices, communicationprotocols, and software, the authors designed the system,so that it does not require software alterations, complieswith various communication standards, is extensible to newtechnologies, and avoids significant performance overhead.Moreover, the proposed system enables knowledge sharing andcollaborative detection techniques. System evaluation demon-strated the accuracy of the approach in detecting variousattacks.
 Additional, Yu et al. [21] argued that traditional host-basedsolutions are not applicable in IoT realms due to deviceconstraints and their deployment in various environments.To overcome such limitations, the authors specified threedimensions through which the network traffic related to IoThas to be subjected. These include an environmental andsecurity-relevant contexts along with cross-device interactions.The authors proposed a crowd-sourced repository for sharingand exchanging attack signatures. Finally, the researcherssuggested a security enforcement technique, which extendsSoftware-Defined Networks (SDNs) and Network FunctionsVirtualization (NFV) to the IoT context and employs the

Page 24
						

24
 concept of micro-middleboxes for real-time remediation ofvulnerable IoT devices.
 To contribute to the objective of detecting IoT malicious-ness, several research attempts have been made on large-scalevulnerability notifications. Nonetheless, a plethora of themcenter on compromised websites hosting IoT devices [201],[202], while only one investigated the effectiveness of IoTsituational awareness. To this end, Li et al. [151] demonstratedhow message content and contact point affect fix rate ofvulnerabilities for ICS. In particular, the results indicate thatthe most effective method is direct notification with detailedinformation. However, the authors pinpointed that the majorityof contacts did not respond or fixed their problem. Thus, theeffectiveness of such notification remains an open questionand undoubtedly requires attention from the security researchand operational communities.
 The relationship between the available situational awarenesscapabilities in addressing the pinpointed IoT vulnerabilities issummarized and illustrated in Table IX.
 Findings.Many techniques already exist that aim at identifyingIoT security weaknesses, learning attackers’ behaviorsand continuously monitoring devices for proper re-mediation. Nevertheless, the status of their practicalimplementation in IoT contexts remains somehow am-biguous. Further, many approaches do not seem to begeneric enough to address the heterogeneity of IoTparadigm. Additionally, while we note that intrusiondetection techniques in IoT realms demonstrate ad-vanced progress, some of their methodologies leave theroom for further research. Indeed, relying only on IDSmechanisms in an attempt to monitor intrusions seemsto be not very effective, since they only detect limitedattacks as illustrated in Table X. Nevertheless, passivedata-driven approaches hold promise to overcome theselimitations, while, in general, the probability of infer-ring exploited devices remains obscure and requiresfurther investigation.
 V. EMPIRICAL EVALUATION OF IOT MALICIOUSNESS
 The elaborated vulnerabilities undoubtedly open the doorfor adversaries to exploit IoT devices. While the providedtaxonomy, discussed literature approaches and complemen-tary mitigation and awareness capabilities provide a unique,methodological approach to IoT security, in this section, weprovide a concrete, first empirical perspective of Internet-wide IoT exploitations. This aims at (1) providing a practi-cal “flavor” to the presented survey in addition to warningabout the severity of such exploitations and (2) highlightingthe need for more empirical approaches when addressingthe IoT security issue, especially at large-scale. While it isa known fact the the latter objective is quite difficult toachieve due to the lack of IoT-relevant empirical data andthe widespread deployments of such IoT devices in Internet-wide realms, in this section, we explore unique, macroscopicdata to achieve this objective. To this end, we leverage passivemeasurements rendered by scrutinizing darknet data. Indeed,such data represents Internet-scale traffic targeting routable,allocated yet unused IP addresses. The absence of Internetservices associated with these IP addresses render them aneffective approach to amalgamate Internet-wide unsolicitedevents [203].
 We scrutinize approximately 1.2 GB of darknet data thatwas recently collected from a /8 network telescope. We furthercorrelate it with data collected from Shodan. As previouslynoted, Shodan indexes Internet-wide IoT devices by perform-ing banner analysis on the results of active probes. As anextension of our previous work [143], we execute a correlationby employing Shodan’s API by matching header informationbetween a source IP targeting the darknet and data availableat Shodan. While Shodan data consists of geolocation infor-mation, we noticed that for numerous IoT devices the banneris missing the ”city” tag, and hence we employed MaxMind[204] for the remaining geolocation requirements and ISPinformation. Supplementary, we correlate each exploited IoTIP address with a third party private database to associate suchdevices with various business sectors.
 We infer unsolicited probing activities from 19,629 uniqueIoT devices, distributed in 169 countries, hosted by 39 varioussectors, and produced by various manufacturers. The world-wide distribution of exploited devices is illustrated in Figure
 TABLE XINTRUSION DETECTION TECHNIQUES DEPLOYED IN IOT ENVIRONMENTS
 AttackBehavior-based Knowledge-based
 [152] [153] [154] [155] [156] [157] [58] [158]Dictionary attackSide-Channel attackSybil attackFalse Data InjectionFirmaware modification attackDevice captureSinkhole AttackBattery draining attackSelective-forwardingAnomaly detection
 Legend: a technique detects an attack, a technique does not detect an attack
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 Fig. 7. Global distribution of exploited IoT devices
 7. China hosts more exploited devices (3,345) than any othercountry, followed by Indonesia (1,191), and Brazil (1,326). Itis worthy to mention that the identification of exploitations inmore than 169 countries indicates that such an abuse is highlydistributed, questioning the currently available IoT remediationapproaches, which typically operate in significantly localizedrealms.
 The significant number of exploited IoT devices was foundto be hosted by Internet Service Providers (25% of all mis-used IoT devices) and telecommunication entities (22%). Thecorresponding number of exploited IoT devices in the mostaffected sectors are depicted in Figure 8.
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 Fig. 8. Top sectors hosting exploited IoT devices
 Additionally, Figure 9 depicts the number of exploited IoTdevices per their vendors. Given that some noteworthy manu-
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 Fig. 9. Top ten manufacturers of exploited IoT devices
 facturers are found in this list, this issue begs the questions aswhether (1) the vendors know about such wide exploitationsand (2) whether users have need adequately warned about suchcompromises, which might affect their privacy.
 VI. IOT VULNERABILITIES: LESSONS LEARNED ANDFUTURE PERSPECTIVE
 In this section, we outline a number of research andoperational challenges and pinpoint several initiatives (bothtechnical and non-technical) for future work, which we believeare worthy of being pursued in this imperative field of IoTsecurity.
 For completeness purposes, we have to pinpoint a numberof emerging topics which seem to be gaining noteworthyattention from the research community. Such topics includethe design and implementation of blockchain technology for
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 IoT security [205]–[208], deep learning methodologies for in-ferring and characterizing IoT maliciousness [209], [210], andthe adoption of SDN and cloud paradigms for IoT resiliency[211]–[213].
 A. Challenge 1. Lack of Large-scale Identification Techniquesof Exploited IoT Devices
 One of the most significant challenges for future workis the design and implementation of Internet-scale solutionsfor addressing the IoT security problem. The widespreaddeployment of IoT in different private environments preventsvisibility of IoT-related security incidents and thus hindersthe adequate analysis of such data in order to identify,attribute and mitigate maliciousness. The investigation ofempirical data, which enables Internet-scale detection ofIoT maliciousness is of paramount importance. A significanthurdle to such approaches involves the development ofmechanisms to acquire relevant data in a timely fashion. Bybuilding such (operational) capabilities based on empiricalmeasurements, we gain substantial benefits. The first beingthat such an analysis is non intrusive, thus does notrequire resources from the IoT network or the devices. Thesecond is related to the collection of sufficient informationfor generating IoT-centric malicious signatures, which iscurrently unavailable. These signatures could be deployed atlocal IoT realms for proactive mitigation.
 Possible future initiatives.The cyber security capability which leverages Internet-scale empirical measurements [214], data-driven ap-proaches, deep learning methodologies, and nature-inspired techniques such as swarm intelligence [215] toinfer and characterize IoT maliciousness would indeedbe feasible and practical methodologies that are worthyof being explored that can effectively complement cur-rently available approaches to provide IoT resiliency.
 There is a paramount need for collaborative knowledgeand information exchange regarding the notion of ma-liciousness from various sources (including ISPs, IoToperations, researchers, etc.) to successfully address theIoT security issue.
 B. Challenge 2. Inadequacy of Scalable Vulnerability Assess-ment Solutions
 As noted, empirical measurements for inferring IoTmaliciousness is essential, yet solely insufficient to secure theIoT paradigm. Indeed, vulnerable yet unexploited IoT devicescan not be addresses by employing the latter approach.Consequently, numerous devices remain vulnerable forfuture exploitation. Although novel ways for vulnerabilities’identification efficiently address a number of IoT weaknesses,they mainly focus on particular devices. Hence, such methodslack device variability and scalability. In this context, thereis a need for IoT-tailored testbeds which would enable
 automated vulnerability assessments for various devices indifferent deployment contexts.
 Possible future initiatives.Applying transfer learning algorithms [216] to thecurrently available knowledge related to IoT vulner-abilities could ameliorate and automate the tasks ofvulnerability assessment and simulation in order toextrapolate this knowledge to various IoT devices,platforms and realms. This holds promise to conductvulnerability assessment in a large-scale to contributeto prompt IoT remediation.
 Additionally, investigating innovative IoT-specific trustmodels [76] that are employed in various contextswould enable the development of proper IoT remedia-tion strategies.
 C. Challenge 3. Limited Security-related Awareness Capabil-ities for IoT Users
 This challenge addresses secure access to IoT devices andtheir data. It is indisputable that the ability to gain access toIoT devices by either brute-forcing their default credentials orby exploiting certain vulnerabilities remains a primary attackvector. While modifying default credentials is a necessarystrategy, a myriad of legacy IoT devices with hard-coded ordefault credentials remain in use rendering it possible for anattacker to take advantage of such vulnerabilities to executevarious misdemeanors. We noticed that approaches whichattempt to address this issue are rarely investigated in theliterature. Further, while using traditional password-basedaccess methods seem to be the most frequently employed, newtechniques rooted in biometric and context-aware methodsare currently emerging for the IoT. However, we noticed thelack of comprehensive analysis, which enables the thoroughcomprehension of the advantages and disadvantages of thesemethods along with their corresponding implementationtechnicalities and challenges.
 Possible future initiatives.There is need to explore techniques and methods toincrease users’ awareness about the consequences ofpotential IoT threats and possible technical and non-technical strategies to reduce the risk of exposure.
 Further, developing numerous approaches to enforcecredential updates and automate the deployment offrequent firmware updates seems to need much atten-tion from the research community. Such approachesshould arise from inferred vulnerabilities using re-search methodologies (including IoT-malware instru-mentation) as well as from IoT industrial (manufac-turing) partners and market collaborators.
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 D. Challenge 4. Immaturity of Security Protocol Standardiza-tion and Reactive Frameworks
 While many research efforts consider the IoT protocol’sstandardization, it is clear that they require future enhancementto tackle their limitations [217]. Moreover, the heterogeneityof the IoT paradigm dictates generalization. Indeed, theimmaturity of this standardization effort in combination withemerging attacks against the IoT paradigm indicates the needfor standardization endeavors at large.
 Possible future initiatives.The combination of technological advances with robustregulatory frameworks are issues that are indeed worthyof being pursued in the future [189].
 E. Challenge 5. Lack of Secure Software Development Pro-cesses
 To assure sufficient level of IoT software security, properand prompt operational actions should be established forthe identified vulnerabilities. From the conducted survey, wenoticed a noteworthy shortage of research and developmentmethodologies, which address this issue. Another problemof significant importance is related to secure IoT code. IoTapplications rely on tailored software applications, whichcould characteristically be vulnerable. We also noticed the lackof methods which aim at vetting deployed IoT code. Althoughmany software assessment techniques are available, case stud-ies similar to [218] report that nearly 50% of organizationsthat have deployed IoT never assess their applications fromthe software security perspective.
 Possible future initiatives.There is need to execute exploratory studies to in-spect the time required from the discovery of IoTvulnerabilities to their disclosure to producing patchesand subsequently deploying them at the affected IoTdevices. Indeed, this would drive and enhance riskmanagement for the IoT paradigm, especially for thoseIoT devices deployed at critical CPS environments.
 Further, the investigation of the dependencies betweenweak programming practices and vendors, platforms,device types, and deployment environments would en-able the selection of more reliable software vendorsas well as encourage vendors to produce more securecode.
 Along this line of thought, there is need to enforcestringent IoT programming standards and develop au-tomated code tools to vet IoT applications in order toeffectively remediate IoT software vulnerabilities, thusfurther contributing to IoT security and resiliency.
 VII. CONCLUDING REMARKS
 The IoT paradigm refers to scenarios where networkconnectivity and computing capability extends to embedded
 sensors, allowing these devices to generate, exchange andconsume data with minimal human intervention [219]. Suchparadigm is being realized and facilitated by critical advance-ments in computing power, electronics miniaturization, andnetwork interconnections. Indeed, the large-scale deploymentof IoT devices promises to transform many aspects of ourcontemporary lives, offering more personal security, helpingto minimize energy consumption, providing the possibility toremodel agriculture, and energy production, to name a few.While IoT deployments have been receiving much hype, theirunique characteristics coupled with their interconnected natureindeed present new security challenges. Various technicaldifficulties, such as limited storage, power, and computa-tional capabilities hinder addressing IoT security requirements,enabling a myriad of vulnerable IoT devices to reside inthe Internet-space. Indeed, unnecessarily open ports, weakprogramming practices coupled with improper software updatecapabilities serve as entry points for attackers by allowingmalicious re-programming of the devices, causing their mal-function and abuse. Moreover, the insufficiency of IoT accesscontrols and audit mechanisms enable attackers to generateIoT-centric malicious activities in a highly stealthy manner.
 This survey aims at shedding the light on current researchdirections and their technical details from a multidimensionalperspective focusing on IoT vulnerabilities. The relativelycomprehensive study emanates many open research questionsin the context of the security of the IoT paradigm. Specifi-cally, Internet-scale solutions addressing the IoT security issueremain one of the most prominent challenge towards IoTresiliency. Research efforts are also required in the context ofstudying IoT-specific attacks and their malicious signatures.Indeed, such knowledge is essential in providing effectiveremediation solutions. Further, suitable schemes, which takeinto account IoT-specific threats coupled with their uniquecharacteristics, undoubtedly require to be designed and in-tegrated into firmware development cycles to contribute tosecuring IoT devices.
 This survey and the initial empirical exploration presents asolid foundation for future research efforts. To this end, weforesee a number of future initiatives as briefed in this survey,including, exploring diverse strategies which aim at inferringmalicious IoT devices in a large-scale for prompt remediation,empirical studies to investigate and characterize the generatedtraffic of such compromised IoT devices and formal attributionmethodologies which would generate insightful inferencesrelated to the causes and intentions of such Internet-wide IoTexploitations.
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