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 1. IntroductionThis user manual provides comprehensive documentation for AVG Anti-Virus 2011.
 Congratulations on your purchase of AVG Anti-Virus 2011!
 AVG Anti-Virus 2011 is one of a range of award winning AVG products designed toprovide you with peace of mind and total security for your PC. As with all AVGproducts AVG Anti-Virus 2011 has been completely re-designed, from the ground up,to deliver AVG’s renowned and accredited security protection in a new, more userfriendly and efficient way. Your new AVG Anti-Virus 2011 product has a streamlinedinterface combined with more aggressive and faster scanning. More security featureshave been automated for your convenience, and new ‘intelligent’ user options havebeen included so that you can fit our security features to your way of life. No morecompromising usability over security!
 AVG has been designed and developed to protect your computing and networkingactivity. Enjoy the experience of full protection from AVG.
 All AVG products offer
 · Protection that’s relevant to the way you use your computer and the Internet:banking and shopping, surfing and searching, chatting and emailing, ordownloading files and social networking – AVG has a protection product that’sright for you
 · Hassle-free protection that’s trusted by over 110 million people around theworld and fueled by a global network of highly-experienced researchers
 · Protection that’s backed by round-the-clock expert support
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 2. AVG Installation Requirements
 2.1. Operation Systems Supported
 AVG Anti-Virus 2011 is intended to protect workstations with the following operatingsystems:
 · Windows XP Home Edition SP2
 · Windows XP Professional SP2
 · Windows XP Professional x64 Edition SP1
 · Windows Vista (x86 and x64, all editions)
 · Windows 7 (x86 and x64, all editions)
 (and possibly higher service packs for specific operating systems)
 Note: The ID Protection component is not supported on Windows XP x64. On thisoperating system you can install AVG Anti-Virus 2011 but only without the IDPcomponent.
 2.2. Minimum & Recommended HW Requirements
 Minimum hardware requirements for AVG Anti-Virus 2011:
 · Intel Pentium CPU 1,5 GHz
 · 512 MB of RAM memory
 · 390 MB of free hard drive space (for installation purposes)
 Recommended hardware requirements for AVG Anti-Virus 2011:
 · Intel Pentium CPU 1,8 GHz
 · 512 MB of RAM memory
 · 510 MB of free hard drive space (for installation purposes)
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 3. AVG Installation OptionsAVG can be installed either from the installation file available on your installation CD, oryou can download the latest installation file from AVG website (http://www.avg.com/).
 Before you start installing AVG, we strongly recommend that you visit AVGwebsite (http://www.avg.com/) to check for a new installation file. This wayyou can be sure to install the latest available version of AVG Anti-Virus 2011.
 During the installation process you will be asked for your license/sales number. Pleasemake sure you have it available before starting the installation. The sales number canbe found on the CD packaging. If you purchased your copy of AVG on-line, yourlicense number will have been delivered to you via e-mail.
 http://www.avg.com
 http://www.avg.com
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 4. AVG Installation ProcessTo install AVG Anti-Virus 2011 on your computer, you need to get the latestinstallation file. You can use the installation file from the CD that is a part of your boxedition but this file might be out-of-date. Therefore we recommended getting thelatest installation file online. You can download the file from AVG website (http://www.avg.com/), the Support Center / Download section.
 The installation is a sequence of dialog windows with a brief description of what do ateach step. In the following, we offer an explanation for each dialog window:
 4.1. Welcome
 The installation process starts with the Welcome dialog window. Here you select thelanguage used for the installation process, and the default language of AVG userinterface. In the upper section of the dialog window find the drop-down menu with thelist of languages you can chose from:
 Attention: Here, you are selecting the language for the installation process. Thelanguage you select will be installed as the default language for AVG user interface,together with English that is installed automatically. If you want to have installedother additional languages for the user interface, please define them within the setupdialog Custom Options.
 Further, the dialog provides the full wording of the AVG license agreement. Please readit carefully. To confirm that you have read, understood and accept the agreementpress the Accept button. If you do not agree with the license agreement press theDecline button, and the installation process will be terminated immediately.
 http://www.avg.com
 http://www.avg.com
 http://www.avg.com/cz-en/download
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 4.2. Activate your AVG license
 In the Activate Your License dialog you are invited to fill in your license number intothe provided text field.
 The sales number can be found on the CD packaging in your AVG Anti-Virus 2011box. The license number will be in the confirmation email that you received afterpurchasing your AVG Anti-Virus 2011 on-line. You must type in the number exactlyas shown. If the digital form of the license number is available (in the email), it isrecommended to use the copy and paste method to insert it.
 Press the Next button to continue the installation process.
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 4.3. Select type of installation
 The Select type of installation dialog offers the choice of two installation options:Quick Install and Custom Install.
 For most users, it is highly recommended to keep to the standard Quick Install thatinstalls AVG in fully automatic mode with settings predefined by the program vendor.This configuration provides maximum security combined with the optimal use ofresources. In the future, if the need arises to change the configuration, you willalways have the possibility to do so directly in the AVG application. If you haveselected the Quick Install option, press the Next button to proceed to the followingInstall the AVG Security Toolbar dialog.
 Custom Install should only be used by experienced users who have a valid reason toinstall AVG with non-standard settings; e.g. to fit specific system requirements.Having selected this option, press the Next button to proceed to the CustomOptions dialog.
 In the right-hand section of the dialog you can find the check box related to AVGgadget (supported in Windows Vista/Windows 7). If you wish to have installed thisgadget, mark the respective checkbox. AVG gadget will then be accessible from theWindows Sidebar providing you an immediate access to the most important features ofyour AVG Anti-Virus 2011, i.e. scanning and updating.

Page 13
						

A V G A nti-V irus 2011 © 2010 C opyright A V G Technologies C Z, s .r.o. A ll rights reserved. 13
 4.4. Custom options
 The Custom Options dialog allows you to set up two parameters of the installation:
 Destination Folder
 Within the Destination Folder section of the dialog you are supposed to specify thelocation where AVG Anti-Virus 2011 should be installed. By default, AVG will beinstalled to the program files folder located on drive C:. In case the folder does notexist yet, you will be asked in a new dialog to confirm you agree AVG creates thisfolder now. If you want to change this location, use the Browse button to display thedrive structure, and select the respective folder.
 Component Selection
 The Component Selection section provides an overview of all AVG Anti-Virus 2011components that can be installed. If the default settings do not suit you, you canremove/add specific components.
 However, you can only select from components that are included in yourpurchased AVG edition!
 Highlight any item in the Component Selection list, and a brief description of therespective component will be displayed on the right side of this section. For detailedinformation on each component's functionality please consult the ComponentsOverview chapter of this documentation. To revert to the default configuration pre-set by the software vendor use the Default button.
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 Press the Next button to continue.
 4.5. Install the AVG Security Toolbar
 In the Install the AVG Security Toolbar dialog, decide whether you want to installthe AVG Security Toolbar. If you do not change the default settings, this componentwill be installed automatically into your Internet browser (currently supportedbrowsers are Microsoft Internet Explorer v. 6.0 or higher, and Mozilla Firefox v. 3.0 orhigher) and to provide you with comprehensive online protection while surfing theInternet.
 Also, you have the option to decide whether you want to chose Yahoo! as yourdefault search provider. If so, keep the respective check box marked.
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 4.6. Close running applications
 The Close running applications dialog appears during the installation process only incase there are some other clashing programs running on your computer at themoment. Then, the list of programs that need to be closed in order to successfullyfinish the installation process will be provided. Press the Exit button over a selecteditem in the list to terminate the respective application, or press the Retry button toconfirm you agree to close down the respective applications, and to continue to thenext step.
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 4.7. Install progress
 The Install Progress dialog shows the progress of the installation process, and doesnot require any intervention:
 After the installation process is finished, the virus database and program will beupdated automatically. Then, you will be redirected to the next dialog.
 4.8. Installation was successful
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 The Installation was successful dialog confirms that your AVG Anti-Virus 2011 hasbeen fully installed and configured.
 In this dialog please provide your contact information so that you can receive allproduct related information and news. Below the registration form you will find thefollowing two options:
 · Yes, keep me informed of security news and AVG 2011 special offers viae-mail - mark the checkbox to state you would like to be informed about whatis new in the Internet security sphere, and would like to receive information onAVG product special offers, improvements and upgrades, etc.
 · I agree to participate in the AVG 2011 web safety and ProductImprovement Programme ... - mark this checkbox to agree you want toparticipate in the Product Improvement Programme (for details see chapterAVG Advanced Settings / Product Improvement Programme) that collectsanonymous information on detected threats in order to increase the overallInternet security level.
 To finalize the installation process you need restart your computer: select whetheryou want to Restart Now, or you want to postpone this action - Restart Later.
 Note: If using any AVG business license, and in case that you have previouslyselected the Remote administration item to be installed (see Custom Options),the Installation was successful dialog appears with the following interface:
 You need to specify AVG DataCenter parameters - please provide theconnection string to AVG DataCenter in the form of server:port. If thisinformation is not available at the moment, leave the field blank and you canset the configuration later in within the Advanced Settings / Remote
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 Administration dialog. For detailed information on AVG Remote administrationplease consult AVG Network Edition user manual; to be downloaded from AVGwebsite (http://www.avg.com/).
 http://www.avg.com
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 5. After Installation
 5.1. Product registration
 Having finished the AVG Anti-Virus 2011 installation, please register you productonline on AVG website (http://www.avg.com/), Registration page (follow theinstruction provided directly in the page). After the registration you will be able togain full access to your AVG User account, the AVG Update newsletter, and otherservices provided exclusively for registered users.
 5.2. Access to user interface
 The AVG User Interface is accessible in several ways:
 · double-click the AVG system tray icon
 · double-click the AVG icon on the desktop
 · double click the status line located in the bottom section of the AVG gadget (if installed; supported on Windows Vista/ Windows 7)
 · from the menu Start/Programs/AVG 2011/AVG User Interface
 · from AVG Security Toolbar via option Launch AVG
 5.3. Scanning of the whole computer
 There is a potential risk that a computer virus has been transmitted to your computerprior to AVG Anti-Virus 2011 installation. For this reason you should run a Scan ofthe whole computer to make sure there are no infections on your PC.
 For instructions on running a Scan of the whole computer please consult thechapter AVG Scanning.
 5.4. Eicar test
 To confirm that AVG Anti-Virus 2011 has been installed correctly you can performthe EICAR test.
 The EICAR test is a standard and absolutely safe method used to test antivirus systemfunctioning. It is safe to pass around, because it is not an actual virus, and does notinclude any fragments of viral code. Most products react to it as if it were a virus (though they typically report it with an obvious name, such as "EICAR-AV-Test"). Youcan download the EICAR virus from the EICAR website at www.eicar.com, and you willalso find all necessary EICAR test information there.
 Try to download the eicar.com file, and save it on your local disk. Immediately afteryou confirm downloading of the test file, the Online Shield will react to it with a
 http://www.avg.com
 http://www.eicar.com
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 warning. This notice demonstrates that AVG is correctly installed on your computer.
 From the http://www.eicar.com website you can also download the compressedversion of the EICAR 'virus' (e.g. in the form of eicar_com.zip). Online Shield allowsyou to download this file and save it on your local disk but then the Resident Shielddetects the 'virus' as you try to unpack it. If AVG fails to identify the EICAR test fileas a virus, you should check the program configuration again!
 5.5. AVG default configuration
 The default configuration (i.e. how the application is set up right after installation) ofAVG Anti-Virus 2011 is set up by the software vendor so that all components andfunctions are tuned up to achieve optimum performance.
 Unless you have a real reason to do so, do not change the AVG configuration!Changes to settings should only be performed by an experienced user.
 Some minor editing of AVG components settings is accessible directly from thespecific component user interface. If you feel you need to change the AVGconfiguration to better suit your your needs, go to AVG Advanced Settings: selectthe system menu item Tools/Advanced settings and edit the AVG configuration inthe newly opened AVG Advanced Settings dialog.
 http://www.eicar.com
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 6. AVG User InterfaceAVG Anti-Virus 2011 open with the main window:
 The main window is divided into several sections:
 · System Menu (top system line in the window) is the standard navigation thatallows you to access all AVG components, services, and features - details >>
 · Security Status Info (upper section of the window) provides you withinformation on the current status of your AVG program - details >>
 · Quick Links (left section of the window) allow you to quickly access the mostimportant and most frequently used AVG tasks - details >>
 · Components Overview (central section of the window) offer an overview ofall installed AVG components - details >>
 · Statistics (left bottom section of the window) provide you with all statisticaldata regarding the programs operation - details >>
 · System Tray Icon (bottom right corner of the monitor, on the system tray)indicates the AVG current status - details >>
 · AVG gadget (Windows sidebar, supported in Windows Vista/7) allows quickaccess to AVG scanning and update - details >>
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 6.1. System Menu
 The System menu is the standard navigation used in all Windows applications. It islocated horizontally in the very top part of the AVG Anti-Virus 2011 main window.Use the system menu to access specific AVG components, feature, and services.
 The system menu is divided into five main sections:
 6.1.1. File
 · Exit - closes the AVG Anti-Virus 2011's user interface. However, the AVGapplication will continue running in the background and your computer will stillbe protected!
 6.1.2. Components
 The Components item of the system menu includes links to all installed AVGcomponents, opening their default dialog page in the user interface:
 · System overview - switch to the default user interface dialog with theoverview of all installed components and their status
 · Anti-Virus ensures that your computer is protected from viruses trying toenter your computer - details >>
 · Anti-Spyware ensures that your computer is protected from spyware andadware - details >>
 6.1.3. History
 · Scan results - switches to the AVG testing interface, specifically to the ScanResults Overview dialog
 · Resident Shield Detection - open a dialog with an overview of threatsdetected by Resident Shield
 · E-mail Scanner Detection - open a dialog with an overview of mail messagesattachments detected as dangerous by the E-mail Scanner component
 · Online Shield findings - open a dialog with an overview of threats detectedby Online Shield
 · Virus Vault - opens the interface of the quarantine space (Virus Vault) towhere AVG removes all detected infections that cannot be healed automaticallyfor some reason. Inside this quarantine the infected files are isolated and yourcomputer's security is guaranteed, and at the same time the infected files arestored for possible future repair.
 · Event History Log - opens the history log interface with an overview of alllogged AVG Anti-Virus 2011 actions.
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 6.1.4. Tools
 · Scan computer - switches to the AVG scanning interface and launches a scanof the whole computer
 · Scan selected folder - switches to the AVG scanning interface and allows youto define within the tree structure of your computer which files and foldersshould be scanned
 · Scan file - allows you to run an on-demand test over a single file selected fromthe tree structure of your disk
 · Update - automatically launches the update process of AVG Anti-Virus 2011
 · Update from directory - runs the update process from the update fileslocated in a specified folder on your local disk. However, this option is onlyrecommended as an emergency, e.g. in situations where there is no connectionto the Internet (for example, your computer is infected and disconnectedfrom the Internet; your computer is connected to a network with no accessto the Internet, etc.). In the newly opened window select the folder whereyou have previously placed the update file, and launch the update process.
 · Advanced settings - opens the AVG advanced settings dialog where youcan edit the AVG Anti-Virus 2011 configuration. Generally, it is recommendedto keep the default settings of the application as defined by the softwarevendor.
 6.1.5. Help
 · Contents - opens the AVG help files
 · Get Help Online - opens AVG website (http://www.avg.com/) at thecustomer support center page
 · Your AVG Web - opens AVG website (http://www.avg.com/)
 · About Viruses and Threats - opens the online Virus Encyclopedia where youcan look up detailed information on the identified virus
 · Reactivate - opens the Activate AVG dialog with the data you have enteredin the Personalize AVG dialog of the installation process. Within this dialogyou can enter your license number to either replace the sales number (thenumber you have installed AVG with), or to replace the old license number (e.g. when upgrading to a new AVG product).
 · Register now - connects to the registration page of AVG website (http://www.avg.com/). Please fill in your registration data; only customers whoregister their AVG product can receive free technical support.
 Note: If using the trial version of AVG Anti-Virus 2011, the latter two itemsappear as Buy now and Activate, alowing you to buy the full version of theprogram right away. For AVG Anti-Virus 2011 installed with a sales number,
 http://www.avg.com
 http://www.avg.com
 http://www.avg.com/cz-cs/informace-o-virech-a-hrozbach
 http://www.avg.com
 http://www.avg.com
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 the items display as Register and Activate. For more information pleaseconsult the License section of this documentation.
 · About AVG - opens the Information dialog with five tabs providing data onprogram name, program and virus database version, system info, licenseagreement, and contact information of AVG Technologies CZ.
 6.2. Security Status Info
 The Security Status Info section is located in the upper part of the AVG mainwindow. Within this section you will always find information on the current securitystatus of your AVG Anti-Virus 2011. Please see an overview of icons possiblydepicted in this section, and their meaning:
 - The green icon indicates that your AVG is fully functional. Your computeris completely protected, up to date and all installed components are workingproperly.
 - The orange icon warns that one or more components are incorrectlyconfigured and you should pay attention to their properties/settings. There is nocritical problem in AVG and you have probably decided to switch somecomponent off for some reason. You are still protected by AVG. However, pleasepay attention to the problem component's settings! Its name will be provided inthe Security Status Info section.
 This icon also appears if for some reason you have decided to ignore acomponent's error status (the "Ignore component state" option is available fromthe context menu opened by a right-click over the respective component's iconin the component overview of the AVG main window). You may need to use thisoption in a specific situation but it is strictly recommended to switch off the "Ignore component state" option as soon as possible.
 - The red icon indicates that AVG is in critical status! One or morecomponents does not work properly and AVG cannot protect your computer.Please pay immediate attention to fixing the reported problem. If you are notable to fix the error yourself, contact the AVG technical support team.
 In case AVG is not set to the optimum performance, a new button named Fix(alternatively Fix all if the problem involves more than one component)appears next to the security status information. Press the button to launch anautomatic process of program checkout and configuration. This is an easy wayto set AVG to the optimum performance and reach the maximum security level!
 It is strongly recommended that you pay attention to Security Status Info and incase the report indicates any problem, go ahead and try to solve it immediately.Otherwise your computer is at risk!
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 Note: AVG status information can also be obtained at any moment from the systemtray icon.
 6.3. Quick Links
 Quick links (in the left section of the AVG User Interface) allow you to immediatelyaccess the most important and most frequently used AVG features:
 · Overview - use this link to switch from any currently opened AVG interface tothe default one with an overview of all installed components - see chapter Components Overview >>
 · Scan now - by default, the button provides information (scan type, date oflast launch) of the last scan launched. You can either execute the Scan nowcommand to launch the same scan again, or follow the Computer scanner linkto open the AVG scanning interface where you can run scans, schedule scans,or edit their parameters - see chapter AVG Scanning >>
 · Update now - the link provides the date of the last launch of the updateprocess. Press the button to open the updating interface, and run AVG updateprocess immediately - see chapter AVG Updates >>
 These links are accessible from the user interface at all times. Once you use a quicklink to run a specific process, the GUI will switch to a new dialog but the quick linksare still available. Moreover, the running process is further graphically depicted.
 6.4. Components Overview
 The Components Overview section is located in the central part of the AVG UserInterface. The section is divided into two parts:
 · Overview of all installed components consisting of a panel with thecomponent's icon and the information of whether the respective component isactive or inactive
 · Description of a selected component
 Within the AVG Anti-Virus 2011 the Components Overview section containsinformation on the following components:
 · Anti-Virus ensures that your computer is protected from viruses trying to
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 enter your computer - details >>
 · Anti-Spyware ensures that your computer is protected from spyware andadware - details >>
 6.5. Statistics
 The Statistics section is located in the left bottom part of the AVG User Interface. Itoffers a list of information regarding the program's operation:
 · Virus DB - informs you about the currently installed version of the virusdatabase
 · AVG version - informs you about the AVG version installed (the number is inthe form of 10.0.xxxx, where 10.0 is the product line version, and xxxx standsfor the number of the build)
 · License expires - provides the date of your AVG license expiration
 6.6. System Tray Icon
 System Tray Icon (on your Windows taskbar) indicates the current status of yourAVG Anti-Virus 2011. It is visible at all times on your system tray, no matter whetheryour AVG main window is opened or closed:
 If in full color , the System Tray Icon indicates that all AVG components are activeand fully functional. Also, AVG system tray icon can be displayed in full color if AVG isin error state but you are fully aware of this situation and you have deliberately
 decided to Ignore the component state. An icon with an exclamation mark indicates a problem (inactive component, error status, etc.). Double-click theSystem Tray Icon to open the main window and edit a component.
 The system tray icon further informs on current AVG activities and possible statuschanges in the program (e.g. automatic launch of a scheduled scan or update, acomponent's status change, error status occurrence, ...) via a pop-up windowopened from the AVG system tray icon:
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 The System Tray Icon can also be used as a quick link to access the AVG mainwindow at any time - double click on the icon. By right-click on the System Tray Iconyou open a brief context menu with the following options:
 · Open AVG User Interface - click to open the AVG User Interface
 · Scans - click to open the context menu of
 · Running scans - this item is displays only in case a scan is currently runningon your computer. For this scan you can then set its priority, alternativelystop or pause the running scan. Further, the following actions are accessible: Set priority for all scans, Pause all scans or Stop all scans.
 · Update now - launches an immediate update
 · Help - opens the help file on the start page
 6.7. AVG gadget
 AVG gadget displays on the Windows desktop (Windows Sidebar). This application isonly supported in operating systems Windows Vista and Windows 7. AVG gadgetoffers an immediate access to the most important AVG Anti-Virus 2011 functionality,i.e. scanning and updating:
 AVG gadget provides the following quick access options:
 · Scan now - click the Scan now link to start the whole computer scandirectly. You can watch the progress of the scanning process in the alternateduser interface of the gadget. A brief statistics overview provides informationon the number of scanned objects, threats detected, and threats healed.
 During the scan you can always pause , or stop the scanning process.For detailed data related to the scan results please consult the standard Scanresults overview dialog; the respective item will be listed as sidebar gadgetscan.
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 · Update now - click the Update now link to launch the AVG update directlyfrom within the gadget:
 · Twitter link - opens a new AVG gadget interface providing an overview ofthe latest AVG feeds posted at the Twitter. Follow the View all the AVGTwitter feeds link to open your Internet browser in a new window, and youwill be redirected directly to the Twitter website, specifically to the pagedevoted to AVG related news:
 · Facebook link - opens your Internet browser on the Facebook website,specifically on the AVG community page
 · PC Analyzer - open the user interface in the PC Analyzer component
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 7. AVG Components
 7.1. Anti-Virus
 7.1.1. Anti-Virus Principles
 The antivirus software's scanning engine scans all files and file activity (opening/closing files, etc.) for known viruses. Any detected virus will be blocked from takingany action and will then be cleaned or quarantined. Most antivirus software also usesheuristic scanning, where files are scanned for typical virus characteristics, so calledviral signatures. This means that the antivirus scanner can detect a new, unknownvirus, if the new virus contains some typical characteristics of existing viruses.
 The important feature of antivirus protection is that no known virus can run onthe computer!
 Where just a single technology might fall short of detecting or identifying a virus, Anti-Virus combines several technologies to ensure that your computer is protected fromviruses:
 · Scanning - searching for character strings that are characteristic of a givenvirus
 · Heuristic analysis - dynamic emulation of the scanned object’s instructions in avirtual computer environment
 · Generic detection - detection of instructions characteristic of the given virus/group of viruses
 AVG is also able to analyze and detect executable applications or DLL libraries thatcould be potentially unwanted within the system. We call such threats PotentiallyUnwanted Programs (various kinds of spyware, adware etc.). Furthermore, AVG scansyour system registry for suspicious entries, temporary Internet files and trackingcookies, and allows you to treat all potentially harmful items in the same way as anyother infection.
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 7.1.2. Anti-Virus Interface
 The Anti-Virus component's interface provides some basic information on thecomponent's functionality, information on the component's current status (Anti-Viruscomponent is active.), and a brief overview of Anti-Virus statistics:
 · Number of definitions - number provides the count of viruses defined in theup-to-date version of the virus database
 · Database release - specifies when and at what time the virus database waslast updated
 · Database version - defines the number of the currently installed virusdatabase version; and this number increases with every virus base update
 There is just one operating button available within this component's interface (Back) -press the button to return to the default AVG user interface (components overview).
 7.2. Anti-Spyware
 7.2.1. Anti-Spyware Principles
 Spyware is usually defined as a type of malware, i.e. software, that gathersinformation from a user's computer without the user's knowledge or consent. Somespyware applications may also be installed on purpose and often containadvertisements, window pop-ups or different types of unpleasant software.
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 Currently, the most common source of infection is websites with potentially dangerouscontent. Other methods of transmission, such as via e-mail or transmission by wormsand viruses are also prevalent. The most important protection is to use an always-onbackground scanner, Anti-Spyware, that works like a resident shield and scans yourapplications in the background as you run them.
 There is also the potential risk that malware has been transmitted to your computerprior to AVG installation, or that you have neglected to keep your AVG Anti-Virus2011 up-to-date with the latest database and program updates. For this reason, AVGallows you to fully scan your computer for malware/spyware using the scanningfeature. It also detects sleeping and non-active malware, i.e. malware that has beendownloaded but not yet activated.
 7.2.2. Anti-Spyware Interface
 The Anti-Spyware component's interface provides a brief overview on thecomponent's functionality, information on the component's current status, and some Anti-Spyware statistics:
 · Spyware definitions - number provides the count of spyware samples definedin the latest spyware database version
 · Database release - specifies when and at what time the spyware databasewas updated
 · Database version - defines the number of the latest spyware databaseversion; and this number increases with every virus base update
 There is just one operating button available within this component's interface (Back) -press the button to return to the default AVG user interface (components overview).
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 7.3. Link Scanner
 7.3.1. Link Scanner Principles
 LinkScanner protects you from the increasing number of ‘here today, gone tomorrow’threats on the web. These threats can be hidden on any type of website, fromgovernments to big, well-known brands to small businesses, and they rarely stickaround on those sites for more than 24 hours. LinkScanner protects you by analyzingthe web pages behind all the links on any web page you’re viewing and making surethey’re safe at the only time that matters – when you’re about to click that link.
 The LinkScanner technology consists of two features, Search-Shield and Surf-Shield:
 · Search-Shield contains list of websites (URL addresses) which are known tobe dangerous. When searching with Google, Yahoo!, WebHledani, Yandex,Baidu, Bing, AOL, AltaVista, EarthLink, Ask, Seznam, eBay, Twitter, Digg, orSlashDot, all results of the search are checked according to this list and averdict icon is shown (for Yahoo! search results only "exploited website"verdict icons are shown).
 · Surf-Shield scans the contents of the websites you are visiting, regardless ofthe websites address. Even if some website is not detected by Search-Shield(e.g. when a new malicious website is created, or when a previously cleanwebsite now contains some malware), it will be detected and blocked by Surf-Shield once you try to visit it.
 Note: LinkScanner is not intended for server platforms!
 7.3.2. Link Scanner Interface
 The LinkScanner component interface provides a brief description of the component'sfunctionality and information on its current status. Further, you can find theinformation on the latest LinkScannerdatabase version number (LinkScanner version).
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 LinkScanner Settings
 In the bottom part of the dialog you can edit several options:
 · Enable Search-Shield - (on by default): advisory notifying icons on searchesperformed with Google, Yahoo!, WebHledani, Yandex, Baidu, Bing, AOL,AltaVista, EarthLink, Ask, Seznam, eBay, Twitter, Digg, or SlashDot: havingchecked ahead the content of sites returned by the search engine.
 · Enable Surf-Shield - (on by default): active (real-time) protection againstexploitive sites as they are accessed. Known malicious site connections andtheir exploitive content is blocked as they are accessed by the user via a webbrowser (or any other application that uses HTTP).
 7.3.3. Search-Shield
 When searching Internet with the Search-Shield on, all search results returned fromthe most popular search engines (Google, Yahoo!, WebHledani, Yandex, Baidu, Bing,AOL, AltaVista, EarthLink, Ask, Seznam, eBay, Twitter, Digg, and SlashDot) areevaluated for dangerous or suspicious links. By checking these links and marking thebad links, the AVG Link Scanner warns you before you click on dangerous orsuspicious links, so you can ensure you only go to safe websites.
 While a link is being evaluated on the search results page, you will see a graphic signnext to the link informing that the link verification is in progress. When the evaluationis complete, the respective informative icon will be displayed:
 The linked page is safe (with Yahoo! search engine within AVG Security
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 Toolbar this icon will not be displayed!).
 The linked page does not contain threats but is somewhat suspicious (questionable in origin or motive, therefore not recommended for e-shoppingetc.).
 The linked page can be either safe itself, but containing further links topositively dangerous pages; or suspicious in code, though not directly employingany threats at the moment.
 The linked page contains active threats! For your own safety, you will not beallowed to visit this page.
 The linked page is not accessible, and so could not be scanned.
 Hovering over an individual rating icon will display details about the particular link inquestion. Information include additional details of the threat (if any), the IP address ofthe link and when the page was scanned by AVG:
 7.3.4. Surf-Shield
 This powerful protection will block malicious content of any webpage you try to open,and prevent it from being downloaded to your computer. With this feature enabled,clicking a link or typing in a URL to a dangerous site will automatically block you fromopening the web page thus protecting you from inadvertently being infected. It isimportant to remember that exploited web pages can infect your computer simply byvisiting the affected site, for this reason when you request a dangerous webpagecontaining exploits or other serious threats, the AVG Link Scanner will not allow yourbrowser to display it.
 If you do encounter a malicious web site, within your web browser the AVG LinkScanner will warn you with a screen similar to:
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 Entering such web site is highly risky and it cannot be recommended!
 7.4. Resident Shield
 7.4.1. Resident Shield Principles
 The Resident Shield component gives your computer continuous protection. It scansevery single file that is being opened, saved, or copied, and guards the system areasof the computer. When Resident Shield discovers a virus in a file that is accessed, itstops the operation currently being performed and does not allow the virus to activateitself. Normally, you do not even notice the process, as it runs "in the background",and you only get notified when threats are found; at the same time, Resident Shieldblocks activation of the threat and removes it. Resident Shield is being loaded in thememory of your computer during system startup.
 What the Resident Shield can do:
 · Scan for specific kinds of possible threats
 · Scan removable media (flash disk etc.)
 · Scan files with specific extensions or without extensions at all
 · Allow exceptions from scanning – specific files or folders that should never bescanned
 Warning: Resident Shield is loaded in the memory of your computer duringstartup, and it is vital that you keep it switched on at all times!
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 7.4.2. Resident Shield Interface
 Besides an overview of the Resident Shield functionality, and the information on thecomponent's status, the Resident Shield interface offers some statistic data as well:
 · Resident Shield has been running for - provides the time since the latestcomponent's launch
 · Threats detected and blocked - number of detected infections that wereprevented from being run/opened (if needed, this value can be reset; e.g. forstatistic purposes - Reset value)
 Resident Shield settings
 In the bottom part of the dialog window you will find the section called ResidentShield settings where you can edit some basic settings of the component'sfunctionality (detailed configuration, as with all other components, is available via theTools/Advanced settings item of the system menu).
 The Resident Shield is active option allows you to easily switch on/off residentprotection. By default, the function is on. With resident protection on you can furtherdecide how the possibly detected infections should be treated (removed):
 o either automatically (Remove all threats automatically)
 o or only after the user's approval (Ask me before removing threats)
 This choice has no impact on the security level, and it only reflects your preferences.
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 In both cases, you can still select whether you want to Scan for tracking cookies. Inspecific cases you can switch this option on to achieve maximum security levels,however it is switched off by default. (cookies = parcels of text sent by a server to aweb browser and then sent back unchanged by the browser each time it accessesthat server. HTTP cookies are used for authenticating, tracking, and maintainingspecific information about users, such as site preferences or the contents of theirelectronic shopping carts).
 Please note: The software vendor has set up all AVG components to give optimumperformance. Unless you have a real reason to do so, do not change the AVGconfiguration. Any changes to settings should only be performed by an experienceduser. If you need to change AVG configuration, select the system menu item Tools /Advanced settings and edit the AVG configuration in the newly opened AVGAdvanced Settings dialog.
 Control buttons
 The control buttons available within the Resident Shield interface are as follows:
 · Manage exceptions - opens the Resident Shield - Excluded Items dialogwhere you can define folders and files that should be left out from the Resident Shield scanning
 · Save changes - press this button to save and apply any changes made in thisdialog
 · Cancel - press this button to return to the default AVG user interface (components overview)
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 7.4.3. Resident Shield Detection
 Resident Shield scans files as they are copied, opened or saved. When a virus or anykind of threat is detected, you will be warned immediately via the following dialog:
 Within this warning dialog you will find data on the file that was detected and assignedas infected (File name), the name of the recognized infection (Threat name), and alink to the Virus encyclopedia where you can find detailed information on thedetected infection, if known (More info).
 Further, you have to decide what action should be taken now - the following optionsare available:
 Please note that, upon specific conditions (what kind of file is infected, andwhere it is located), not all of the options are always available!
 · Remove threat as Power User - check the box if you suppose that youmight not have sufficient rights to remove the threat as a common user. PowerUsers have extensive access rights, and if the threat is located in a certainsystem folder, you might need to use this checkbox to successfully remove it.
 · Heal - this button only appears if the detected infection can be healed. Then,it removes it from the file, and restores the file to the original state. If the fileitself is a virus, use this function to delete it (i.e. removed to the Virus Vault)
 · Move to Vault - the virus will be moved to AVG Virus Vault
 · Go to file - this option redirects you to the exact location of the suspiciousobject (opens new Windows Explorer window)
 http://www.avg.com/cz-en/virbase
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 · Ignore - we strictly recommend NOT TO use this option unless you have avery good reason to do so!
 In the bottom section of the dialog you can find the link Show details - click it toopen a pop-up window with detailed information on the process running while theinfection was detected, and the process' identification.
 The entire overview of all threats detected by Resident Shield can be found in theResident Shield detection dialog accessible from system menu option History /Resident Shield detection:
 The Resident Shield detection offers an overview of objects that were detected bythe Resident Shield, evaluated as dangerous and either cured or moved to the VirusVault. For each detected object the following information is provided:
 · Infection- description (possibly even name) of the detected object
 · Object - object location
 · Result - action performed with the detected object
 · Detection time - date and time the object was detected
 · Object Type - type of the detected object
 · Process - what action was performed to call out the potentially dangerousobject so that it could be detected
 In the bottom part of the dialog, under the list, you will find information on totalnumber of detected objects listed above. Further you can export the entire list of
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 detected objects in a file (Export list to file) and delete all entries on detectedobjects (Empty list). The Refresh list button will update the list of finding detectedby Resident Shield. The Back button switches you back to the default AVG userinterface (components overview).
 7.5. E-mail Scanner
 One of the most common sources of viruses and trojans is via e-mail. Phishing andspam make e-mail an even greater source of risks. Free e-mail accounts are more likelyto receive such malicious e-mails (as they rarely employ anti-spam technology), andhome users rely quite heavily on such e-mail. Also home users, surfing unknown sitesand filling in online forms with personal data (such as their e-mail address) increaseexposure to attacks via e-mail. Companies usually use corporate e-mail accounts andemploy anti-spam filters etc, to reduce the risk.
 7.5.1. E-mail Scanner Principles
 Personal E-mail Scanner scans incoming/outgoing e-mails automatically. You can useit with e-mail clients that do not have their own plug-in in AVG (but can be also usedto scan e-mail messages for e-mail clients that AVG supports with a specific plug-in, i.e. Microsoft Outlook, and The Bat). Primarily, it is to be used with e-mail applicationslike Outlook Express, Mozilla, Incredimail, etc.
 During AVG installation AVG there are automatic servers created for e-mail control:one for checking incoming e-mails and the second one for checking outgoing e-mails.Using these two servers e-mails are automatically checked on ports 110 and 25 (standard ports for sending/receiving e-mails).
 E-mail Scanner works as an interface between e-mail client and e-mail servers on theInternet.
 · Incoming mail: While receiving a message from the server, the E-mailScanner component tests it for viruses, removes infected attachments, andadds certification. When detected, viruses are quarantined in Virus Vaultimmediately. Then the message is passed to the e-mail client.
 · Outgoing mail: Message is sent from e-mail client to E-mail Scanner; it teststhe message and its attachments for viruses and then sends the message tothe SMTP server (scanning of outgoing e-mails is disabled by default, and canbe set up manually).
 Note: AVG E-mail Scanner is not intended for server platforms!
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 7.5.2. E-mail Scanner Interface
 In the E-mail Scanner component's dialog you can find a brief text describing thecomponent's functionality, information on its current status, and the followingstatistics:
 · Total e-mails scanned - how many e-mail messages were scanned since theE-mail Scanner was last launched (if needed, this value can be reset; e.g. forstatistic purposes - Reset value)
 · Threats found and blocked - provides the number of infections detected in e-mail messages since the last E-mail Scanner launch
 · Installed e-mail protection - information about a specific e-mail protectionplug-in referring to your default installed e-mail client
 E-mail Scanner settings
 In the bottom part of the dialog you can find the section named E-mail Scannersettings where you can edit some elementary features of the component'sfunctionality:
 · Scan incoming messages - check the item to specify that all e-mails delivered to your account should be scanned for viruses. By default, this item is on,and it is recommended not to change this setting!
 · Scan outgoing messages - check the item to confirm all e-mail sent fromyour account should be scanned for viruses. By default, this item is off.
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 · Display notification window while e-mail is being scanned - check theitem to confirm you want to be informed via notification dialog displayed overthe AVG icon on the system tray during the scanning of your mail via E-mailScanner component. By default, this item is on, and it is recommended not tochange this setting!
 The advanced configuration of the E-mail Scanner component is accessible via theTools/Advanced settings item of the system menu; however advancedconfiguration is recommended for experienced users only!
 Please note: The software vendor has set up all AVG components to give optimumperformance. Unless you have a real reason to do so, do not change the AVGconfiguration. Any changes to settings should only be performed by an experienceduser. If you need to change AVG configuration, select the system menu item Tools /Advanced settings and edit the AVG configuration in the newly opened AVGAdvanced Settings dialog.
 Control buttons
 The control buttons available within the E-mail Scanner interface are as follows:
 · Save changes - press this button to save and apply any changes made in thisdialog
 · Cancel - press this button to return to the default AVG user interface (components overview)
 7.5.3. E-mail Scanner Detection
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 In the E-mail Scanner detection dialog (accessible via system menu option History /E-mail Scanner detection) you will be able to see a list of all findings detected by theE-mail Scanner component. For each detected object the following information isprovided:
 · Infection- description (possibly even name) of the detected object
 · Object - object location
 · Result - action performed with the detected object
 · Detection time - date and time the suspicious object was detected
 · Object Type - type of the detected object
 In the bottom part of the dialog, under the list, you will find information on totalnumber of detected objects listed above. Further you can export the entire list ofdetected objects in a file (Export list to file) and delete all entries on detectedobjects (Empty list).
 Control buttons
 The control buttons available within the E-mail Scanner detection interface are asfollows:
 · Refresh list - updates the list of detected threats
 · Back - switches you back to the previously displayed dialog
 7.6. Update Manager
 7.6.1. Update Manager Principles
 No security software can guarantee true protection from various types of threatsunless it is regularly updated! Virus writers are always looking for new flaws that theycan exploit in both software and operating systems. New viruses, new malware, newhacking attacks appear daily. For this reason, software vendors are continually issuingupdates and security patches, to fix any security holes that are discovered.
 It is crucial to update your AVG regularly!
 The Update Manager helps you to control regular updating. Within this componentyou can schedule automatic downloads of update files either from the Internet, or thelocal network. Essential virus definition updates should be daily if possible. Less urgentprogram updates can be weekly.
 Note: Please pay attention to the AVG Updates chapter for more information onupdate types and levels!
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 7.6.2. Update Manager Interface
 The Update Manager's interface displays information about the component'sfunctionality and its current status, and provides the relevant statistical data:
 · Latest update - specifies when and at what time the database was updated
 · Virus database version - defines the number of the currently installed virusdatabase version; and this number increases with every virus base update
 · Next scheduled update - specifies when and at what time the database isscheduled to be updated again
 Update Manager settings
 In the bottom part of the dialog you can find the Update Manager settings sectionwhere you can perform some changes to the rules of the update process launch. Youcan define whether you wish the update files to be downloaded automatically (Startautomatic updates) or just on demand. By default, the Start automatic updatesoption is switched on and we recommend to keep it that way! Regular download of thelatest update files is crucial for proper functionality of any security software!
 Further you can define when the update should be launched:
 o Periodically - define the time interval
 o At a specific time interval - define the exact day time the update should be
 launched
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 By default, the update is set for every 4 hours. It is highly recommended to keep thissetting unless you have a true reason to change it!
 Please note: The software vendor has set up all AVG components to give optimumperformance. Unless you have a real reason to do so, do not change the AVGconfiguration. Any changes to settings should only be performed by an experienceduser. If you need to change AVG configuration, select the system menu item Tools /Advanced settings and edit the AVG configuration in the newly opened AVGAdvanced Settings dialog.
 Control buttons
 The control buttons available within the Update Manager interface are as follows:
 · Update now - launches an immediate update on demand
 · Save changes - press this button to save and apply any changes made in thisdialog
 · Cancel - press this button to return to the default AVG user interface (components overview)
 7.7. License
 In the Licence component interface you will find a brief text describing thecomponent's functionality, information on its current status, and the following information:
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 · License number - provides the shortened form of your license number (forsecurity reasons the last four symbols are missing). When entering yourlicense number, you have to be absolutely precise and type it exactly asshown. Therefore we strongly recommend to always use "copy & paste"method for any manipulation with the license number.
 · License type - specifies the product type installed.
 · License expires - this date determines the period of validity of your license. Ifyou want to go on using AVG Anti-Virus 2011 after this date you have torenew your license. The license renewal can be performed online on AVGwebsite.
 · Number of seats - how many workstations on which you are entitled to installyour AVG Anti-Virus 2011.
 Control buttons
 · Register - connects to the registration page of AVG website (http://www.avg.com/). Please fill in your registration data; only customers who registertheir AVG product can receive free technical support.
 · Re-activate - opens the Activate AVG dialog with the data you have enteredin the Personalize AVG dialog of the installation process. Within this dialogyou can enter your license number to either replace the sales number (thenumber you have installed AVG with), or to replace the old license number (e.g. when upgrading to a new AVG product).
 Note: If using the trial version of AVG Anti-Virus 2011, the buttons appear asBuy now and Activate, alowing you to buy the full version of the program rightaway. For AVG Anti-Virus 2011 installed with a sales number, the buttonsdisplay as Register and Activate.
 · Back - press this button to return to the default AVG user interface (components overview).
 http://www.avg.com
 http://www.avg.com
 http://www.avg.com
 http://www.avg.com
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 7.8. Remote Administration
 The Remote Administration component only displays in the user interface of AVGAnti-Virus 2011 in case you have installed the network edition of your product (seecomponent License). In the Remote Administration dialog you can find theinformation on whether the component is active and connected to server. All settingsof the Remote Administration component is to be done within the AdvancedSettings / Remote Administration.
 For detailed description of the component's options and functionality within the AVGRemote Administration system please refer to the specific documentation dedicated tothis topic exclusivety. This documentation is available for download at AVG website (www.avg.com), in the Support center / Download / Documentation section.
 Control buttons
 · Back - press this button to return to the default AVG user interface (components overview).
 7.9. Online Shield
 http://www.avg.com
 http://www.avg.com
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 7.9.1. Online Shield Principles
 Online Shield is a type of a real time resident protection; it scans the content ofvisited web pages (and possible files included in them) even before these aredisplayed in your web browser or downloaded to your computer.
 Online Shield detects that the page you are about to visit includes some dangerousjavascript, and prevents the page from being displayed. Also, it recognizes malwarecontained in a page and stops its downloading immediately so that it never gets toyour computer.
 Note: AVG Online Shield is not intended for server platforms!
 7.9.2. Online Shield Interface
 The Online Shield component's interface describes the behavior of this type ofprotection. Further you can find information on the component's current status. Inthe bottom part of the dialog you will then find the elementary editing options of thiscomponent's functionality:
 Online Shield Settings
 First of all, you have the option to immediately switch on/off the Online Shield bychecking the Enable Online Shield item. This option is enabled by default, and theOnline Shield component is active. However, if you do not have a good reason tochange this settings, we recommend to keep the component active. If the item ischecked, and the Online Shield is running, two more configuration options getactivated:

Page 49
						

A V G A nti-V irus 2011 © 2010 C opyright A V G Technologies C Z, s .r.o. A ll rights reserved. 49
 · Enable Web protection - this option confirms that the Online Shield shouldperform scanning of the website content.
 · Enable Instant Messaging protection - check this item if you wish theOnline Shield to verify the instant messaging communication (e.g. ICQ, MSNMessenger, Yahoo ...) is virus free.
 Please note: The software vendor has set up all AVG components to give optimumperformance. Unless you have a real reason to do so, do not change the AVGconfiguration. Any changes to settings should only be performed by an experienceduser. If you need to change AVG configuration, select the system menu item Tools /Advanced settings and edit the AVG configuration in the newly opened AVGAdvanced Settings dialog.
 Control buttons
 The control buttons available within the Online Shield interface are as follows:
 · Save changes - press this button to save and apply any changes made in thisdialog
 · Cancel - press this button to return to the default AVG user interface (components overview)
 7.9.3. Online Shield Detection
 Online Shield scans the content of visited web pages and possible files included inthem even before these are displayed in your web browser or downloaded to yourcomputer. If a threat is detected, you will be warned immediately with the followingdialog:
 Within this warning dialog you will find data on the file that was detected and assignedas infected (File name), the name of the recognized infection (Threat name), and alink to the Virus encyclopedia where you can find detailed information on thedetected infection (if known). The dialog provides the following buttons:
 · Show details - click the Show details button to open a new pop-up windowwhere you can find information on the process running while the infection wasdetected, and the process' identification.
 http://www.avg.com/cz-en/virbase
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 · Close - click the button to close the warning dialog.
 The suspect web page will not be opened, and the threat detection will be logged inthe list of Online Shield findings - this overview of detected threats is accessiblevia system menu History / Online Shield findings.
 For each detected object the following information is provided:
 · Infection- description (possibly even name) of the detected object
 · Object - object source (web page)
 · Result - action performed with the detected object
 · Detection time - date and time the threat was detected and blocked
 · Object Type - type of the detected object
 · Process - what action was performed to call out the potentially dangerousobject so that it could be detected
 In the bottom part of the dialog, under the list, you will find information on totalnumber of detected objects listed above. Further you can export the entire list ofdetected objects in a file (Export list to file) and delete all entries on detectedobjects (Empty list). The Refresh list button will update the list of finding detectedby Online Shield. The Back button switches you back to the default AVG userinterface (components overview).
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 7.10. Anti-Rootkit
 A rootkit is a program designed to take fundamental control of a computer system,without authorization by the system's owners and legitimate managers. Access to thehardware is rarely required as a rootkit is intended to seize control of the operatingsystem running on the hardware. Typically, rootkits act to obscure their presence onthe system through subversion or evasion of standard operating system securitymechanisms. Often, they are also Trojans as well, thus fooling users into believingthey are safe to run on their systems. Techniques used to accomplish this can includeconcealing running processes from monitoring programs, or hiding files or system datafrom the operating system.
 7.11. PC Analyzer
 The PC Analyzer component is able to scan your computer for system problems, andgive you a transparent overview of what might be aggravating your computer’s overallperformance. In the component's user interface you can see a chart divided into fourlines referring to respective categories: registry errors, junk files, fragmentation, andbroken shortcuts:
 · Registry Errors will give you the number of errors in Windows Registry. Asfixing the Registry requires quite advanced knowledge, we do not recommendto try and fix it yourself.
 · Junk Files will give you the number of files that can be most likely donewithout. Typically, these will be many kinds of temporary files, and files in theRecycle Bin.
 · Fragmentation will calculate the percentage of your harddisk that is
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 fragmented, i.e. used for a long time so that most files are now scattered ondifferent parts of the physical disk. You can use some defragmentation tool tofix this.
 · Broken Shortcuts will notify you of shortcuts that no longer work, lead tonon-existing locations etc.
 To start the analysis of your system, press the Analyze now button. You will then beable to watch the analysis progress and its results directly in the chart:
 The results overview provides the number of detected system problems (Errors)divided according to the respective categories tested. The analysis results will also bedisplayed graphically on an axis in the Severity column.
 Control buttons
 · Learn more - press the button to get to the AVG website (http://www.avg.com/) at page providing detailed and up-to-date information related to PCAnalyzer component
 · Analyze now (displayed before the analysis stars) - press this button to launch theimmediate analysis of your computer
 · Fix now (displayed once the analysis is finished) - press the button to get to theAVG website (http://www.avg.com/) at page providing detailed and up-to-dateinformation related to PC Analyzer component
 · Cancel - press this button to stop the running analysis, or to return to the
 http://www.avg.com
 http://www.avg.com
 http://www.avg.com
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 default AVG user interface (components overview) once the analysis iscompleted
 7.12. ID Protection
 AVG Identity Protection is an anti-malware product that is focused on preventingidentity thieves from stealing your passwords, bank account details, credit cardnumbers and other personal digital valuables from all kinds of malicious software (malware) that target your PC. It makes sure that all programs running on your PC areoperating correctly. AVG Identity Protection spots and blocks suspicious behavior ona continuous basis and protects your computer from all new malware.
 7.12.1. ID Protection Principles
 AVG Identity Protection is an anti-malware component that protects you from allkinds of malware (spyware, bots, identity theft, ...) using behavioral technologies andprovide zero day protection for new viruses. As malware gets sophisticated and comesin a form of normal programs that can open up your PC to the remote attacker foridentity theft, AVG Identity Protection secures you from these new execution basedmalware. It is a complimentary protection to AVG Anti-Virus that protects you fromfile based and known viruses using signature mechanism and scanning.
 We strongly recommend you have the both AVG Anti-Virus and AVG IdentityProtection components installed, in order to have complete protection for yourPC.
 7.12.2. ID Protection Interface
 The Identity Protection component interface provides a brief description of the

Page 54
						

A V G A nti-V irus 2011 © 2010 C opyright A V G Technologies C Z, s .r.o. A ll rights reserved. 54
 component's basic functionality, its status, and some statistical data:
 · Malware items removed - gives the number of applications detected asmalware, and removed
 · Processes monitored - number of currently running applications that arebeing monitored by IDP
 · Behaviors monitored - number of specific actions running within themonitored applications
 Identity Protection settings
 In the bottom part of the dialog you will find the Identity Protection settings sectionwhere you can edit some elementary features of the component's functionality:
 · Activate Identity Protection - (on by default): check to activate the IDPcomponent, and to open further editing options.
 In some cases, Identity Protection may report that some legitimate file issuspicious or dangerous. Since Identity Protection detects threats based ontheir behavior, this usually occurs when some program tries to monitor keypresses, install other programs or a new driver is installed on the computer.Therefore please select one of the following options specifying IdentityProtection component's behavior in case of a suspicious activity detection:
 o Always prompt - if an application is detected as malware, you will be
 asked whether it should be blocked (this option is on by default and it isrecommended not to change it unless you have a real reason to do so)
 o Automatically quarantine detected threats - all applications detected
 as malware will be blocked automatically
 o Automatically quarantine known threats - only those applications that
 are with absolute certainty detected as malware will be blocked
 Control buttons
 The control buttons available within the Identity Protection interface are as follows:
 · Save changes - press this button to save and apply any changes made in thisdialog
 · Cancel - press this button to return to the default AVG user interface (components overview)
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 8. AVG Security ToolbarAVG Security Toolbar is a new tool which works together with the LinkScannercomponent. AVG Security Toolbar can be used to control LinkScanner functions andto adjust its behavior.
 If you select to install the toolbar during the installation of AVG Anti-Virus 2011, itwill be added into your web browser (Internet Explorer 6.0 or higher, and MozillaFirefox 3.0 or higher) automatically. Other internet browsers are not supported at themoment.
 Note: In case you are using some alternative Internet browser (e.g Avant Browser)you can meet unexpected behavior.
 8.1. AVG Security Toolbar Interface
 The AVG Security Toolbar is designed to work with MS Internet Explorer (version6.0 or higher) and Mozilla Firefox (version 3.0 or higher). Once you have decided youwant to install AVG Security Toolbar (during the AVG installation process you wereasked to decide whether or not you wish to install the component), the componentwill be located in your web browser just under the address bar:
 The AVG Security Toolbar consists of the following:
 8.1.1. AVG logo button
 This button provides access to general toolbar items. Click the logo button to getredirected to AVG website. Clicking the pointer next to the AVG icon will open thefollowing:
 · Toolbar Info - link to the AVG Security Toolbar home page with detailedinformation on the toolbar's protection
 · Launch AVG - opens the AVG Anti-Virus 2011 user interface
 · AVG Info - opens a context menu with the following links leading importantsecurity information related to AVG Anti-Virus 2011:
 o About Threats - opens the AVG website at page providing most important
 data on top threats, virus removal recommendations, AVG updateinformation, access to Virus database and more relevant info
 o AVG News - opens the web page providing the latest AVG related press
 release
 http://www.avg.com
 http://www.avg.com/us-en/about-viruses
 http://www.avg.com/us-en/virbase
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 o Current Threat Level - opens the virus lab web page with a graphical
 display of the current threat level on the web
 o AVG Threat Labs - opens the AVG Site Reports website where you can
 search the specific threats by name and get detailed information on eachone
 · Options - opens a configuration dialog where you can adjust your AVGSecurity Toolbar settings to suit your needs - see the following chapter AVGSecurity Toolbar Options
 · Delete History - allows you within AVG Security Toolbar delete completehistory, or separately to delete search history, delete browser history, deletedownload history and delete cookies.
 · Update - checks for new updates for your AVG Security Toolbar
 · Help - provides options to open the help file, contact AVG technical support,send your product related feedback, or view the details of the current versionof the toolbar
 8.1.2. Yahoo! powered search box
 Yahoo! powered search box is easy and safe way to search the web using Yahoo!search. Enter a word or phrase into the search box press the Search button, or theEnter key, to start the search on the Yahoo! server directly, no matter what page iscurrently displayed. The search box also lists your search history. Searches donethrough the search box are analyzed using the Search-Shield protection.
 Alternatively, within the search field you can switch to Wikipedia, or some otherspecific search service - see picture:
 8.1.3. Protection Level
 The button labeled Total protection/Limited protection/No protection checks thestatus of the Surf-Shield and Search-Shield components. Total protection meansthat both these components are active. Limited protection refers to the fact that onlyone of these components is active, and with No protection they both are switchedoff. The respective button opens the Security tab in the Toolbar Options dialog,allowing you to assign AVG Security Toolbar functionality you want to use.
 http://www.avgthreatlabs.com/sitereports/tb/paid
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 8.1.4. Page Status
 Directly in the toolbar, this button displays the evaluation of the currently displayedweb page base on criteria of the Surf-Shield component:
 · - The linked page is safe
 · - Page is somewhat suspicious.
 · - Page containing links to positively dangerous pages.
 · - The linked page contains active threats! For your own safety, you willnot be allowed to visit this page.
 · - The page is not accessible, and so could not be scanned.
 Click the button to open an information panel with detailed data on the specific webpage.
 8.1.5. AVG News
 Directly from within the AVG Security Toolbar, this button opens an overview of thelatest Headline news related to AVG, both news from the press and company pressrelease:
 In the right upper corner you can see two red control buttons:
 · - the button opens the editing dialog where you can specify parameters ofthe AVG News button displayed within the AVG Security Toolbar:
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 o Show messages - change the desired number of messages that are to
 be displayed at a time
 o RSS design - select between Advanced/Basic mode of the current
 display of the news overview (by default, the Advanced mode is selected- see picture above)
 o Hide read messages - mark this item to confirm that each read
 message should not be displayed any longer, so that new messages canbe supplied
 · - click this button to close the currently opened news overview
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 8.1.6. News
 Similarly, directly from within the AVG Security Toolbar, this button opens anoverview of the latest news from selected media divided into several sections:
 In the right upper corner you can see two red control buttons:
 · - the button opens the editing dialog where you can specify parameters ofthe News button displayed within the AVG Security Toolbar:
 o Button name - you have the option of changing the button name as it is displayed
 within AVG Security Toolbar
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 o News edition - chose a country from the list to have displayed news from the
 selected region
 o Show messages - specify the desired number of messages that are to be displayed
 at a time
 o RSS design - switch between the Basic/Advanced option to select the design of the
 news overview (advanced design is set by default, see picture above)
 o Hide read messages - mark this item to confirm that any read message should not
 be displayed any longer in the news overview, and should be replaced by a newheadline
 o Button shows - in this field you can assign what sort of news should be displayed in
 the AVG Security Toolbar news overview
 · - click this button to close the currently opened news overview
 8.1.7. Delete history
 Using this button you can delete the history of your browser just like via the AVG logo-> Delete history option.
 8.1.8. E-mail Notifier
 The E-mail Notifier button allows you to activate the option of being informed aboutnewly arrived e-mail messages directly in the AVG Security Toolbar interface. Thebutton opens the following editing dialog where you can define parameters of your e-mail account and the e-mail display rules. Please follow the instructions in the dialog:
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 · Account type - Specify the protocol type your e-mail account uses. You canselect among the following alternatives: Gmail, POP3, or select the servername from the drop down menu within the Other item (at the moment, youcan use this option if your account is on Yahoo! Mail or Hotmail). If you arenot sure what e-mail server type your account uses, try to find the informationfrom your e-mail provider, or your internet service provider.
 · Login - In the login section provide the exact form of your e-mail address, andthe respective password. Keep the Auto Login option marked so that you donot have to fill in the data repeatedly.
 · Check for new e-mails every ... minutes - Define the time interval to beused to check for new e-mail messages (in the range of 5-120 minutes), andspecify whether and how you want to be informed about the new messagearrival.
 8.1.9. Weather Info
 The Weather button displays the information on the current temperature (updatedevery 3-6 hours) in your selected destination directly within the AVG SecurityToolbar interface. Click the button to open a new info panel with detailed weatheroverview:

Page 62
						

A V G A nti-V irus 2011 © 2010 C opyright A V G Technologies C Z, s .r.o. A ll rights reserved. 62
 Following find the editing options:
 · Change location - click the Change location text to display a new dialogcalled Search for your location. Fill in the name of your desired location intothe text field, and confirm by clicking the Search button. Next, within the listof all locations of the same name select the destination you are looking for.Finally, the info panel will be displayed again providing the weather informationfor the selected location.
 · Fahrenheit / Celsius converter - in the upper right-hand corner of the infopanel you can chose between the Fahrenheit and Celsius scales. Based onyour selection, the temperature information will be further provided in theselected scale.
 · Full Forecast - if interested in full and detailed forecast, use the FullForecast link to get to the specialized weather website at http://weather.yahoo.com/
 8.1.10. Facebook
 The Facebook button allows you connect to the Facebook social network from theAVG Security Toolbar directly. Click the button, and the login invitation appears; clickagain to open the Facebook login dialog. Provide your access data, and press theConnect button. If you do not have a Facebook account yet, you can create onedirectly using the Sign up for Facebook link.
 Once you get through the Facebook registration process, you will be invited to allowthe AVG Social Extension application. This application functionality is essential for thetoolbar - Facebook connection, therefore it is recommended to allow its functioning,therefore make sure you allow it.Then, the Facebook connection will be activated, andthe Facebook button within AVG Security Toolbar now offers the standard Facebookmenu options.
 http://weather.yahoo.com/
 http://weather.yahoo.com/
 http://www.facebook.com/
 http://www.facebook.com/
 http://www.facebook.com/
 http://www.facebook.com/
 http://www.facebook.com/
 http://www.facebook.com/
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 8.2. AVG Security Toolbar Options
 All AVG Security Toolbar parameters configuration is accessible directly within theAVG Security Toolbar panel. The editing interface opens via the AVG / Options toolbarmenu item in a new dialog called Toolbar Options divided into four sections:
 8.2.1. Tab General
 On this tab you can specify toolbar control buttons that should be displayed or hiddenwithin the AVG Security Toolbar panel. Mark any option in case you want to havedisplayed the respective button. Further find described the functionality of each of thetoolbar buttons:
 · Page Status Button - the button offers the possibility of having displayed theinformation on the currently opened page security status within AVG SecurityToolbar
 · AVG News Button - the button opens a web page providing the latest AVGrelated press release
 · News Button - the button provides a structured overview of current newsfrom the daily press
 · Delete History Button - this button allows you to Delete complete history, orDelete search history, Delete browser history, Delete download history, orDelete cookies directly from the AVG Security Toolbar panel
 · E-mail Notifier Button - the button allows you to have displayed your newlyarrived e-mail messages within the AVG Security Toolbar interface
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 · Weather Button - the button offers an immediate information on the weathersituation in a selected location
 · Facebook Button - the button offers a direct connection to the Facebooksocial network
 8.2.2. Tab Useful Buttons
 The Useful Buttons tab allows you to select applications from a list and have theiricon displayed in the toolbar interface. The icon then serves as a quick link enabling tolaunch the respective application immediately.
 http://www.facebook.com/
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 8.2.3. Tab Security
 The Security tab is divided into two sections, AVG Browser Security and Ratings,where you can mark specific check-boxes to assign AVG Security Toolbarfunctionality you want to use:
 · AVG Browser Security - check this item to activate or switch-off theSearch-Shield and/or Surf-Shield service
 · Ratings - select graphical symbols used for search results ratings by theSearch-Shield component that you want to use:
 o page is safe
 o page is somewhat suspicious
 o page containing links to positively dangerous pages
 o page contains active threats
 o page is not accessible, and so could not be scanned
 Mark the respective option to confirm you want to be informed about thisspecific threat level. However, display of the red mark assigned to pagescontaining active and dangerous threats cannot be switched-off. Again, it isrecommended to keep the default configuration set by the program vendorunless you have a real reason to change it.
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 8.2.4. Tab Advanced Options
 On the Advanced Options tab first select what search engine you want to use asdefault. You have the choice of Yahoo!, Baidu, WebHledani, and Yandex. Havingchanged the default search engine, please restart your internet browser for thechange to take effect.
 Further, you can activate or switch-off further specific AVG Security Toolbar settings(the listed caption refers to the default Yahoo! settings):
 · Set and keep Yahoo! as the search provider for Address bar - if marked,this option allows you to type a search keyword directly into the address barinto your Internet browser and the Yahoo! service will be used automatically tosearch for relevant websites.
 · Let AVG make suggestion on browser navigation errors (404/DNS) - ifwhen searching the web you run into a non-existing page, or a page thatcannot be displayed (404 error), you will be automatically redirected to a webpage that allows you to select from an overview of alternative topic-relatedpages.
 · Set and keep Yahoo! as the search provider - Yahoo! is the default searchengine for web search within AVG Security Toolbar, and activating this optionit can also become your web browser default search engine.
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 9. AVG Advanced SettingsThe advanced configuration dialog of AVG Anti-Virus 2011 opens in a new windownamed Advanced AVG Settings. The window is divided into two sections: the leftpart offers a tree-arranged navigation to the program configuration options. Select thecomponent you want to change the configuration of (or its specific part) to open theediting dialog in the right-hand section of the window.
 9.1. Appearance
 The first item of the navigation tree, Appearance, refers to the general settings ofthe AVG user interface and a few elementary options of the application's behavior:
 Language selection
 In the Language selection section you can chose your desired language from thedrop-down menu; the language will then be used for the entire AVG user interface.The drop-down menu only offers those languages you have previously selected to beinstalled during the installation process (see chapter Custom Option) plus English (thatis installed by default). However, to finish switching the application to anotherlanguage you have to restart the user interface; follow these steps:
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 · Select the desired language of the application and confirm your selection bypressing the Apply button (right-hand bottom corner)
 · Press the OK button confirm
 · New dialog window pops-up informing you the language change of AVG userinterface requires the application restart:
 Balloon tray notifications
 Within this section you can suppress display of system tray balloon notifications onthe status of the application. By default, the balloon notifications are allowed to bedisplayed, and it is recommended to keep this configuration! The balloon notificationstypically inform on some AVG component's status change, and you should payattention to them!
 However, if for some reason you decide you do not wish these notifications to bedisplayed, or you would like only certain notifications (related to a specific AVGcomponent) to be displayed, you can define and specify your preferences bychecking/unchecking the following options:
 · Display system tray notifications - by default, this item is checked (switched on), and notifications are displayed. Uncheck this item to completelyturn off the display of all balloon notifications. When turned on, you canfurther select what specific notifications should be displayed:
 o Display tray notifications about update - decide whether information
 regarding AVG update process launch, progress, and finalization should bedisplayed;
 o Display components state change notifications - decide whether
 information regarding component's activity/inactivity or its possibleproblem should be displayed. When reporting a component's fault status,this option equals to the informative function of the system tray icon(color changing) reporting a problem in any AVG component;
 o Display Resident Shield related tray notifications (automatic action)
 - decide whether information regarding file saving, copying, and openingprocesses should be displayed or suppressed (this configuration onlydemonstrates if the Resident Shield Auto-heal option is on);
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 o Display tray notifications about scanning - decide whether
 information upon automatic launch of the scheduled scan, its progressand results should be displayed;
 o Display E-mail Scanner related tray notifications - decide whether
 information upon scanning of all incoming and outgoing e-mail messagesshould be displayed.
 Gaming mode
 This AVG function is designed for full-screen applications where possible AVGinformation balloons (displayed e.g. when a scheduled scan is started) would bedisturbing (they could minimize the application or corrupt its graphics). To avoid thissituation, keep the check box for the Enable gaming mode when a full-screenapplication is executed option marked (default setting).
 9.2. Sounds
 Within the Sounds dialog you can specify whether you want to be informed aboutspecific AVG actions by a sound notification. If so, check the Enable sound eventsoption (off by default) to activate the list of AVG actions:
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 Then, select the respective event from the list and browse (Browse) your disk for anappropriate sound you want to assign to this event. To listen to the selected sound,highlight the event in the list and push the Play button. Use the Delete button toremove the sound assigned to a specific event.
 Note: Only *.wav sounds are supported!
 9.3. Ignore Faulty Conditions
 In the Ignore faulty components conditions dialog you can tick those componentsthat you do not want to get informed about:
 By default, no component is selected in this list. It means that if any component getto an error status, you will be informed about it immediately via:
 · system tray icon - while all parts of AVG are working properly, the icon isdisplayed in four colors; however, if an error occurs, the icon appears with ayellow exclamation mark,
 · text description of the existing problem in the Security Status Info section ofthe AVG main window
 There might be a situation that for some reason you need to switch a component offtemporarily (this is not recommended, you should try to keep all components
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 permanently on and in default configuration, but it may be happen). In that case thesystem tray icon automatically reports the component's error status. However, in thisvery case we cannot talk about an actual error since you have deliberately induced ityourself, and you are aware of the potential risk. At the same time, once beingdisplayed in grey color, the icon cannot actually report any possible further error thatmight appear.
 For this situation, within the above dialog you can select components that may be inan error state (or switched off) and you do not wish to get informed about it. Thesame option of Ignoring component state is also available for specific componentsdirectly from the components overview in the AVG main window.
 9.4. Virus Vault
 The Virus Vault maintenance dialog allows you to define several parametersregarding the administration of objects stored in the Virus Vault:
 · Limit Virus Vault size - use the slider to set up the maximum size of the VirusVault. The size is specified proportionally compared to the size of your localdisk.
 · Automatic file deletion - in this section define the maximum length of timethat objects should be stored in the Virus Vault (Delete files older than ...days), and the maximum number of files to be stored in the Virus Vault (
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 Maximum number of files to be stored)
 9.5. PUP Exceptions
 AVG Anti-Virus 2011 is able to analyze and detect executable applications or DLLlibraries that could be potentially unwanted within the system. In some cases the usermay wish to keep certain unwanted programs on the computer (programs that wereinstalled on purpose). Some programs, especially free ones, include adware. Suchadware might be detected and reported by AVG as a potentially unwanted program. If you wish to keep such a program on your computer, you can define it as a potentially unwanted program exception:
 The Potentially Unwanted Programs Exceptions dialog displays a list of alreadydefined and currently valid exceptions from potentially unwanted programs. You canedit the list, delete existing items, or add new exceptions. The following informationcan be found in the list for every single exception:
 · File - provides the name of the respective application
 · File Path - shows the way to the application's location
 · Checksum - displays the unique 'signature' of the chosen file. This checksumis an automatically generated string of characters, which allows AVG tounequivocally distinguish the chosen file from other files. The checksum is
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 generated and displayed after successful addition of the file.
 Control buttons
 · Edit - opens an editing dialog (identical with the dialog for a new exceptiondefinition, see below) of an already defined exception where you can changethe exception's parameters
 · Remove - deletes the selected item from the list of exceptions
 · Add exception - open an editing dialog where you can define parameters ofthe new exception to be created:
 o File - type the full path to the file that you want to mark as an
 exception
 o Checksum - displays the unique 'signature' of the chosen file. This
 checksum is an automatically generated string of characters, whichallows AVG to unequivocally distinguish the chosen file from other files.The checksum is generated and displayed after successful addition of thefile.
 o File Info - displays any additional information available about the file (
 license/version information etc.)
 o Any location - do not use full path - if you want to define this file as
 an exception only for the specific location, then leave this checkboxunchecked. If the checkbox is marked, the specified file is defined as anexception no matter where it is located (however, you have to fill in thefull path to the specific file anyway; the file will then be used as a uniqueexample for the possibility that two files of the same name appear inyour system).
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 9.6. Online Shield
 The Online Shield dialog allows you to activate/deactivate the entire Online Shieldcomponent via the Enable Online Shield option (activated by default). For furtheradvanced settings of this component please continue to the subsequent dialogs aslisted in the tree navigation:
 · Web Protection
 · Instant Messaging
 Threat notification mode
 In the bottom section of the dialog, select in which way you wish to be informedabout possible detected threat: via standard pop-up dialog, via tray balloonnotification, or via tray icon info.
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 9.6.1. Web Protection
 In the Web Protection dialog you can edit the component's configuration regardingthe scan of the website content. The editing interface allows you to configure thefollowing elementary options:
 · Enable Web protection - this option confirms that the Online Shield shouldperform scanning of the www pages content. Provided this option is on (bydefault), you can further switch on/off these items:
 o Check archives - (off by default): scan the content of archives possibly
 included in the www page to be displayed.
 o Report Potentially Unwanted Programs and Spyware threats - (on
 by default): check to activate the Anti-Spyware engine, and scan forspyware as well as for viruses. Spyware represents a questionablemalware category: even though it usually represents a security risk,some of these programs can be installed intentionally. We recommend tokeep this feature activated as it increases your computer security.
 o Report enhanced set of Potentially Unwanted Programs - (off by
 default): mark to detect extended package of spyware: programs thatare perfectly ok and harmless when acquired from the manufacturerdirectly, but can be misused for malicious purposes later. This is an
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 additional measure that increases your computer security even more,however it can possibly block legal programs, and is therefore switchedoff by default.
 o Use heuristic analysis - (on by default): scan the content of the page
 to be displayed using the heuristic analysis method (dynamic emulationof the scanned object’s instructions in a virtual computer environment).
 o Enable thorough scanning (off by default) - in specific situations (suspicious of
 your computer being infected) you may check this option to activate the mostthorough scanning algorithms that will scan even those areas of your computer thatcan hardly get infected, just to be absolutely sure. Remember though that thismethod is rather time consuming.
 o Maximum part size of a file to be scanned - if included files are present in the
 displayed page you can also scan their content even before these are downloadedto your computer. However, scanning of large files takes quite some time and theweb page download might be slowed significantly. You can use the slide bar tospecify the maximum size of a file that is still to be scanned with Online Shield.Even if the downloaded file is bigger than specified, and therefore will not bescanned with Online Shield, you are still protected: in case the file is infected, the Resident Shield will detect it immediately.
 o Exclude host/IP/domain - into the text field you can type the exact name of a
 server (host, IP address, IP address with mask, or URL) or a domain that should notbe scanned by Online Shield. Therefore exclude only host that you can beabsolutely sure would never provide dangerous website content.
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 9.6.2. Instant Messaging
 In the Instant Messaging Shield dialog you can edit the Online Shield componentssettings referring to instant messaging scanning. Currently the following three instantmessaging programs are supported: ICQ, MSN, and Yahoo - tick the respective itemfor each of them if you want the Online Shield to verify the on-line communication isvirus free.
 For further specification of allowed/blocked users you can see and edit the respectivedialog (Advanced ICQ, Advanced MSN, Advanced Yahoo) and specify the Whitelist(list of users that will be allowed to communicate with you) and Blacklist (users thatshould be blocked).
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 9.7. Link Scanner
 The LinkScanner settings dialog allows you to switch on/off the elementary featuresof the LinkScanner:
 · Enable Search-Shield - (on by default): advisory notifying icons on searchesperformed with Google, Yahoo!, WebHledani, Yandex, Baidu, Bing, AOL,AltaVista, EarthLink, Ask, Seznam, eBay, Twitter, Digg, or SlashDot havingchecked ahead the content of sites returned by the search engine.
 · Enable Surf-Shield - (on by default): active (real-time) protection againstexploitive sites as they are accessed. Known malicious site connections andtheir exploitive content is blocked as they are accessed by the user via a webbrowser (or any other application that uses HTTP).
 · Add 'Secured by LinkScanner' ... - mark this item to confirm you wish toenter the certification notice on Link Scanner check into all messagescontaining active hyperlinks, that were sent from Facebook and MySpacesocial networks.
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 9.8. Scans
 The advanced scan settings is divided into four categories referring to specific scantypes as defined by the software vendor:
 · Whole Computer scan - standard predefined scan of the entire computer
 · Shell Extension Scan - specific scanning of a selected object directly from theWindows Explorer environment
 · Scan Specific Files or Folders - standard predefined scan of selected areas ofyour computer
 · Removable Device Scan - specific scanning of removable devices attachedto your computer
 9.8.1. Scan Whole Computer
 The Whole Computer scan option allows you to edit parameters of one of the scanspredefined by the software vendor, Scan of the whole computer:
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 Scan settings
 The Scan settings section offers a list of scanning parameters that can be optionallyswitched on/off:
 · Automatically heal/remove infection (on by default) - if a virus is identifiedduring scanning it can be healed automatically if a cure is available. If theinfected file cannot be healed automatically, the infected object will be movedto the Virus Vault.
 · Report Potentially Unwanted Programs and Spyware threats (on bydefault) - check to activate the Anti-Spyware engine, and scan for spywareas well as for viruses. Spyware represents a questionable malware category:even though it usually represents a security risk, some of these programs canbe installed intentionally. We recommend to keep this feature activated as itincreases your computer security.
 · Report enhanced set of Potentially Unwanted Programs (off by default) -mark to detect extended package of spyware: programs that are perfectly okand harmless when acquired from the manufacturer directly, but can bemisused for malicious purposes later. This is an additional measure thatincreases your computer security even more, however it can possibly blocklegal programs, and is therefore switched off by default.
 · Scan for Tracking Cookies (off by default) - this parameter of the Anti-Spyware component defines that cookies should be detected; (HTTP cookiesare used for authenticating, tracking, and maintaining specific informationabout users, such as site preferences or the contents of their electronicshopping carts)
 · Scan inside archives (off by default) - this parameters defines that scanningshould check all files stored inside archives, e.g. ZIP, RAR, ...
 · Use Heuristics (on by default) - heuristic analysis (dynamic emulation of thescanned object’s instructions in a virtual computer environment) will be one ofthe methods used for virus detection during scanning;
 · Scan system environment (on by default) - scanning will also check thesystem areas of your computer.
 · Enable thorough scanning (off by default) - in specific situations (suspiciousof your computer being infected) you may check this option to activate themost thorough scanning algorithms that will scan even those areas of yourcomputer that can hardly get infected, just to be absolutely sure. Rememberthough that this method is rather time consuming.
 Further you should decide whether you want to have scanned
 · All file types with the possibility of defining exceptions from scanning by
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 providing a list of comma separated (having been saved, the commas changeinto semicolons) file extensions that should not be scanned;
 · Selected file types - you can specify that you want to scan only files thatare possibly infectable (files that cannot get infected will not be scanned, forinstance some plain text files, or some other non-executable files), includingmedia files (video, audio files - if you leave this box unchecked, it will reducethe scanning time even more, because these files are often quite large andare not too likely to be infected by a virus). Again, you can specify byextensions which files are those that should always be scanned.
 · Optionally, you can decide you want to Scan files without extension - thisoption is on by default, and it is recommended that you keep it so unless youhave a real reason to change it. Files with no extension are rather suspiciousand should be scanned at all times.
 Adjust how quickly Scan completes
 Within the Adjust how quickly scan completes section you can further specify thedesired scanning speed dependent on system resource usage. By default, this optionvalue is set to the medium level of automatic resource usage. If you want thescanning to run faster, it will take less time but system resources usage will increasesignificantly during the scan, and will slow down your other activities on the PC (thisoption can be used when your computer is switched on but nobody is currentlyworking on it). On the other hand, you can decrease system resources usage byextending the scanning duration.
 Set additional scan reports ...
 Click the Set additional scan reports ... link to open a standalone dialog windowcalled Scan reports where you can tick several items to define what scan findingsshould be reported:
 9.8.2. Shell Extension Scan
 Similar to the previous Whole Computer scan item, this item named Shell extensionscan also offers several options for editing the scan predefined by the softwarevendor. This time the configuration is related to scanning of specific objects launcheddirectly from the Windows Explorer environment (shell extension), see chapterScanning in Windows Explorer:
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 The list of parameters is identical to those available for the Scan of the wholecomputer. However, the default settings differ (for instance, Whole Computer scanby default does not check the archives but it does scan the system environment,while with the Shell Extension Scan it is the other way).
 Note: For a description of specific parameters please consult the chapter AVGAdvanced Settings / Scans / Whole Computer scan.
 Compared to Whole Computer scan dialog, the Shell extension scan dialog alsoincludes the section named Other settings related to AVG User Interface, whereyou can specify whether you want the scan progress and scan results to beaccessible from the AVG user interface. Also, you can define that the scan resultshould only be displayed in case an infection is detected during scanning.
 9.8.3. Scan Specific Files or Folders
 The editing interface for Scan specific files or folders is identical to the WholeComputer scan editing dialog. All configuration options are the same; however, thedefault settings are more strict for the Scan of the whole computer:
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 All parameters set up in this configuration dialog apply only to the areas selected forscanning with the Scan of specific files or folders!
 Note: For a description of specific parameters please consult the chapter AVGAdvanced Settings / Scans / Whole Computer scan.
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 9.8.4. Removable Device Scan
 The editing interface for Removable device scan is also very similar to the WholeComputer scan editing dialog:
 The Removable device scan is launched automatically once you attach anyremovable device to your computer. By default, this scanning is switched off.However, it is crucial to scan removable devices for potential threats since these are amajor source of infection. To have this scanning ready and launched automaticallywhen needed, mark the Enable Removable device scan option.
 Note: For a description of specific parameters please consult the chapter AVGAdvanced Settings / Scans / Whole Computer scan.
 9.9. Schedules
 In the Schedules section you can edit the default settings of:
 · Scheduled scan
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 · Virus database update schedule
 · Program update schedule
 9.9.1. Scheduled Scan
 Parameters of the scheduled scan can be edited (or a new schedule set up) on threetabs:
 On the Schedule settings tab you can first check/uncheck the Enable this task itemto simply deactivate the scheduled test temporarily, and switch it on again as theneed arises.
 Next, in the text field called Name (deactivated for all default schedules) there is thename assigned to this very schedule by the program vendor. For newly addedschedules (you can add a new schedule by mouse right-click over the Scheduledscan item in the left navigation tree) you can specify your own name, and in thatcase the text field will be open for editing. Try to always use brief, descriptive and aptnames for scans to make it easier to later recognize the scan from others.
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 Example: It is not appropriate to call the scan by the name of "New scan" or "Myscan" since these names do not refer to what the scan actually checks. On the otherhand, an example of a good descriptive name would be "System areas scan" etc. Alsoit is not necessary to specify in the scan's name whether it is the scan of the wholeof the computer or just a scan of selected files or folders - your own scans willalways be a specific version of the scan of selected files or folders.
 In this dialog you can further define the following parameters of the scan:
 Schedule running
 Here, you can specify time intervals for the newly scheduled scan launch. The timingcan either be defined by the repeated scan launch after a certain period of time (Runevery ...) or by defining an exact date and time (Run at specific time interval ...),or possibly by defining an event that the scan launch should be associated with (Action based on computer startup).
 Advanced schedule options
 This section allows you to define under which conditions the scan should/should notbe launched if the computer is in low power mode or switched off completely.
 Once the scheduled scan is launched in the time you have specified, you will beinformed on this fact via a pop-up window opened over the AVG system tray icon:
 A new AVG system tray icon then appears (in full color with a flash light) informing ascheduled scan is running. Right-click on the running scan AVG icon to open a contextmenu where you can decide to pause or even stop the running scan, and also changethe priority of the currently running scan:
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 On the How to scan tab you will find a list of scanning parameters that can beoptionally switched on/off. By default, most parameters are switched on and thefunctionality will be applied during scanning. Unless you have a valid reason to changethese settings we recommend to keep the predefined configuration:
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 · Automatically heal/remove infection (on by default): if a virus is identifiedduring scanning it can be healed automatically if a cure is available. If theinfected file cannot be healed automatically, the infected object will be movedto the Virus Vault.
 · Report Potentially Unwanted Programs and Spyware threats (on bydefault): check to activate the Anti-Spyware engine, and scan for spywareas well as for viruses. Spyware represents a questionable malware category:even though it usually represents a security risk, some of these programs canbe installed intentionally. We recommend to keep this feature activated as itincreases your computer security.
 · Report enhanced set of Potentially Unwanted Programs (off by default):mark to detect extended package of spyware: programs that are perfectly okand harmless when acquired from the manufacturer directly, but can bemisused for malicious purposes later. This is an additional measure thatincreases your computer security even more, however it can possibly blocklegal programs, and is therefore switched off by default.
 · Scan for Tracking Cookies (off by default): this parameter of the Anti-Spyware component defines that cookies should be detected during scanning;(HTTP cookies are used for authenticating, tracking, and maintaining specificinformation about users, such as site preferences or the contents of theirelectronic shopping carts)
 · Scan inside archives (off by default): this parameter defines the scanningshould check all files even if they are stored inside an archive, e.g. ZIP,RAR, ...
 · Use Heuristics (on by default): heuristic analysis (dynamic emulation of thescanned object’s instructions in a virtual computer environment) will be one ofthe methods used for virus detection during scanning;
 · Scan system environment (on by default): scanning will also check thesystem areas of your computer;
 · Enable thorough scanning (off by default) - in specific situations (suspiciousof your computer being infected) you may check this option to activate themost thorough scanning algorithms that will scan even those areas of yourcomputer that can hardly get infected, just to be absolutely sure. Rememberthough that this method is rather time consuming.
 · Scan for rootkits (off by default): tick this item if you want to include therootkit detection into scanning of the entire computer. The rootkit detection isalso available on its own within the Anti-Rootkit component;
 Further you should decide whether you want to have scanned
 · All file types with the possibility of defining exceptions from scanning byproviding a list of comma separated (having been saved, the commas changeinto semicolons) file extensions that should not be scanned;
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 · Selected file types - you can specify that you want to scan only files thatare possibly infectable (files that cannot get infected will not be scanned, forinstance some plain text files, or some other non-executable files), includingmedia files (video, audio files - if you leave this box unchecked, it will reducethe scanning time even more, because these files are often quite large andare not too likely to be infected by a virus). Again, you can specify byextensions which files are those that should always be scanned.
 · Optionally, you can decide you want to Scan files without extension - thisoption is on by default, and it is recommended that you keep it so unless youhave a real reason to change it. Files with no extension are rather suspiciousand should be scanned at all times.
 Adjust how quickly Scan completes
 Within the Adjust how quickly Scan completes section you can further specify thedesired scanning speed dependent on system resource usage. By default, this optionis set to the medium level of automatic resource usage. If you want the scanning torun faster, it will take less time but the system resources usage will increasesignificantly during the scan, and will slow down your other activities on the PC (thisoption can be used when your computer is switched on but nobody is currentlyworking on it). On the other hand, you can decrease the system resources usage byextending the scanning duration.
 Set additional scan reports
 Click the Set additional scan reports ... link to open a standalone dialog windowcalled Scan reports where you can tick several items to define what scan findingsshould be reported:
 Additional scan settings
 Click the Additional scan settings ... to open a new Computer shutdown optionsdialog where you can decide whether the computer should be shut down automaticallyonce the running scanning process is over. Having confirmed this option (Shutdowncomputer upon scan completion), a new option activates that allows the computerto shut down even if it is currently locked (Force shutdown if computer is locked).
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 On the What to scan tab you can define whether you want to schedule scanning ofthe whole computer or scanning of specific files or folders. If you select scanning ofspecific files or folders, in the bottom part of this dialog the displayed tree structureactivates and you can specify the folders to be scanned.
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 9.9.2. Virus Database Update Schedule
 On the Schedule settings tab you can first check/uncheck the Enable this task itemto simply deactivate the scheduled virus database update temporarily, and switch iton again as the need arises. The basic virus database update scheduling is coveredwithin the Update Manager component. Within this dialog you can set up somedetailed parameters of the virus database update schedule. In the text field called Name (deactivated for all default schedules) there is the name assigned to this veryschedule by the program vendor.
 Schedule running
 In this section, specify the time intervals for the newly scheduled virus databaseupdate launch. The timing can either be defined by the repeated update launch after acertain period of time (Run every ...) or by defining an exact date and time (Run atspecific time ...).
 Advanced schedule options
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 This section allows you to define under which conditions the virus database updateshould/should not be launched if the computer is in low power mode or switched offcompletely.
 Other update settings
 Finally, check the Run the update again as soon as the Internet connection isavailable option to make sure than if the internet connection gets corrupted and theupdate process fails, it will be launched again immediately after the internetconnection is restored.
 Once the scheduled update is launched in the time you have specified, you will beinformed on this fact via a pop-up window opened over the AVG system tray icon (provided that you have kept the default configuration of the the Advanced Settings/Appearance dialog).
 9.9.3. Program Update Schedule
 On the Schedule settings tab you can first check/uncheck the Enable this task itemto simply deactivate the scheduled program update temporarily, and switch it on again
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 as the need arises. In the text field called Name (deactivated for all default schedules) there is the name assigned to this very schedule by the program vendor.
 Schedule running
 Here, specify the time intervals for the newly scheduled program update launch. Thetiming can either be defined by the repeated update launch after a certain period oftime (Run every ...) or by defining an exact date and time (Run at specific time ...),or possibly by defining an event that the update launch should be associated with (Action based on computer startup).
 Advanced schedule options
 This section allows you to define under which conditions the program update should/should not be launched if the computer is in low power mode or switched offcompletely.
 Other update settings
 Check the Run the update again as soon as the Internet connection is availableoption to make sure than if the internet connection gets corrupted and the updateprocess fails, it will be launched again immediately after the internet connection isrestored.
 Once the scheduled update is launched in the time you have specified, you will beinformed on this fact via a pop-up window opened over the AVG system tray icon (provided that you have kept the default configuration of the the Advanced Settings/Appearance dialog).
 Note: If a time coincidence of a scheduled program update and scheduled scanoccurs, the update process is of higher priority and the scan will get interrupted.
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 9.10. E-mail Scanner
 The E-mail Scanner dialog is divided into three sections:
 E-mail scanning
 In this section, you can set these basics for incoming and/or outgoing e-mailmessages:
 · Check incoming e-mail (on by default) - mark to switch on/off the option ofscanning of all e-mail messages delivered to your e-mail client
 · Check outgoing e-mail (off by default) - mark to switch on/off the option ofscanning of all e-mails sent from your account
 · Modify subject of virus infected messages (off by default) - if you want tobe warned the scanned e-mail message was detected as infectious, mark thisitem and fill in the desired text into the text field. This text will then be addedto the "Subject" field for each detected e-mail message for easier identificationand filtering. The default value is ***VIRUS*** which we recommend to keep.
 Scanning properties
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 In this section, you can specify how the e-mail messages will be scanned:
 · Use Heuristics (on by default) - check to use heuristics detection methodwhen scanning e-mail messages. When this option is on, you can filter e-mailattachments not only by extension but also the actual contents of theattachment will be considered. The filtering can be set in the Mail Filteringdialog.
 · Report Potentially Unwanted Programs and Spyware threats (on bydefault) - check to activate the Anti-Spyware engine, and scan for spywareas well as for viruses. Spyware represents a questionable malware category:even though it usually represents a security risk, some of these programs canbe installed intentionally. We recommend to keep this feature activated as itincreases your computer security.
 · Report enhanced set of Potentially Unwanted Programs (off by default) -mark to detect extended package of spyware: programs that are perfectly okand harmless when acquired from the manufacturer directly, but can bemisused for malicious purposes later. This is an additional measure thatincreases your computer security even more, however it can possibly blocklegal programs, and is therefore switched off by default.
 · Scan inside archives (on by default) - check to scan contents of archivesattached to e-mail messages.
 · Enable thorough scanning (off by default) - in specific situations (e.g.suspicious of your computer being infected by an virus or exploit) you maycheck this option to activate the most thorough scanning algorithms that willscan even those areas of your computer that can hardly get infected, just tobe absolutely sure. Remember though that this method is rather timeconsuming.
 E-mail attachments reporting
 In this section, you can set additional reports about potentially dangerous orsuspicious files. Please note that no warning dialog will be displayed, only acertification text will be added to the end of the e-mail message, and all such reportswill be listed in the E-mail Scanner detection dialog:
 · Report password protected archives – archives (ZIP, RAR etc.) that areprotected by password are not possible to scan for viruses; check the box toreport these as potentially dangerous.
 · Report password protected documents – documents protected by passwordare not possible to scan for viruses; check the box to report these aspotentially dangerous.
 · Report files containing macros – a macro is a predefined sequence of stepsaimed to make certain tasks easier for a user (MS Word macros are widelyknown). As such, a macro can contain potentially dangerous instructions, and
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 you might like to check the box to ensure that files with macros will bereported as suspicious.
 · Report hidden extensions – hidden extension can make e.g. a suspiciousexecutable file "something.txt.exe" appear as harmless plain text file"something.txt"; check the box to report these as potentially dangerous.
 · Move reported attachments to Virus Vault - specify whether you wish to benotified via e-mail about password protected archives, password protecteddocuments, macro containing files and/or files with hidden extension detectedas an attachment of the scanned e-mail message. If such a message isidentified during scanning, define whether the detected infectious objectshould be moved to the Virus Vault.
 9.10.1. Certification
 In the Certification dialog you can specify the text and language of the certificationfor both incoming mail and outgoing mail:
 The certification text consists of two parts, user part and system part - see thefollowing example: the first line represents the user part, the rest is generatedautomatically:
 No virus found in this message.
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 Checked by AVG.
 Version: x.y.zz / Virus Database: xx.y.z - Release Date: 12/9/2010
 If you decide to use certification of either incoming or outgoing e-mail messages,further in this dialog you can specify the exact wording of the user part of thecertification text (E-mail certification text), and chose what language should beused for the automatically generated system part of the certification (Language usedfor the e-mail certification text).
 9.10.2. Mail Filtering
 The Attachment filter dialog allows you to set up parameters for e-mail messagesattachment scanning. By default, the Remove attachments option is switched off. Ifyou decide to activate it, all e-mail message attachments detected as infectious orpotentially dangerous will be removed automatically. If you want to define specifictypes of attachments that should be removed, select the respective option:
 · Remove all executable files - all *.exe files will be deleted
 · Remove all documents - all *.doc, *.docx, *.xls, *.xlsx files will be deleted
 · Remove files with these comma separated extensions - will remove allfiles with the defined extensions
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 9.10.3. Servers
 In the Servers section you can edit parameters of the E-mail Scanner componentservers, or set up a new server fusing the Add new server button.
 In this dialog (opened via Servers / POP3) you can set up a new E-mail Scannerserver using the POP3 protocol for incoming mail:
 · POP3 Server Name - in this field you can specify the name of newly addedservers (to add a POP3 server, click the right mouse button over the POP3item of the left navigation menu). For automatically created "AutoPOP3" serverthis field is deactivated.
 · Type of login - defines the method for determining the mail server used forincoming mail:
 o Automatic - Login will be carried out automatically, according to your e-
 mail client settings.
 o Fixed host - In this case, the program will always use the server
 specified here. Please specify the address or name of your mail server.The login name remains unchanged. For a name, you may use a domainname (for example, pop.acme.com) as well as an IP address (for
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 example, 123.45.67.89). If the mail server uses a non-standard port, youcan specify this port after the server name by using a colon as thedelimiter (for example, pop.acme.com:8200). The standard port for POP3communication is 143.
 · Additional settings - specifies more detailed parameters:
 o Local port - specifies the port on which the communication from your
 mail application should be expected. You must then specify in your mailapplication this port as the port for POP3 communication.
 o Connection - in the drop-down menu, you can specify which kind of
 connection to use (regular/SSL/SSL default). If you choose SSLconnection, the data sent is encrypted without the risk of being tracedor monitored by a third party. This feature is also only available when thedestination mail server supports it.
 · E-mail client POP3 server activation - check/uncheck this item to activateor deactivate the specified POP3 server
 In this dialog (opened via Servers / SMTP) you can set up a new E-mail Scannerserver using the SMTP protocol for outgoing mail:
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 · SMTP Server Name - in this field you can specify the name of newly addedservers (to add a SMTP server, click the right mouse button over the SMTPitem of the left navigation menu). For automatically created "AutoSMTP"server this field is deactivated.
 · Type of login - defines the method for determining the mail server used foroutgoing mail:
 o Automatic - login will be carried out automatically, according to your e-
 mail client settings
 o Fixed host - in this case, the program will always use the server
 specified here. Please specify the address or name of your mail server.You may use a domain name (for example, smtp.acme.com) as well asan IP address (for example, 123.45.67.89) for a name. If the mail serveruses a non-standard port, you can type this port behind the server nameusing a colon as the delimiter (for example, smtp.acme.com:8200). Thestandard port for SMTP communication is 25.
 · Additional settings - specifies more detailed parameters:
 o Local port - specifies the port on which the communication from your
 mail application should be expected. You must then specify in your mailapplication this port as the port for SMTP communication.
 o Connection - in this drop-down menu, you can specify which kind of
 connection to use (regular/SSL/SSL default). If you choose SSLconnection, the data sent is encrypted without the risk of being tracedor monitored by a third party. This feature is available only when thedestination mail server supports it.
 · E-mail client SMTP server activation - check/uncheck this box to activate/deactivate the above specified SMTP server
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 In this dialog (opened via Servers / IMAP) you can set up a new E-mail Scannerserver using the IMAP protocol for outgoing mail:
 · IMAP Server Name - in this field you can specify the name of newly addedservers (to add a IMAP server, click the right mouse button over the IMAPitem of the left navigation menu). For automatically created "AutoIMAP" serverthis field is deactivated.
 · Type of login - defines the method for determining the mail server used foroutgoing mail:
 o Automatic - login will be carried out automatically, according to your e-
 mail client settings
 o Fixed host - in this case, the program will always use the server
 specified here. Please specify the address or name of your mail server.You may use a domain name (for example, smtp.acme.com) as well asan IP address (for example, 123.45.67.89) for a name. If the mail serveruses a non-standard port, you can type this port behind the server nameusing a colon as the delimiter (for example, imap.acme.com:8200). Thestandard port for SMTP communication is 25.
 · Additional settings - specifies more detailed parameters:
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 o Local port - specifies the port on which the communication from your
 mail application should be expected. You must then specify in your mailapplication this port as the port for IMAP communication.
 o Connection - in this drop-down menu, you can specify which kind of
 connection to use (regular/SSL/SSL default). If you choose SSLconnection, the data sent is encrypted without the risk of being tracedor monitored by a third party. This feature is available only when thedestination mail server supports it.
 · E-mail client IMAP server activation - check/uncheck this box to activate/deactivate the above specified SMTP server
 9.11. Resident Shield
 The Resident Shield component performs live protection of files and folders againstviruses, spyware and other malware.
 In the Resident Shield Settings dialog you can activate or deactivate the ResidentShield protection completely by checking/unchecking the Enable Resident Shielditem (this option is switched on by default). In addition you can select whichResident Shield features should be activated:
 · Scan for Tracking cookies (off by default) - this parameter defines thatcookies should be detected during scanning. (HTTP cookies are used for
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 authenticating, tracking, and maintaining specific information about users,such as site preferences or the contents of their electronic shopping carts)
 · Report Potentially Unwanted Programs and Spyware threats - (on bydefault): check to activate the Anti-Spyware engine, and scan for spywareas well as for viruses. Spyware represents a questionable malware category:even though it usually represents a security risk, some of these programs canbe installed intentionally. We recommend to keep this feature activated as itincreases your computer security.
 · Report enhanced set of Potentially Unwanted Programs (off by default) -mark to detect extended package of spyware: programs that are perfectly okand harmless when acquired from the manufacturer directly, but can bemisused for malicious purposes later. This is an additional measure thatincreases your computer security even more, however it can possibly blocklegal programs, and is therefore switched off by default.
 · Scan files on close (off by default) - on-close scanning ensures that AVGscans active objects (e.g. applications, documents …) when they are beingopened, and also when they are being closed; this feature helps you protectyour computer against some types of sophisticated virus
 · Scan boot sector of removable media (on by default)
 · Use Heuristics - (on by default) heuristic analysis will be used for detection (dynamic emulation of the scanned object’s instructions in a virtual computerenvironment)
 · Auto-heal (off by default) - any detected infection will be healedautomatically if there is a cure available, and all infection that cannot be curedwill be removed.
 · Scan files referred in registry (on by default) - this parameter defines thatAVG will scan all executable files added to startup registry to avoid a knowninfection being executed upon next computer startup.
 · Enable thorough scanning (off by default) - in specific situations (in a stateof extreme emergency) you may check this option to activate the mostthorough algorithms that will check all possibly threatening objects into thedeep. Remember though that this method is rather time consuming.
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 9.11.1. Advanced Settings
 In the Files scanned by the Resident Shield dialog it is possible to configure whichfiles will be scanned (by specific extensions):
 Decide whether you want all files to be scanned or just infectable files - if so, you canfurther specify a list of extensions defining files that should be excluded from scanning,and also a list of file extensions defining files that must be scanned under allcircumstances.
 The below section called The Resident Shield will scan further summarizes thecurrent settings, displaying a detailed overview of what the Resident Shield willactually scan.
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 9.11.2. Excluded items
 The Resident Shield - Excluded Items dialog offers the possibility of defining filesand/or folders that should be excluded from the Resident Shield scanning.
 If this is not essential, we strongly recommend not excluding any items!
 The dialog provides the following control buttons:
 · Add Path – specify a directory (directories) to be excluded from the scanningby selecting them one by one from the local disk navigation tree
 · Add File – specify files to be excluded from the scanning by selecting themone by one from the local disk navigation tree
 · Edit Item – allows you to edit the specified path to a selected file or folder
 · Remove Item – allows you to delete the path to a selected item from the list
 9.12. Cache Server
 The Cache Server is a process designed to speed up any scan (on-demand scan,scheduled whole computer scan, Resident Shield scan). It gathers and keepsinformation of trustworthy files (system files with digital signature etc.): These files

Page 106
						

A V G A nti-V irus 2011 © 2010 C opyright A V G Technologies C Z, s .r.o. A ll rights reserved. 106
 are then considered safe, and during scanning are skipped.
 The settings dialog offers two options:
 · Caching enabled (on by default) - uncheck the box to switch off the CacheServer, and empty the cache memory. Please note that scanning might slowdown, and overall performance of your computer decrease, as every single filein use will be scanned for viruses and spyware first.
 · Enable adding new files into cache (on by default) - uncheck the box tostop adding more files into the cache memory. Any already cached files will bekept and used until caching is turned off completely, or until the next updateof the virus database.
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 9.13. Anti-Rootkit
 In this dialog you can edit the Anti-Rootkit component's configuration:
 Editing of all functions of the Anti-Rootkit component as provided within this dialog isalso accessible directly from the Anti-Rootkit component's interface.
 Mark up the respective check-boxes to specify objects that should be scanned:
 · Scan applications
 · Scan DLL libraries
 · Scan drivers
 Further you can pick the rootkit scanning mode:
 · Quick rootkit scan - scans all running processes, loaded drivers and thesystem folder (typically c:\Windows)
 · Full rootkit scan - scans all running processes, loaded drivers, the systemfolder (typically c:\Windows), plus all local disks (including the flash disk, butexcluding floppy disk/CD drives)
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 9.14. Update
 The Update navigation item opens a new dialog where you can specify generalparameters regarding the AVG update:
 When to update files
 In this section you can select between two alternative options: update can bescheduled for the next PC restart or you can launch the update immediately. Bydefault, the immediate update option is selected since this way AVG can secure themaximum safety level. Scheduling an update for the next PC restart can only berecommended if you are sure the computer gets restarted regularly, at least daily.
 If you decide to keep the default configuration and launch the update processimmediately, you can specify the circumstances under which a possible requiredrestart should be performed:
 · Require confirmation from the user - you will be asked to approve a PCrestart needed to finalize the update process
 · Restart immediately - the computer will be restarted automaticallyimmediately after the update process has finished, and your approval will notbe required
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 · Complete at next computer restart - the update process finalization will bepostponed until the next computer restart - again, please keep in mind thatthis option is only recommended if you can be sure the computer getsrestarted regularly, at least daily
 Post update memory scan
 Mark this check box to define you want to launch a new memory scan after eachsuccessfully completed update. The latest downloaded update might have containednew virus definitions, and these could be applied in the scanning immediately.
 Additional update options
 · Build new system restore point during each program update - beforeeach AVG program update launch, a system restore point is created. In casethe update process fails and your operating system crashes you can alwaysrestore your OS in its original configuration from this point. This option isaccessible via Start / All Programs / Accessories / System tools / SystemRestore, but any changes can be recommended to experienced users only!Keep this check-box ticked if you want to make use of this functionality.
 · Use DNS update - mark this check box to confirm you want to use the updatefiles detection method that eliminates data amount transferred between the updateserver and AVG client;
 · Require confirmation to close running applications (switched on by default)will help you make sure no currently running applications will be closed withoutyour permission - if required for the update process to be finalized;
 · Check computer time - mark this option to declare you wish to havenotification displayed in case the computer time differs from the correct timemore than specified number of hours.
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 9.14.1. Proxy
 The proxy server is a stand-alone server or a service running on a PC that guaranteessafer connection to the Internet. According to the specified network rules you canthen access the Internet either directly or via the proxy server; both possibilities canalso be allowed at the same time. Then, in the first item of the Update settings -Proxy dialog you have to select from the combo box menu whether you want to:
 · Use proxy
 · Do not use proxy server - default settings
 · Try connection using proxy and if it fails, connect directly
 If you select any option using proxy server, you will have to specify some furtherdata. The server settings can be configured either manually or automatically.
 Manual configuration
 If you select manual configuration (check the Manual option to activate therespective dialog section) you have to specify the following items:
 · Server – specify the server’s IP address or the name of the server
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 · Port – specify the number of the port that enables Internet access (bydefault, this number is set to 3128 but can be set differently – if you are notsure, contact your network administrator)
 The proxy server can also have configured specific rules for each user. If your proxyserver is set up this way, check the Use PROXY authentication option to verify thatyour user name and password are valid for connecting to the Internet via the proxyserver.
 Automatic configuration
 If you select automatic configuration (mark the Auto option to activate therespective dialog section) then please select where the proxy configuration should betaken from:
 · From browser - the configuration will be read from your default internetbrowser
 · From script - the configuration will be read from a downloaded script with thefunction returning the proxy address
 · Autodetect - the configuration will be detected automatically directly from theproxy server
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 9.14.2. Dial-up
 All parameters optionally defined in the Update settings - Dial-Up connection dialogrefer to the dial-up connection to the Internet. The dialog's fields are inactive untilyou check the Use dial-up connections option that activates the fields.
 Specify whether you want to connect to the Internet automatically (Automaticallyopen this connection) or you wish to confirm the connection manually every time (Ask before connection). For automatic connection you should further select whetherthe connection should be closed after the update is finished (Close dial-upconnection when finished).
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 9.14.3. URL
 The URL dialog offers a list of Internet addresses from which the update files can bedownloaded. The list and its items can be modified using the following control buttons:
 · Add – opens a dialog where you can specify a new URL to be added to the list
 · Edit - opens a dialog where you can edit the selected URL parameters
 · Delete – deletes the selected URL from the list
 · Move Up – moves the selected URL one position up in the list
 · Move Down - moves the selected URL one position down in the list
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 9.14.4. Manage
 The Manage dialog offers two options accessible via two buttons:
 · Delete temporary update files - press this button to delete all redundantupdate files from your hard disk (by default, these files are being saved for 30days)
 · Revert virus database to previous version – press this button to delete thelatest virus base version from your hard disk, and to return to the previouslysaved version (new virus base version will be a part of the following update)
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 9.15. Remote Administration
 The Remote Administration settings refer to connecting the AVG client station tothe remote administration system. If you plan to connect the respective station toremote administration please specify the following parameters:
 · Server - server name (or server IP address) where the AVG Admin Server isinstalled
 · Port - provide the number of the port on which the AVG client communicateswith the AVG Admin Server (port number 4158 is considered as default - if youuse this port number you do not have to specify it explicitly)
 · Login - if communication between the AVG client and the AVG Admin Server isdefined as secured, provide your username ...
 · Password - ... and your password
 · Port for incoming messages - number of the port on which the AVG clientaccepts incoming messages from the AVG Admin Server
 The Test connection button helps you to verify that all above stated data are validand can be used to successfully connect to DataCenter.
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 Note: For a detailed description on remote administration please consult the AVG SMBedition documentation.
 9.16. Temporarily disable AVG protection
 In the Temporarily disable AVG protection dialog you have the option of switchingoff the entire protection secured by your AVG Anti-Virus 2011 at once.
 Please remember that you should not use this option unless it is absolutelynecessary!
 In most cases, it is not necessary to disable AVG before installing new software ordrivers, not even if the installer or software wizard suggests that running programsand applications be shut down first to make sure there are no unwanted interruptionsduring the installation process. Should you really experience problem during installation,try to deactivate the Resident Shield component first. If you do have to temporarilydisable AVG, you should re-enable it as soon as you're done. If you are connected tothe Internet or a network during the time your antivirus software is disabled, yourcomputer is vulnerable to attacks.
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 9.17. Product Improvement Programme
 The AVG Web Safety and Product Improvement Programme dialog invites you toparticipate in AVG product improvement, and to help us increase the overall Internetsecurity level. Mark the Allow reporting option to enable reporting of detectedthreats to AVG. This helps us to collect up-to-date information on the latest threatsfrom all participants worldwide, and in return we can improve protection for everyone.
 The reporting is taken care of automatically, therefore does not cause you anyinconvenience, and no personal data is included in the reports. Reporting ofdetected threats is optional, however, we do ask you to switch this feature on, too,as it helps us improve protection for both you and other AVG users.
 Nowadays, there are far more threats out there than plain viruses. Authors ofmalicious codes and dangerous websites are very innovative, and new kinds of threatsemerge quite often, the vast majority of which are on the Internet. Here are some ofthe most common:
 · A virus is a malicious code that copies and spreads itself, often unnoticed untilthe damage is done. Some viruses are a serious threat, deleting or deliberatelychanging files on their way, while some viruses can do something seeminglyharmless, like playing a piece of music. However, all viruses are dangerous dueto the basic ability of multiplying – even a simple virus can take up all thecomputer memory in an instant, and cause a breakdown.
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 · A worm is a subcategory of virus which, unlike a normal virus, does not needa "carrier" object to attach to; it sends itself to other computers self-contained, usually via e-mail, and as a result often overloads e-mail serversand network systems.
 · Spyware is usually defined as a malware category (malware = any malicioussoftware, including viruses) encompassing programs – typically Trojan horses –aimed at stealing personal information, passwords, credit card numbers, orinfiltrating a computer and allowing the attacker to control it remotely; ofcourse, all without the computer owner's knowledge or consent.
 · Potentially unwanted programs are a type of spyware that can be may butnot necessarily have to be dangerous to your computer. A specific example ofa PUP is adware, software designed to distribute advertisements, usually bydisplaying ad pop-ups; annoying, but not really harmful.
 · Tracking cookies can also be considered a kind of spyware, as these smallfiles, stored in the web browser and sent automatically to the "parent" websitewhen you visit it again, can contain data such as your browsing history andother similar information.
 · Exploit is a malicious code that takes advantage of a flaw or vulnerability inan operating system, Internet browser, or other essential program.
 · Phishing is an attempt to acquire sensitive personal data by shamming atrustworthy and well-known organization. Usually, the potential victims arecontacted by a bulk e-mail asking them to e.g. update their bank accountdetails. In order to do that, they are invited to follow the link provided whichthen leads to a fake website of the bank.
 · Hoax is a bulk e-mail containing dangerous, alarming or just bothering anduseless information. Many of the above threats use hoax e-mail messages tospread.
 · Malicious websites are ones that deliberately install malicious software onyour computer, and hacked sites do just the same, only these are legitimatewebsites that have been compromised into infecting visitors.
 To protect you from all of these different kinds of threats, AVG includes thesespecialized components:
 · Anti-Virus to protect your computer from viruses,
 · Anti-Spyware to protect your computer from spyware,
 · Online Shield to protect you from both viruses and spyware when surfing theInternet,
 · LinkScanner to protect you from other online threats mentioned in thischapter.
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 9.18. AVG Security Toolbar
 AVG Security Toolbar is a new tool which works together with the LinkScannercomponent. AVG Security Toolbar can be used to control LinkScanner functions andto adjust its behavior. If you select to install the toolbar during the installation of AVGAnti-Virus 2011, it will be added into your web browser (Internet Explorer 6.0 orhigher, and Mozilla Firefox 3.0 or higher) automatically. Other internet browsers arenot supported at the moment.
 Within this AVG Security Toolbar dialog you can activate or deactivate the entireAVG Security Toolbar component from AVG application advanced settings interface,via the Enable AVG Security Toolbar option.
 The Repair button will put all parts of AVG Security Toolbar to fully functional state (revert to default settings), and make sure that AVG Security Toolbar will workfaultlessly in all supported internet browsers. If you have previously deactivated AVGSecurity Toolbar, whether within this dialog or directly in the internet browser, pressthe Repair button to activate the component.
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 10. AVG ScanningScanning is a crucial part of AVG Anti-Virus 2011 functionality. You can run on-demand tests or schedule them to run periodically at convenient times.
 10.1. Scanning Interface
 The AVG scanning interface is accessible via the Computer scanner quick link. Clickthis link to switch to the Scan for threats dialog. In this dialog you will find thefollowing:
 · overview of predefined scans - three types of scans defined by the softwarevendor are ready to be used immediately on demand or scheduled:
 o Whole computer scan
 o Scan specific files or folders
 o Anti-Rootkit scan
 · scan scheduling section - where you can define new tests and create newschedules as needed.
 Control buttons
 Control buttons available within the testing interface are the following:
 · Scan history - displays the Scan results overview dialog with the entire
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 history of scanning
 · View Virus Vault - opens a new window with the Virus Vault - a space wheredetected infections are quarantined
 10.2. Predefined Scans
 One of the main features of AVG Anti-Virus 2011 is on-demand scanning. On-demandtests are designed to scan various parts of your computer whenever suspicion ofpossible virus infection arises. Anyway, it is strongly recommended to carry out suchtests regularly even if you think that no virus can be found on your computer.
 In the AVG Anti-Virus 2011 you will find the following types of scanning predefinedby the software vendor:
 10.2.1. Whole Computer Scan
 Whole Computer scan - scans your entire computer for possible infections and/orpotentially unwanted programs. This test will scan all hard drives of your computer, willdetect and heal any virus found, or remove the detected infection to the Virus Vault.Scanning of the whole of your computer should be scheduled on a workstation at leastonce a week.
 Scan launch
 The Whole Computer scan can be launched directly from the scanning interface byclicking on the scan's icon. No further specific settings have to be configured for thistype of scan, the scanning will start immediately within the Scan is running dialog (see screenshot). The scanning can be temporarily interrupted (Pause) or canceled (Stop) if needed.
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 Scan configuration editing
 You have the option of editing the predefined default settings of the Wholecomputer scan. Press the Change scan settings link to get to the Change scansettings for Whole Computer scan dialog (accessible from the scanning interfacevia the Change scan settings link for the Whole computer scan). It is recommendedto keep to the default settings unless you have a valid reason to change them!
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 · Scanning parameters - in the list of scanning parameters you can switch on/off specific parameters as needed:
 o Automatically heal/remove infection (on by default) - if a virus is
 identified during scanning it can be healed automatically if a cure isavailable. If the infected file cannot be healed automatically, the infectedobject will be moved to the Virus Vault.
 o Report Potentially Unwanted Programs and Spyware threats (on by
 default) - check to activate the Anti-Spyware engine, and scan forspyware as well as for viruses. Spyware represents a questionablemalware category: even though it usually represents a security risk,some of these programs can be installed intentionally. We recommend tokeep this feature activated as it increases your computer security.
 o Report enhanced set of Potentially Unwanted Programs (off by
 default) - mark to detect extended package of spyware: programs thatare perfectly ok and harmless when acquired from the manufacturerdirectly, but can be misused for malicious purposes later. This is anadditional measure that increases your computer security even more,however it can possibly block legal programs, and is therefore switchedoff by default.
 o Scan for Tracking Cookies (off by default) - this parameter of the Anti-
 Spyware component defines that cookies should be detected; (HTTPcookies are used for authenticating, tracking, and maintaining specificinformation about users, such as site preferences or the contents oftheir electronic shopping carts).
 o Scan inside archives (off by default) - this parameters defines that
 scanning should check all files stored inside archives, e.g. ZIP, RAR, ...
 o Use Heuristics (on by default) - heuristic analysis (dynamic emulation
 of the scanned object’s instructions in a virtual computer environment)will be one of the methods used for virus detection during scanning.
 o Scan system environment (on by default) - scanning will also check
 the system areas of your computer.
 o Enable thorough scanning (off by default) - in specific situations (
 suspicious of your computer being infected) you may check this optionto activate the most thorough scanning algorithms that will scan eventhose areas of your computer that can hardly get infected, just to beabsolutely sure. Remember though that this method is rather timeconsuming.
 · Additional scan settings - the link opens a new Additional scan settingsdialog where you can specify the following parameters:
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 o Computer shutdown options - decide whether the computer should be
 shut down automatically once the running scanning process is over.Having confirmed this option (Shutdown computer upon scancompletion), a new option activates that allows the computer to shutdown even if it is currently locked (Force shutdown if computer islocked).
 o Define file types for scanning - further you should decide whether you
 want to have scanned:
 ØAll file types with the possibility of defining exceptions from scanningby providing a list of comma separated file extensions that should notbe scanned;
 ØSelected file types - you can specify that you want to scan onlyfiles that are possibly infectable (files that cannot get infected willnot be scanned, for instance some plain text files, or some othernon-executable files), including media files (video, audio files - if youleave this box unchecked, it will reduce the scanning time evenmore, because these files are often quite large and are not too likelyto be infected by a virus). Again, you can specify by extensionswhich files are those that should always be scanned.
 ØOptionally, you can decide you want to Scan files without extension- this option is on by default, and it is recommended that you keep itso unless you have a real reason to change it. Files with no extensionare rather suspicious and should be scanned at all times.
 · Adjust how quickly Scan completes - you can use the slider to change thescanning process priority. By default, the priority is set to medium priority thatoptimizes the scanning process speed and the use of system resources.Alternatively, you can run the scanning process slower which means thesystem resources load will be minimized (useful when you need to work on thecomputer but you do not care so much how long the scanning takes), orfaster with increased system resources requirements (e.g. when the computer
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 is temporarily unattended).
 · Set additional scan reports - the link opens a new Scan reports dialogwhere you can select what types of possible findings should be reported:
 Warning: These scan settings are identical to the parameters of a newly definedscan - as described in the chapter AVG Scanning / Scan scheduling/ How to Scan.Should you decide to change the default configuration of the Scan the wholecomputer you can then save your new setting as the default configuration to beused for all further scans of the whole computer.
 10.2.2. Scan Specific Files or Folders
 Scan specific files or folders - scans only those areas of your computer that youhave selected to be scanned (selected folders, hard disks, floppy discs, CDs, etc.).The scanning progress in case of virus detection and its treatment is the same as withthe scan of the whole computer: any virus found is healed or removed to the VirusVault. Specific files or folders scanning can be used to set up your own tests andtheir scheduling based on your needs.
 Scan launch
 The Scan of specific files or folders can be launched directly from the scanninginterface by clicking on the scan's icon. A new dialog called Select specific files orfolders for scanning opens. In the tree structure of your computer select thosefolders you want to have scanned. The path to each selected folder will generateautomatically and appear in the text box in the upper part of this dialog.
 There is also a possibility of having a specific folder scanned while all its subfolders areexcluded from this scanning; to do that write a minus sign "-" in front of theautomatically generated path (see screenshot). To exclude the entire folder fromscanning use the "!" parameter.
 Finally, to launch the scanning, press the Start scan button; the scanning processitself is basically identical to the Whole computer scan.
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 Scan configuration editing
 You have the option of editing the predefined default settings of the Scan of specificfiles or folders. Press the Change scan settings link to get to the Change scansettings for Scan of specific files or folders dialog. It is recommended to keep tothe default settings unless you have a valid reason to change them!
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 · Scanning parameters - in the list of scanning parameters you can switch on/off specific parameters as needed:
 o Automatically heal/remove infection (on by default) - if a virus is
 identified during scanning it can be healed automatically if a cure isavailable. If the infected file cannot be healed automatically, the infectedobject will be moved to the Virus Vault.
 o Report Potentially Unwanted Programs and Spyware threats (on by
 default) - check to activate the Anti-Spyware engine, and scan forspyware as well as for viruses. Spyware represents a questionablemalware category: even though it usually represents a security risk,some of these programs can be installed intentionally. We recommend tokeep this feature activated as it increases your computer security.
 o Report enhanced set of Potentially Unwanted Programs (off by
 default) - mark to detect extended package of spyware: programs thatare perfectly ok and harmless when acquired from the manufacturerdirectly, but can be misused for malicious purposes later. This is anadditional measure that increases your computer security even more,however it can possibly block legal programs, and is therefore switchedoff by default.
 o Scan for Tracking Cookies (off by default) - this parameter of the Anti-
 Spyware component defines that cookies should be detected; (HTTPcookies are used for authenticating, tracking, and maintaining specificinformation about users, such as site preferences or the contents oftheir electronic shopping carts).
 o Scan inside archives (on by default) - this parameters defines that
 scanning should check all files stored inside archives, e.g. ZIP, RAR, ...
 o Use Heuristics (off by default) - heuristic analysis (dynamic emulation
 of the scanned object’s instructions in a virtual computer environment)will be one of the methods used for virus detection during scanning.
 o Scan system environment (off by default) - scanning will also check
 the system areas of your computer.
 o Enable thorough scanning (off by default) - in specific situations (
 suspicious of your computer being infected) you may check this optionto activate the most thorough scanning algorithms that will scan eventhose areas of your computer that can hardly get infected, just to beabsolutely sure. Remember though that this method is rather timeconsuming.
 · Additional scan settings - the link opens a new Additional scan settingsdialog where you can specify the following parameters:
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 o Computer shutdown options - decide whether the computer should be
 shut down automatically once the running scanning process is over.Having confirmed this option (Shutdown computer upon scancompletion), a new option activates that allows the computer to shutdown even if it is currently locked (Force shutdown if computer islocked).
 o Define file types for scanning - further you should decide whether you
 want to have scanned:
 ØAll file types with the possibility of defining exceptions from scanningby providing a list of comma separated file extensions that should notbe scanned;
 ØSelected file types - you can specify that you want to scan onlyfiles that are possibly infectable (files that cannot get infected willnot be scanned, for instance some plain text files, or some othernon-executable files), including media files (video, audio files - if youleave this box unchecked, it will reduce the scanning time evenmore, because these files are often quite large and are not too likelyto be infected by a virus). Again, you can specify by extensionswhich files are those that should always be scanned.
 ØOptionally, you can decide you want to Scan files without extension- this option is on by default, and it is recommended that you keep itso unless you have a real reason to change it. Files with no extensionare rather suspicious and should be scanned at all times.
 · Scan process priority - you can use the slider to change the scanningprocess priority. By default, the priority is set to medium level (Automatic scan) that optimizes the scanning process speed and the use of system resources.Alternatively, you can run the scanning process slower which means thesystem resources load will be minimized (useful when you need to work on thecomputer but you do not care so much how long the scanning takes), orfaster with increased system resources requirements (e.g. when the computer
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 is temporarily unattended).
 · Set additional scan reports - the link opens a new Scan Reports dialogwhere you can select what types of possible findings should be reported:
 Warning: These scan settings are identical to the parameters of a newly definedscan - as described in the chapter AVG Scanning / Scan scheduling/ How to Scan.Should you decide to change the default configuration of the Scan specific files orfolders you can then save your new setting as the default configuration to be usedfor all further scans of specific files or folders. Also, this configuration will be used asa template for all of your newly scheduled scans (all customized scans are based onthe current configuration of the Scan of selected files or folders).
 10.2.3. Anti-Rootkit Scan
 Anti-Rootkit scan searches your computer for possible rootkit (programs andtechnologies that can cover malware activity in your computer). If a rootkit isdetected, this does not necessarily mean your computer is infected. In some cases,specific drivers or sections of regular applications may be misleadingly detected asrootkits.
 Scan launch
 Anti-Rootkit scan can be launched directly from the scanning interface by clicking onthe scan's icon. No further specific settings have to be configured for this type ofscan, the scanning will start immediately within the Scan is running dialog (seescreenshot). The scanning can be temporarily interrupted (Pause) or canceled (Stop)if needed.
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 Scan configuration editing
 Anti-Rootkit scan is always launched in the default settings, and editing of the scanparameters is only accessible within the AVG Advanced Settings / Anti-Rootkitdialog. In the scanning interface, the following configuration is available but only whilethe scan is running:
 · Automatic scan - you can use the slider to change the scanning processpriority. By default, the priority is set to medium level (Automatic scan) thatoptimizes the scanning process speed and the use of system resources.Alternatively, you can run the scanning process slower which means thesystem resources load will be minimized (useful when you need to work on thecomputer but you do not care so much how long the scanning takes), orfaster with increased system resources requirements (e.g. when the computeris temporarily unattended).
 · Additional scan settings - this link opens a new Additional scan settingsdialog where you can define possible computer shutdown conditions related tothe Anti-Rootkit scan (Shutdown computer upon scan completion,possibly Force shutdown if computer is locked):
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 10.3. Scanning in Windows Explorer
 Besides the pre-defined scans launched for the entire computer or its selected areas, AVG Anti-Virus 2011 also offers the option of quick scanning of a specific objectdirectly in the Windows Explorer environment. If you want to open an unknown file andyou cannot be sure of its content, you may want to have it checked on demand.Follow these steps:
 · Within Windows Explorer highlight the file (or folder) you want to check
 · Right-click your mouse over the object to open the context menu
 · Select the Scan with AVG option to have the file scanned with AVG
 10.4. Command Line Scanning
 Within AVG Anti-Virus 2011 there is the option of running the scan from thecommand line. You can use this option for instance on servers, or when creating abatch script to be launched automatically after the computer boot. From the commandline, you can launch the scanning with most parameters as offered in AVG graphicaluser interface.
 To launch AVG scan from the command line, run the following command within thefolder where AVG is installed:
 · avgscanx for 32 bits OS
 · avgscana for 64 bits OS
 Syntax of the command
 The syntax of the command follows:
 · avgscanx /parameter ... e.g. avgscanx /comp for scanning the whole
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 computer
 · avgscanx /parameter /parameter .. with multiple parameters these shouldbe lined in a row and separated by a space and a slash character
 · if a parameters requires specific value to be provided (e.g. the /scanparameter that requires information on what are the selected areas of yourcomputer that are to be scanned, and you have to provide an exact path tothe selected section), the values are divided by semicolons, for instance: avgscanx /scan=C:\;D:\
 Scanning parameters
 To display a complete overview of available parameters, type the respective commandtogether with the parameter /? or /HELP (e.g. avgscanx /?). The only obligatoryparameter is /SCAN to specify what areas of the computer should be scanned. For amore detailed explanation of the options, see the command line parameters overview.
 To run the scan press Enter. During scanning you can stop the process by Ctrl+C orCtrl+Pause.
 CMD scanning launched from graphic interface
 When you run your computer in Windows Safe Mode, there is also a possibility tolaunch the command line scan from the graphic user interface. The scan itself will belaunched from the command line, the Command Line Composer dialog only allowsyou to specify most scanning parameters in the comfortable graphic interface.
 Since this dialog is only accessible within the Windows Safe Mode, for detaileddescription of this dialog please consult the help file opened directly from the dialog.
 10.4.1. CMD Scan Parameters
 Following please find a list of all parameters available for the command line scanning:
 · /SCAN Scan specific files or folders /SCAN=path;path (e.g. /SCAN=C:\;D:\)
 · /COMP Whole Computer scan
 · /HEUR Use heuristic analyse
 · /EXCLUDE Exclude path or files from scan
 · /@ Command file /file name/
 · /EXT Scan these extensions /for example EXT=EXE,DLL/
 · /NOEXT Do not scan these extensions /for example NOEXT=JPG/
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 · /ARC Scan archives
 · /CLEAN Clean automatically
 · /TRASH Move infected files to the Virus Vault
 · /QT Quick test
 · /MACROW Report macros
 · /PWDW Report password-protected files
 · /IGNLOCKED Ignore locked files
 · /REPORT Report to file /file name/
 · /REPAPPEND Append to the report file
 · /REPOK Report uninfected files as OK
 · /NOBREAK Do not allow CTRL-BREAK to abort
 · /BOOT Enable MBR/BOOT check
 · /PROC Scan active processes
 · /PUP Report "Potentially unwanted programs"
 · /REG Scan registry
 · /COO Scan cookies
 · /? Display help on this topic
 · /HELP Display help on this topic
 · /PRIORITY Set scan priority /Low, Auto, High/ (see Advancedsettings / Scans)
 · /SHUTDOWN Shutdown computer upon scan completion
 · /FORCESHUTDOWN Force computer shutdown upon scan completion
 · /ADS Scan Alternate Data Streams (NTFS only)
 · /ARCBOMBSW Report re-compressed archive files
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 10.5. Scan Scheduling
 With AVG Anti-Virus 2011 you can run scanning on demand (for instance when yoususpect an infection has been dragged to your computer) or based on a scheduledplan. It is highly recommended to run the scans based on a schedule: this way youcan make sure your computer is protected from any possibility of getting infected, andyou will not have to worry about if and when to launch the scan.
 You should launch the Whole Computer scan regularly, at least once a week.However, if possible, launch the scan of your entire computer daily - as set up in thescan schedule default configuration. If the computer is "always on" then you canschedule scans out of working hours. If the computer is sometimes switched off, thenschedule scans to occur on a computer start-up when the task has been missed.
 To create new scan schedules, see the AVG scanning interface and find the bottomsection called Schedule scans:
 Schedule scans
 Click the graphical icon within the Schedule scans section to open a new Schedulescans dialog where you find a list of all currently scheduled scans:
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 You can edit / add scans using the following control buttons:
 · Add scan schedule - the button opens the Settings for scheduled scandialog, Schedule settings tab. In this dialog you can specify the parametersof the newly defined test.
 · Edit scan schedule - this button can only be used if you have alreadypreviously selected an existing test from the list of scheduled tests. In thatcase the button appears as active and you can click it to switch to the Settings for scheduled scan dialog, Schedule settings tab. Parameters ofthe selected test are already specified in here and can be edited.
 · Delete scan schedule - this button is also active if you have alreadypreviously selected an existing test from the list of scheduled tests. This testcan then be deleted from the list by pressing the control button. However, youcan only remove your own tests; the Whole computer scan schedule pre-defined within the default settings can never be deleted.
 · Back - return to AVG scanning interface
 10.5.1. Schedule Settings
 If you wish to schedule a new test and its regular launch, enter the Settings forscheduled test dialog (click the Add scan schedule button within the Schedulescans dialog). The dialog is divided into three tabs: Schedule settings - see picturebelow (the default tab that you will be automatically redirected to), How to scan andWhat to scan.
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 On the Schedule settings tab you can first check/uncheck the Enable this task itemto simply deactivate the scheduled test temporarily, and switch it on again as theneed arises.
 Next, give a name to the scan you are about to create and schedule. Type the nameinto the text field by the Name item. Try to use brief, descriptive and apt names forscans to make it easier to later recognize the scan from others.
 Example: It is not appropriate to call the scan by the name of "New scan" or "Myscan" since these names do not refer to what the scan actually checks. On the otherhand, an example of a good descriptive name would be "System areas scan" etc. Alsoit is not necessary to specify in the scan's name whether it is the scan of the wholeof the computer or just a scan of selected files or folders - your own scans willalways be a specific version of the scan of selected files or folders.
 In this dialog you can further define the following parameters of the scan:
 · Schedule running - specify the time intervals for the newly scheduled scanlaunch. The timing can either be defined by the repeated scan launch after acertain period of time (Run every ...) or by defining an exact date and time (Run at specific time ...), or possibly by defining an event that the scanlaunch should be associated with (Action based on computer startup).
 · Advanced schedule options - this section allows you to define under whichconditions the scan should/should not be launched if the computer is in lowpower mode or switched off completely.
 Control buttons of the Settings for scheduled scan dialog
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 There are two control buttons available on all three tabs of the Settings forscheduled scan dialog (Schedule settings, How to scan and What to scan) andthese have the same functionality no matter on which tab you currently are:
 · Save - saves all changes you have performed on this tab or on any other tabof this dialog and switches back to the AVG scanning interface default dialog.Therefore if you wish to configure the test parameters on all tabs, press thebutton to save them only after you have specified all your requirements.
 · Cancel - cancels any changes you have performed on this tab or on any othertab of this dialog and switches back to the AVG scanning interface defaultdialog.
 10.5.2. How to Scan
 On the How to scan tab you will find a list of scanning parameters that can beoptionally switched on/off. By default, most parameters are switched on and thefunctionality will be applied during scanning. Unless you have a valid reason to changethese settings we recommend to keep to the pre-defined configuration:
 · Automatically heal/remove infection (on by default): if a virus is identifiedduring scanning it can be healed automatically if a cure is available. In casethe infected file cannot be healed automatically, or if you decide to switch offthis option, you will be notified upon a virus detection and will have to decidewhat to do with the detected infection. The recommended action is to removethe infected file to the Virus Vault.
 · Report Potentially Unwanted Programs and Spyware threats (on bydefault): check to activate the Anti-Spyware engine, and scan for spywareas well as for viruses. Spyware represents a questionable malware category:
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 even though it usually represents a security risk, some of these programs canbe installed intentionally. We recommend to keep this feature activated as itincreases your computer security.
 · Report enhanced set of Potentially Unwanted Programs (off by default):mark to detect extended package of spyware: programs that are perfectly okand harmless when acquired from the manufacturer directly, but can bemisused for malicious purposes later. This is an additional measure thatincreases your computer security even more, however it can possibly blocklegal programs, and is therefore switched off by default.
 · Scan for Tracking Cookies (off by default): this parameter of the Anti-Spyware component defines that cookies should be detected during scanning(HTTP cookies are used for authenticating, tracking, and maintaining specificinformation about users, such as site preferences or the contents of theirelectronic shopping carts).
 · Scan inside archives (off by default): this parameters defines that thescanning should check all files even if these are packed inside some type ofarchive, e.g. ZIP, RAR, ...
 · Use Heuristics (on by default): heuristic analysis (dynamic emulation of thescanned object’s instructions in a virtual computer environment) will be one ofthe methods used for virus detection during scanning.
 · Scan system environment (on by default): scanning will also check thesystem areas of your computer.
 · Enable thorough scanning (off by default) - in specific situations (suspiciousof your computer being infected) you may check this option to activate themost thorough scanning algorithms that will scan even those areas of yourcomputer that can hardly get infected, just to be absolutely sure. Rememberthough that this method is rather time consuming.
 Then, you can change the scan configuration as follows:
 · Additional scan settings - the link opens a new Additional scan settingsdialog where you can specify the following parameters:
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 o Computer shutdown options - decide whether the computer should be
 shut down automatically once the running scanning process is over.Having confirmed this option (Shutdown computer upon scancompletion), a new option activates that allows the computer to shutdown even if it is currently locked (Force shutdown if computer islocked).
 o Define file types for scanning - further you should decide whether you
 want to have scanned:
 ØAll file types with the possibility of defining exceptions from scanningby providing a list of comma separated file extensions that should notbe scanned;
 ØSelected file types - you can specify that you want to scan onlyfiles that are possibly infectable (files that cannot get infected willnot be scanned, for instance some plain text files, or some othernon-executable files), including media files (video, audio files - if youleave this box unchecked, it will reduce the scanning time evenmore, because these files are often quite large and are not too likelyto be infected by a virus). Again, you can specify by extensionswhich files are those that should always be scanned.
 ØOptionally, you can decide you want to Scan files without extension- this option is on by default, and it is recommended that you keep itso unless you have a real reason to change it. Files with no extensionare rather suspicious and should be scanned at all times.
 · Adjust how quickly Scan completes - you can use the slider to change thescanning process priority. The medium level optimizes the scanning processspeed and the use of system resources. Alternatively, you can run thescanning process slower which means the system resources load will beminimized (useful when you need to work on the computer but you do notcare so much how long the scanning takes), or faster with increased systemresources requirements (e.g. when the computer is temporarily unattended).
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 · Set additional scan reports - the link opens a new Scan reports dialogwhere you can select what types of possible findings should be reported:
 Note: By default, the scanning configuration is set up for optimum performance.Unless you have a valid reason to change the scanning settings it is highlyrecommended to stick to the predefined configuration. Any configuration changesshould be performed by experienced users only. For further scanning configurationoptions see the Advanced settings dialog accessible via the File / Advancedsetting system menu item.
 Control buttons
 There are two control buttons available on all three tabs of the Settings forscheduled scan dialog (Schedule settings, How to scan and What to scan) andthese have the same functionality no matter on which tab you currently are:
 · Save - saves all changes you have performed on this tab or on any other tabof this dialog and switches back to the AVG scanning interface default dialog.Therefore if you wish to configure the test parameters on all tabs, press thebutton to save them only after you have specified all your requirements.
 · Cancel - cancels any changes you have performed on this tab or on any othertab of this dialog and switches back to the AVG scanning interface defaultdialog.
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 10.5.3. What to Scan
 On the What to scan tab you can define whether you want to schedule scanning ofthe whole computer or scanning of specific files or folders.
 In case you select scanning of specific files or folders, in the bottom part of this dialogthe displayed tree structure activates and you can specify folders to be scanned (expand items by clicking the plus node until you find the folder you wish to scan). Youcan select multiple folders by checking the respective boxes. The selected folders willappear in the text field on the top of the dialog, and the drop-down menu will keepyour selected scans history for later use. Alternatively, you can enter full path to thedesired folder manually (if you enter multiple paths, it is necessary to separate withsemi-colons without extra space).
 Within the tree structure you can also see a branch called Special locations.Following find a list of locations that will be scanned once the respective check box ismarked:
 · Local hard drives - all hard drives of your computer
 · Program files
 o C:\Program Files\
 o in 64-bit version C:\Program Files (x86)
 · My Documents folder
 o for Win XP: C:\Documents and Settings\Default User\My Documents\
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 o for Windows Vista/7: C:\Users\user\Documents\
 · Shared Documents
 o for Win XP: C:\Documents and Settings\All Users\Documents\
 o for Windows Vista/7: C:\Users\Public\Documents\
 · Windows folder - C:\Windows\
 · Other
 o System drive - the hard drive on which the operating system is installed
 (usually C:)
 o System folder - C:\Windows\System32\
 o Temporary Files folder - C:\Documents and Settings\User\Local\ (
 Windows XP); or C:\Users\user\AppData\Local\Temp\ (Windows Vista/7)
 o Temporary Internet Files - C:\Documents and Settings\User\Local
 Settings\Temporary Internet Files\ (Windows XP); or C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files (Windows Vista/7)
 Control buttons of the Settings for scheduled scan dialog
 There are two control buttons available on all three tabs of the Settings forscheduled scan dialog (Schedule settings, How to scan and What to scan) andthese have the same functionality no matter on which tab you currently are:
 · Save - saves all changes you have performed on this tab or on any other tabof this dialog and switches back to the AVG scanning interface default dialog.Therefore if you wish to configure the test parameters on all tabs, press thebutton to save them only after you have specified all your requirements.
 · Cancel - cancels any changes you have performed on this tab or on any othertab of this dialog and switches back to the AVG scanning interface defaultdialog.
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 10.6. Scan Results Overview
 The Scan results overview dialog is accessible from the AVG scanning interface viathe Scan history button. The dialog provides a list of of all previously launched scansand information of their results:
 · Name - scan designation; it can either be the name of one of the predefinedscans, or a name you have given to your own scheduled scan. Every nameincludes an icon indicating the scan result:
 - green icon informs there was no infection detected during the scan
 - blue icon announces there was an infection detected during thescan but the infected object was removed automatically
 - red icon warns there was an infection detected during the scanand it could not be removed!
 Each icon can either be solid or cut in half - the solid icons stands for ascan that was completed and finished properly; the cut-in-half iconmeans the scan was canceled or interrupted.
 Note: For detailed information on each scan please see the ScanResults dialog accessible via the View details button (in the bottompart of this dialog).
 · Start time - date and time when the scan was launched
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 · End time - date and time when the scan ended
 · Tested objects - number of objects that were checked during scanning
 · Infections - number of virus infections detected / removed
 · Spyware - number of spyware detected / removed
 · Warnings - number of detected suspicious objects
 · Rootkits - number of detected rootkits
 · Scan log information - information relating to the scanning course and result(typically on its finalization or interruption)
 Control buttons
 The control buttons for the Scan results overview dialog are:
 · View details - press it to switch to the Scan results dialog to view detaileddata on the selected scan
 · Delete result - press it to remove the selected item from the scan resultsoverview
 · Back - switches back to the default dialog of the AVG scanning interface
 10.7. Scan Results Details
 If in the Scan Results Overview dialog a specific scan is selected, you can then clickthe View details button to switch to the Scan Results dialog providing detailed dataon the course and result of the selected scan.
 The dialog is further divided into several tabs:
 · Results Overview - this tab is displayed at all times and provides statisticaldata describing the scan progress
 · Infections - this tab is displayed only if a virus infection was detected duringscanning
 · Spyware - this tab is displayed only if spyware was detected during scanning
 · Warnings - this tab is displayed for instance if cookies were detected duringscanning
 · Information - this tab is displayed only if some potential threats weredetected but these cannot be classified as any of the above categories; thenthe tab provides a warning message on the finding. Also, you will find hereinformation on objects that could not be scanned (e.g. password protected
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 archives).
 10.7.1. Results Overview Tab
 On the Scan results tab you can find detailed statistics with information on:
 · detected virus infections / spyware
 · removed virus infections / spyware
 · the number of virus infections / spyware that cannot be removed or healed
 In addition you will find information on the date and exact time of the scan launch, onthe total number of scanned objects, on the scanning duration and the number oferrors that have occurred during scanning.
 Control buttons
 There is only one control button available in this dialog. The Close results buttonreturns to the Scan results overview dialog.
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 10.7.2. Infections Tab
 The Infections tab is only displayed in the Scan results dialog if a virus infection wasdetected during scanning. The tab is divided into three sections providing the followinginformation:
 · File - full path to the original location of the infected object
 · Infections - name of the detected virus (for details on specific viruses pleaseconsult the Virus Encyclopedia online)
 · Result - defines the current status of the infected object that was detectedduring scanning:
 o Infected - the infected object was detected and left in its original
 location (for instance if you have switched off the automatic healingoption in a specific scan settings)
 o Healed - the infected object was healed automatically and left in its
 original location
 o Moved to Virus Vault - the infected object was moved to the Virus
 Vault quarantine
 o Deleted - the infected object was deleted
 o Added to PUP exceptions - the finding was evaluated as an exception
 and added to the list of PUP exceptions (configured in the PUPExceptions dialog of the advanced settings)
 http://www.grisoft.com/doc/62/us/crp/0
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 o Locked file - not tested - the respective object is locked and AVG is
 therefore unable to scan it
 o Potentially dangerous object - the object was detected as potentially
 dangerous but not infected (it can contain macros, for instance); theinformation should be taken as a warning only
 o Reboot is required to finish the action - the infected object cannot be
 removed, to remove it completely you have to restart your computer
 Control buttons
 There are three control buttons available in this dialog:
 · View details - the button opens a new dialog window named Detailed objectinformation:
 In this dialog you can find detailed information on the detected infectiousobject (e.g. infected object name and location, object type, SDK type,detection result and history of actions related to the detected object).Using the Previous / Next buttons you can view information on specificfindings. Use the Close button to close this dialog.
 · Remove selected - use the button to move the selected finding to the VirusVault
 · Remove all unhealed - this button deletes all findings that cannot be healedor moved to the Virus Vault
 · Close results - terminates the detailed information overview and returns tothe Scan results overview dialog
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 10.7.3. Spyware Tab
 The Spyware tab is only displayed in the Scan results dialog in if spyware wasdetected during scanning. The tab is divided into three sections providing the followinginformation:
 · File - full path to the original location of the infected object
 · Infections - name of the detected spyware (for details on specific virusesplease consult the Virus Encyclopedia online)
 · Result - defines the current status of the object that was detected duringscanning:
 o Infected - the infected object was detected and left in its original
 location (for instance if you have switched off the automatic healingoption in a specific scan settings)
 o Healed - the infected object was healed automatically and left in its
 original location
 o Moved to Virus Vault - the infected object was moved to the Virus
 Vault quarantine
 o Deleted - the infected object was deleted
 o Added to PUP exceptions - the finding was evaluated as an exception
 and added to the list of PUP exceptions (configured in the PUPExceptions dialog of the advanced settings)
 http://www.avg.com/us-en/about-viruses
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 o Locked file - not tested - the respective object is locked and AVG is
 therefore unable to scan it
 o Potentially dangerous object - the object was detected as potentially
 dangerous but not infected (it can contain macros, for instance); theinformation is a warning only
 o Reboot is required to finish the action - the infected object cannot be
 removed, to remove it completely you have to restart your computer
 Control buttons
 There are three control buttons available in this dialog:
 · View details - the button opens a new dialog window named Detailed objectinformation:
 In this dialog you can find detailed information on the detected infectiousobject (e.g. infected object name and location, object type, SDK type,detection result and history of actions related to the detected object).Using the Previous / Next buttons you can view information on specificfindings. Use the Close button to leave this dialog.
 · Remove selected - use the button to move the selected finding to the VirusVault
 · Remove all unhealed - this button deletes all findings that cannot be healedor moved to the Virus Vault
 · Close results - terminates the detailed information overview and returns tothe Scan results overview dialog
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 10.7.4. Warnings Tab
 The Warnings tab displays information on "suspected" objects (typically files)detected during scanning. When detected by the Resident Shield, these files areblocked from being accessed. Typical examples of this kind of findings are: hidden files,cookies, suspicious registry keys, password protected documents or archives, etc. Such files do not present any direct threat to your computer or security. Informationabout these files is generally useful in case there is an adware or spyware detected onyour computer. If there are only Warnings detected by an AVG test, no action isnecessary.
 This is a brief description of the most common examples of such objects:
 · Hidden files - The hidden files are by default not visible in Windows, and someviruses or other threats may try to avoid their detection by storing their fileswith this attribute. If your AVG reports a hidden file which you suspect to bemalicious, you can move it to your AVG Virus Vault.
 · Cookies - Cookies are plain-text files which are used by websites to storeuser-specific information, which is later used for loading custom websitelayout, pre-filling user name, etc.
 · Suspicious registry keys - Some malware stores its information into Windowsregistry, to ensure it is loaded on startup or to extend its effect on theoperating system.
 10.7.5. Rootkits Tab
 The Rootkits tab displays information on rootkits detected during scanning if you havelaunched the Anti-Rootkit scan.
 A rootkit is a program designed to take fundamental control of a computer system,without authorization by the system's owners and legitimate managers. Access to thehardware is rarely required as a rootkit is intended to seize control of the operatingsystem running on the hardware. Typically, rootkits act to obscure their presence onthe system through subversion or evasion of standard operating system securitymechanisms. Often, they are also Trojans as well, thus fooling users into believingthey are safe to run on their systems. Techniques used to accomplish this can includeconcealing running processes from monitoring programs, or hiding files or system datafrom the operating system.
 The structure of this tab is basically the same as the Infections tab or the Spywaretab.
 10.7.6. Information Tab
 The Information tab contains data on such "findings" that cannot be categorized asinfections, spyware, etc. They can neither be positively labeled as dangerous but theyare still worth your attention. AVG scan is able to detect files which may not beinfected, but are suspicious. These files are reported either as Warning, or asInformation.
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 The severity Information can be reported for one of the following reasons:
 · Run-time packed - The file was packed with one of less common run-timepackers, which may indicate an attempt to prevent scanning of such file.However, not every report of such file indicates a virus.
 · Run-time packed recursive - Similar to above, however less frequentamongst common software. Such files are suspicious and their removal orsubmission for analysis should be considered.
 · Password protected archive or document - Password protected files cannot be scanned by AVG (or generally any other anti-malware program).
 · Document with macros - The reported document contains macros, whichmay be malicious.
 · Hidden extension - Files with hidden extension may appear to be e.g.pictures, but in fact they are executable files (e.g. picture.jpg.exe). Thesecond extension is not visible in Windows by default, and AVG reports suchfiles to prevent their accidental opening.
 · Improper file path - If some important system file is running from other thandefault path (e.g. winlogon.exe running from other than Windows folder), AVGreports this discrepancy. In some cases, viruses use names of standard systemprocesses to make their presence less apparent in the system.
 · Locked file - The reported file is locked, thus cannot be scanned by AVG. Thisusually means that some file is constantly being used by the system (e.g.swap file).
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 10.8. Virus Vault
 Virus Vault is a safe environment for the management of suspect/infected objectsdetected during AVG tests. Once an infected object is detected during scanning, andAVG is not able to heal it automatically, you are asked to decide what is to be donewith the suspect object. The recommended solution is to move the object to the Virus Vault for further treatment. The main purpose of the Virus Vault is to keep anydeleted file for a certain period of time, so that you can make sure you do not needthe file any more in its original location. Should you find out the file absence causesproblems, you can send the file in question to analysis, or restore it to the originallocation.
 The Virus vault interface opens in a separate window and offers an overview ofinformation on quarantined infected objects:
 · Severity - in case you decided to install the Identity Protection componentwithin your AVG Anti-Virus 2011, a graphical identification of the respectivefinding severity on a four-levels scale from unobjectionable ( ) up to verydangerous ( ) will be provided in this section; and the information on theinfection type (based on their infective level - all listed objects can bepositively or potentially infected)
 · Virus Name - specifies the name of the detected infection according to theVirus Encyclopedia (online)
 · Path to file - full path to the original location of the detected infectious file
 · Original object name - all detected objects listed in the chart have beenlabeled with the standard name given by AVG during the scanning process. In
 http://www.avg.com/cz-cs/informace-o-virech-a-hrozbach
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 case the object had a specific original name that is known (e.g. a name of ane-mail attachment that does not respond to the actual content of theattachment), it will be provided in this column.
 · Date of storage - date and time the suspected file was detected andremoved to the Virus Vault
 Control buttons
 The following control buttons are accessible from the Virus Vault interface:
 · Restore - removes the infected file back to its original location on your disk
 · Restore As - in case you decide to move the detected infectious object fromthe Virus Vault to a selected folder, use this button The suspicious anddetected object will be saved with its original name. If the original name is notknown, the standard name will be used.
 · Details - this button only applies to threats detected by Identity Protection.Upon clicking, it displays synoptic overview of the threat details (what files/processes have been affected, characteristics of the process etc.). Pleasenote that for all other items than detected by IDP, this button is greyed outand inactive!
 · Delete - removes the infected file from the Virus Vault completely andirreversibly
 · Empty Vault - removes all Virus Vault content completely. By removing the
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 files from the Virus Vault, these files are irreversibly removed from the disk (not moved to the recycle bin).
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 11. AVG UpdatesKeeping your AVG up-to-date is crucial to ensure that all newly discoveredviruses will be detected as soon as possible.
 Since AVG updates are not released according to any fixed schedule but rather inreaction to amount and severity of new threats, it is recommended to check for newupdates at least once a day or even more often. Only this way you can be sure your AVG Anti-Virus 2011 is kept up-to-date also during the day.
 11.1. Update Levels
 AVG offers two update levels to select from:
 · Definitions update contains changes necessary for reliable anti-virusprotection. Typically, it does not include any changes to the code and updatesonly the definition database. This update should be applied as soon as it isavailable.
 · Program update contains various program changes, fixes and improvements.
 When scheduling an update, it is possible to select which priority level should bedownloaded and applied.
 Note: If a time coincidence of a scheduled program update and scheduled scanoccurs, the update process is of higher priority and the scan will get interrupted.
 11.2. Update Types
 You can distinguish between two types of update:
 · On demand update is an immediate AVG update that can be performed anytime the need arises.
 · Scheduled update - within AVG it is also possible to pre-set an update plan.The planned update is then performed periodically according to the setupconfiguration. Whenever new update files are present on the specifiedlocation, they are downloaded either directly from the Internet, or from thenetwork directory. When no newer updates are available, nothing happens.
 11.3. Update Process
 The update process can be launched immediately as the need arises by the Updatenow quick link. This link is available at all times from any AVG user interface dialog.However, it is still highly recommended to perform updates regularly as stated in theupdate schedule editable within the Update manager component.
 Once you start the update, AVG will first verify whether there are new update filesavailable. If so, AVG starts their downloading and launches the update process itself.During the update process you will get redirected to the Update interface where youcan view the process progressing in its graphical representation as well as in an
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 overview of relevant statistic parameters (update file size, received data, downloadspeed, elapsed time, ...).
 Note: Before the AVG program update launch a system restore point is created. Incase the update process fails and your operating system crashes you can alwaysrestore your OS in its original configuration from this point. This option is accessiblevia Start / All Programs / Accessories / System tools / System Restore.Recommended to experienced users only!
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 12. Event History
 The History dialog is accessible from the system menu via the History/EventHistory Log item. Within this dialog you can find a summary of important events thatoccurred during AVG Anti-Virus 2011 operation. History records the following typesof events:
 · Information about updates of the AVG application
 · Scanning start, end or stop (including automatically performed tests)
 · Events connected with virus detection (by the Resident Shield or scanning)including occurrence location
 · Other important events
 For each event, the following information are listed:
 · Event date and time gives exact date and time the event occured
 · User states who initiated the event
 · Source gives the source component or other part of the AVG system thattriggered the event
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 · Event description gives brief summary of what actually happened
 Control buttons
 · Empty list - deletes all entries in the list of events
 · Refresh list - updates all entries in the list of events
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 13. FAQ and Technical SupportShould you have any problems with your AVG, either business or technical, pleaserefer to the FAQ section of AVG website (http://www.avg.com/).
 If you do not succeed in finding help this way, contact the technical supportdepartment by email. Please use the contact form accessible from the system menuvia Help / Get help online.
 http://www.avg.com/cz-en/faq
 http://www.avg.com
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